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00O «HIIO PAITHPA» - RAPIRA RS3

BBegeHue

Bepcus qokymenTa: 2.1.122 (21.10.2024 22:29:07 +03:00)

Hacrosiiee PykoBOACTBO II0 9KCILIyaTAIlMHU PacIpoCTpaHsAeTCd Ha paguroMapllIpyTH3aTop,
cooTBeTCTBYOIIIUUA TV Ne 464-002-41540932-2023. PYKOBOJICTBO COIEP’KUT CBEIEHUS O
KOHCTPYKIIMX pa3pab0TaHHOTO paguoMapllpyTHU3aTOpa, €ero MNPUHIUIIAX [TeHCTBUS,
TeXHUYECKUX XapaKTePUCTHUKAX, ero MOAUPUKAIIMLX, a TAK)Ke YKazaHUs, HE06X0qUMBbIe I
IIpaBUJIBHOU U 6e30I1aCHOM IKCILIyaTalllU, OI[eHKH ero TEXHUYeCKOr0 COCTOSHUSA, a TaKKe
CBe/leHUd 110 YTU/IU3alluU pajoMapIipyTrusaTopa.

A  obecriedyeHUs IKCILIyaTalliM pafyoMaplIpyTH3aTopa HeOoO0XOAWM  CIIeLyIOIHi
006CIy>KUBAIOIUU ITIepCOHAJL:

* CHCTEeMHBIH MPOrPaMMHUCT, TpebyemMoe 06pa3oBaHME — BEICIIEE II0 CIIEITHATbHOCTH:
Beruuc/imTeIbHAsI MaTeMaTHKA

* UHJKEHep-3JIeKTPOHIIIUK, TpebyemMoe o6pa3oBaHWe — BBICIIee, II0 CIEIHaJIbHOCTHU:
PammorexHUKa

PapgyioMapuipyTrU3aTop MOHTUPYETCS Ha YJINIle Ha BBICOTHBIX 00beKTaX, TAKUX KaK KPBIIIIH,
BBIIIKYA, MauyThbl U T.II, KOTOpble O4YeHb YacTO IMOJABep>KeHbl [eHCTBUI aTMOCdepHOro
CTaTUYeCKOI0 3JIEKTPUYECTBA, II03TOMY 00s3aTeJIbHO JOJDKHBI ObITH IIPUHATBHI MephI I10
3a3eMJIEHHIO YCTPOMCTBA, & Tak>Ke I10 3all[UTe 000Py0BaHUA U JIIO[el, UMEIIUX KOHTaKT
C KOpIIyCOM paAuoMaplLIpyTU3aTopa, KpeIlUleHueM MaplIpyTusaTopa, MauTod U
KPOHIIITEeMHAMU, IPUEMO-TIepeIatoIen AHTEHHOM u JIF0OBIMU KabeJssiMu,
IIPUCOeIUHEHHBIMU K PaJluOMapIIPyTU3aTOPY.

PyKOBO/ICTBO pacIpOCTPaHseTCsI Ha Bce MOJUPUKAITUU PafHOMapUIpPyTHU3aTOPa, IIOCKOJIbKY
BCce MOAMOUKAIIMK pafuoMaplIpyTH3aTopa YHHQUIIMPOBAHBl B YaCTH alllapaTHOH
IUIaTGOPMEI, @ TAaK)Ke B YaCTH IIPOIPaMMHOTIO0 06ecIleueHuUs.

BBenmenue — | Ctp. 1



000 «HIIO PAITHPA» NN RAPIRA RS3

Is10ccapun

Hioke IipefcTaB/ieH CIIMCOK COKpallleHWM W TepMHUHOB, Haubojlee 4acTO BCTPEYAKOIUXCI B
IOKYMeHTe:

* ACL - CIIMCKH KOHTPOJISA LOCTYIIa

* ARP - IIpOTOKOJI paspelieHus aipecoB

* AP - 6a3oBag cTaHIIUSA

* CPE - kiIMeHTCKas CTaHITUSA

* CLI- uHTepdenc KOMaHAHON CTPOKU

* DHCP - IpOoTOKOJI fUHAMUUYECKOU KOHQUTYpaITUU X0CTa

* DNS - cry>k6a JOMEHHBIX UMEH

* LAN - JioKasIbHas CeThb

* MTU - MakcuMaJsIbHBIN pagMep 6J10Ka JaHHBIX OJHOTO ITaKeTa B 6aliTaX, KOTOPBIM MOXKET OBITh
repefaH Ha KaHAJIbHOM YpOBHe IpoTokosia TCP/IP

* NAT - ipeo6pasoBaHUe CETEBBIX a/IpeCOB

* POE - (Power Over Ethernet) TeXHOJ/IOTHS, II03BOJIAIOINASA 3allMTaTh PagXOMapILIpyTU3aTOP
yepe3 KabeJib CHUYKeHUS

* PTP - cucTteMa «Touka-Touka»

* PTMP - cucteMa «Touka-MHOTOTOYKa»

e PuTTY - yTuinTa 14 MOAK/II0UEHHA K paJoMapIIpyTH3aTOPy 10 IIPoToKoIy SSH
o SSID - uieHTUOUKATOP CeTHU

* SSH - IIPOTOKOJI 6e30IacHOTro OOCTyIIa K KOHCOJIM Ha OCHOBE€ CHCTeMBbl KOJHUpPOBaHHA C
OTKPBITBEIMU KJIFOUaMH.

* TFTP - IIpOTOKOJI, UCII0Ib3YIOLIUICS A1 Ilepefadd JaHHBIX IIpU 00HOoBIeHNM [10 1 HacTpoiKe
paguoMapIpyTH3aTopa

* VLAN - BuUpTyasibHad JIOKaJIbHasA KOMIILIOTepHad CceTh

* WPA - ripoTokoJI U $pOBaHU JaHHBIX, IlepelaBaeMbIX 110 6€CIIPOBOHOMN CeTH
* WDS - mapaMeTp, BKJIIOUAIOIIUI PesKUM 0eCIIpOBOHOTO (IIp03pavyHoro) MocTa
o ADT - aHTeHHO-QUIEPHBIA TPAKT

» KabesbHasi CcOOpPKa - BBICOKOUACTOTHBIA Kabesnb (pupmep) masa mepemaun CBU-curHasa c
MaJIbIMU IOTePSIMU

» Kabenb cHyKeHUs (FTP cat.5e) - kabesb [JIg IlepefjauM JAaHHBIX U IIUTAHUS, COeSUHSIOIINMI
pasuoMapIpyTU3aTop ¢ HUHXXKeKTopoM POE

¢ IIOJUIMHT - aJITOPHUTM OIIpOCa 06a30M KJIHMEeHTCKUX CTaHHHfI, HOBBOJIHIOH_II/Iﬁ paciapenesaiTb
HepeﬂaBaEMLIﬁ Tpa(l)I/IK MeXAy CTaHIMUAMU I10 3alaHHBIM ITpaBUJIaM

* P3C - par03IeKTPOHHOE CPeCTBO

Iitoccaputi — | Ctp. 2
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000 «HIIO PAITHPA» o RAPIRA RS3

OnucaHue M padoTa U3aeaus

HaszHaueHHue n3ae/JIUs1

PaguroMapIIpyTH3aTOP CIIPOEKTHUPOBAH [JIg PabOTHl B CeTAX CBA3M OOILEro II0Jb30BaHUA U
IpefHasHadeH I Iepeflad U IpreMa IuGPoBBIX JaHHEIX CO CKOPOCTHIO OT 1 10 866" M6uT/C Ha
paccrossHUs 0T 100 M 10 100 KM U 6oJiee (IIpU YCJIOBUU O6eclieueHUs IIpUeMJIeMON 9HEepPreTUKU
KaHaJIa).

PafiHOMAapIIPyTH3aTOP IIPUMEHSETCS [JI1 IIOCTPOEHMsS TEPPUTOPHATBLHO — pacIpe/ieIeHHBIX
IITUPOKOIIOJIOCHBIX CeTell GecIpoBOHOTO aGOHEHTCKOTO [OCTyla K pecypcaM HHTepHeT,
TesleOHUU U IPYTUX CeTeH CBS3U OOIIEro IOoJb30BaHUS, a TAKXKe CO3[]aHHUsT KOPIIOPATHUBHBIX U
BeIOMCTBEHHBIX CeTeH ¢ HHTerpaIfiei rojoca, BUieo, TeJIEMEeTPHUH U T.JI.

PaguroMapIIpyTH3aTOP MOXKeT OBITH HCIIOJIB30BaH [JIA CO3JaHHA MaruCTPaJbHBIX CKOPOCTHBIX
KaHaJIOB "TOYKA — TOYKA", IPOTSKeHHBIX JIMHUU CBA3U C PeTPaHC/IALNeN, MU paclpeie/IeHHbIX
PervoHaJbHBIX CeTel "ToUKa — MHOTOTOYKA" C O[{HOM M/ HeCKOJIbKUMU 6a30BBIMU CTaHIIUSIMU U
MHO>KeCTBOM KJIHEHTOB.

PaguoMapmipyTusaTop HMeeT  3alMIIleHHOEe BCeIIOrOJHOe  HCIIOJIHEHHe, II03BOJIAIoIee
pasMeliaTtk ero IpsgMO II0f, OTKPBITHIM HeO60M B HeENOCPeACTBEHHOM OJIM30CTH OT IIPUEMO-
Ieperarllell aHTeHHBI. BcemorogjHoe UCIIoJIHeHe KOHCTPYKIIUK pafuoMapIlIpyTH3aTopa peiraeT
3a/lauy, CBI3aHHYK C HaJle)KHOM repMeTHU3allveil 3JIEKTPOHHBIX MOAyJel. /[aHHOe BCEIIOTOHOe
HCIIOJTHEHME peasn3yeTcs C IIOMOIIBIO CIIeITHaJIbHOr0 KOpIyca ¥ FepMeTH3UPOBAHHEIX Pa3beMOB,
KOTOpPBIE ITO3BOJISTIOT IIPUMEHSTH PAJHOMAapIIPyTH3aTOP B JUAla30He TeMieparyp oT -60°C 1o
+55°C, a Tak ’ke 00eCIIeUMBAIOT €My 3allUIeHHOCTh OT YaCTHI| U BJyard kiacca IP67 mo T'OCT
14254-80.

1. 111 yCTPOMCTB C IIOAIep>KKOM ITpoToKoJIa 802.11ac

TexHHUYECKHE XapaKTePUCTUKH

PaitoMapIIpyTH3aTOP UMEET CAeAYIONIHE TEXHUUEeCKHUe XapaKTePUCTUKH:

Tabauua 1. TexHu4eckue xapakmepucmuxku RAPIRA RS3
ITapameTpsl paguonHTepdelica

JlrarrasoHbI UaCTOT 2312-2712 MTI'1y
2412-2472 MT'11
5005-6075 MT'1g
6075-6425 MTI'11

IlTar ceTKu 4acToT MuUHUMaJIbHBIN - 5 MI'1]

OnmcaHMe U pa6oTa uszienus —~ HasHaueHwue uszenus | Ctp. 3
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000 «HIIO PAITHPA» RAFRA RAPIRA RS3

ITapameTpsl paguouHTepdeiica

TeXHO0JIOIUA paclIupeHus ClleKTpa * OFDM (IEEE 802.11a/n/ac) — 1y [uanasoHOB 5XXX-
64xx MI'11
* CCK, OFDM (IEEE 802.11b/g/n) pjig quarasoHa 2XxXxX
MI'1y
Mopyanus * OFDM: BPSK, QPSK, 16 QAM, 64 QAM, 256 QAM

* CCK: BPSK, QPSK, DQPSK, DBPSK

CKOpOCTh Ilepeiauu B Aramnasone 2412- 300, 270, 240, 180, 120, 90, 60, 30 M6uTt/c (IEEE 802.11n)

2472 MT'g
54, 48, 36, 24, 18, 12, 11, 9, 6, 5.5, 2, 1 M6wuT/c (IEEE

802.11b/g)

CkopocTh Hepenayuu B fuarasoHe 5005- 866, 780, 650, 585, 520, 390, 260, 195, 130, 65 (IEEE
6075 MI'1g 802.11ac)

300, 270, 240, 180, 120, 90, 60, 30 M6uT/c (IEEE 802.11n)

54, 48, 36, 24, 18,12, 9, 6 M6ut/c (IEEE 802.11a)

CKOpOCTh Ilepeaud B AramnasoHe 6075- 300, 270, 240, 180, 120, 90, 60, 30 M6uT/c (IEEE 802.11a)
6425 MTI'1g
54, 48, 36, 24, 18,12, 9, 6 MouTt/c (IEEE 802.11n)

BeIXO/HAsA MOIITHOCTE IIepefaTurKa Ot 10 0 30 1bM (B 3aBUCUMOCTH OT BHIOPAHHOIO
KaHaJIa ¥ CKOPOCTH Ilepefayun)

HOpOI‘OBaH YYBCTBUTEJILHOCTb
IIpHEeMHHKa

72 ntbMm @ MCS9
=77 ntbM @ MCS7

-95 nb MCSO
(IEEE 802.11ac) AbM @

IToporoBas YyBCTBUTEJIILHOCThH 75 nbMm @ MCS7
IpHreMHUKA -96 1bm @ MCSO

—78 nbMm @ 54 MowuT/c

(IEEE 802.11a/n) -79 1bM @ 48 Mburt/c

-83 nbM @ 36 Mo6uT/C

-86 1bM @ 24 MoUT/C

—90 nbMm @ 18 MowuT/c
-91 1bM @ 12 Mburt/c
-92 1bM @ 9 MourT/c
-96 1bM @ 6 MoOuT/c

OnmcaHHe U pa6oTa HU3fenus ~ TeXHUUYecKHe XapaKTepucTuku | Ctp. 4



000 «HIIO PAIIHPA»

ITapameTpsl paguouHTepdeiica

HOpOI‘OBaH YYBCTBUTEJIBbHOCTD
IIpHEeMHHKa

(IEEE 802.11b/g/n)

[ITrpHrHa cIIeKTpa CUTHaJIa 10 YPOBHIO
-3dB (IEEE 802.11ac)

[IMupuHa cIeKTpa CUrHaJsIa II0 YPOBHIO
-3dB (IEEE 802.11n)

I_HI/IpI/IHa CIIEKTpPa CHUTHaJIa II0 YPOBHIO
-3dB
(IEEE 802.11a/b/g)

ddPeKTHUBHAS IPOITYCKHAS CIIOCOOHOCTh
(IEEE 802.11ac)

dddeKTHMBHAA IIPOIYCKHAs CIIOCOOHOCTh
(IEEE 802.11n)

3P PeKTHUBHAS IPOITYCKHAS CIIOCOOGHOCTh
(IEEE 802.11a)

dddeKTHMBHAA IIPOIIYCKHAs CIIOCOOHOCTh
(IEEE 802.11g)

PasbeM /iJ1s1 aHTeHHBI (1151 MoJiesiel 6e3
BCTPOEHHOU aHTeHHEI)

Be3onacHOCTh U ayTeHTUOUKALIUS [
pagroKaHaa

Crioco6bl IOCTYIIA K Cpefie
(HeKOJIM3MOHHBIHN)

Crioco0bl OCTYIIA K Cpefie
(KOJIJIMSMOHHBIN)

yl'[paB]IE‘HI/Ie BBIXO,Z{HOI‘/JI MOIITHOCTBIO

RAFIRA RAPIRA RS3

OFDM

—73 nbm @ MCS7
-96 nbM @ MCSO
—78 nbMm @ 54 Mowut/c
-79 1bM @ 48 Mburt/c
-83 nbM @ 36 Mo6uT/C
-86 1bMm @ 24 MoUT/C
—90 nbMm @ 18 MowuT/c
-91 1bM @ 12 Mburt/c
-92 1bM @ 9 Mowurt/c
-96 1bM @ 6 MouT/c

CCK

-94 nbm @ 11 M6uT/C
-100 1bM @ 1 M6wut/c

20 /40 /80 MI'1g

20/ 40 MT1y

5/10/20/40"' MI'

1o 480 M6éwuT/c

o 220 MoéuTt/c

o 56 Mout/c

1o 35 Moéwur/c

N-tuna Female (poseTka), 50 OMm, 1-211T

WPA-PSK, WPA-EAP c mmuppoBanuem TKIP 1 AES-256;
WEP (64, 128, 154)

HEeKOJUIU3UOHHBIN aJallTUBHBIN IUHAMUYeCKUHN
TIOJIUHT (0IIpOoC)

CSMA/CA, mpociyliBaHUe HeCyIleN C
IIpemoTBpallieHUueM KOJIJIU3UN

oT 1 1o 30 nbm

OnwucaHHe U pa6oTa HU3fenus ~ TeXHUUeCKHe XapaKTepucTuku | Ctp. 5



000 «HIIO PAITHPA» o RAPIRA RS3

ITapameTpsl paguouHTepdeiica

JUHaMHU4YeCKUU BBIOOP CKOPOCTH B 3aBUCHUMOCTH 0T SNR U 11oTeps GppeiiMoB IIpU
repefave UX B pagroKaHale

HcnonHeHue BHellrHee, BCEIIOTOLHOE
Jluata3oH paboynx TEMIIEPATYP oT -60°C 10 +55°C
JlorrycTuMasi BJIa>KHOCTh 3alyTa 0T YaCTUL] ¥ BJIard COOTBETCTBYeT Kiaccy IP67
Kperutenue Ha Tpydy nuameTpoM 20-60 MM, YTOJIOK, XOMYT 1

IIOAIIATHHUK B KOMIIJIEKTE

I[TmTanue 24B (B cTaHAPTHOM KOMILJIEKTAIIH)
48B (11pu yCTaHOBJIEHHOM IIpeobpasoBaTesie
HapsOKeHMs)
roTpebsisieMasi MOIITHOCTh He 6oJiee 24 BT

ViajieHHOe MUTaHUe 4yepes IPOBOAHOM UHTepderic, 1o 100M, He TpebyeT
OT/IeJILHOI0 IIUTAI0IIero Kabesd, HHXeKTop PoE B
KoMiILteKTe (Passive PoE)

IIpoBOAHOM HHTEPdeETiC Ethernet 10/100/1000BaseT, repMeTHUYHBIHN

COeITHUTEJIb BUTOM Iaphl B KoMILIeKTe (IP67)

1. /g mpoTokosia IEEE 802.11a mupuHa clieKTpa curHasa, paBHas 40 MI'ty, octyirHa /i KaHaaoB 5210, 5250, 5290, 5760 u
5800 MI'm1.

CocTaB paguoMapuIpyTra3aropa

B cocTaB paroMapIIpyTH3aTopa BXO/ST:

* BHEIITHUU BCEIIOTOTHBIN OJI0K U3JIe U

* Kpemé>KHO-TI0BOPOTHOE ycTpoiicTBO (KIIVY)

* MH)KEKTOP IIUTAaHUA

* WUCTOYHUK IUTAHUA

* TepMeTHUYHBIN COeJUHUTE/Ib BUTOU Hapel (IP67)

* KOMIIaKT-I¥CK C IPOTPaMMHBIM 0beclledeHreM U PYKOBO/ICTBOM I10J1b30BaTe I

Bojlee fleTalbHO COCTaB M3/leJIMsI paccMaTpUBaeTcsl B pasfesie CTaHgapTHas KOMILIEKTAIls
PaZroMapIIpyTH3aTOpPA.

VeTpoiicTBO M paboTa

PapgyomMapuipyTisaTop Jr000M MogUPUKAIUU UMeeT Ba BUJA MHTeppelcoB: IIPOBOAHbIE, TUIIA
1000BaseT s CThIKa C almapaTypoy Ilepefadyd JaHHBIX, a TaKKe 0eCIIPOBOJHBIE UHTepQeCs],
MO/ IePKUBAIOIIe CBI3b MEXXKAY pajguoMaplIpyTH3aTOpaMHM IIOCPeACTBOM pajguokaHanda. C
IIOMOIIIbI0 IIPOBOJAHBIX HHTepPEeMCOB pajuoOMapIIpyTH3aTOPhl MOIYT OBITH COeJHUHEHBI KakK
MeXKAy Cco00HM, TaK MW C JIIOOBIM TeJeKOMMYHUKAIIMOHHBEIM 000pyJOBaHUEM, HMEHIIUM
uHTepdericel Tuma 1000BaseT.

OmnucaHue U paborta uszenus — CocraB paguoMaplipyrusaropa | CTp. 6



000 «HIIO PAITHPA» o RAPIRA RS3

KoHCcTpyKIsg 6ecIpOBOJHOM IITMPOKOIIOJIOCHOM CeTHM Ha OCHOBEe pasIUYHBIX MOAUPUKaAITUN
IAHHOTO paguoMapIllIpyTHU3aToOpa OCYILeCTBJISETCS COIJIaCHO TOIIOJIOTUHM BHU/IA: PaciipeHHas 30Ha
ob6cayxuBaHUA (extended service set, ESS). 3oHa o6ciykxuBaHUd (service set) B 00IieM ciayvyae —
9TO JIOTUYEeCKU CrpyIIIHpOBaHHBLIe OeCIpOBOAHBIE yCTpoicTBa. Kak IIpaBHJIO, Takas IpyIIia
YCTPOMCTB HMeeT COOCTBEHHBIM HIEeHTHPHUKATOP 30HBI oOCHAy>KMBaHHUs (service set identifier,
SSID).

Hcriosnb3oBaHWe Tomosiorny ESS mozpasymeBaeT Haluuhe KaK MHUHHMYM OJHOIO 0C060r0
YCTPOMCTBA — 6a30BOM CTaHIUU. ba3oBas CTaHIMA — 3TO IJeHTPAJBbHBIM IIYHKT CBA3U /I BCeX
CTaHIUM, BXOAAIINX B JaHHYIO 30HY 006C/IyXUBaHUsA. KIIMeHTCKUe CTaHIIUU B TOIIOJIOTHU ESS He
MOTI'YT CBA3bIBaTHCS HEIIOCPeACTBEHHO OJHa C JPYroi. BMecTo 3TOro OHU CBA3BIBAIOTCA C 6a30BOM
CTaHI[MEeH, a y)Ke OHa HallpaBJgeT QpeMMbl CTaHIIUU ajpecary. IIpyu BKIIOUEeHUHU, KIHUEHTCKas
CTaHIYA [OJ/DKHA 00sg3aTeJIbHO OCYIeCTBUTH IIPOIelyPy acCoIfhalluu C KaKoM-1u60 6a30BOH
CTaHIMel 30HBI 00CIy)KHUBaHU. B KaKAbIM OT[EJBHO B3ATHIM MOMEHT BPeMeHH, KIHeHTCKas
CTaHIUA MO>KeT OBITh acCOIIMMPOBAaHa TOJIBKO C OJHOM 6a30BOM CTaHI[HeH, a 6a30Bble CTAHIIUH, B
CBOIO OUepe/b, MOTYT OBITH COeMHEHBI MeXKy COO0M 110 IIPOBOJHBIM KaHalaM CBI3H.

ABGOHEHTCKaR ABoHeHTcran
CTaHUMA CTaHuna

?) MMposogHas unu Gecnposoaras  (§7-
\ PacnpspenéHHan wwpokononockas M . ABGHEHTCKAA
CTaHUWA cTanuma Uil pervoHansHas ceTk “ TaHUMA CTAHUMA

ABOHeHTCKaR
CTaHUMA
-

Puc. 1. Cmpykmypa PacuwiupeHHOU 30Hbl 06cayxcusaHus ESS

Kpome 6a30BOr0 OCTYIIa K Cpejie Ilepefjlayl JaHHBIX, OIIMCAHHOIO B ceMeUCTBe cTaHxapToB IEEE
802.11, KOTOPBIM 3aKJIIYaeTCsd B IIPOCAYIIMBAHUHM HeCyIled M IpeJoTBpallleHUH KOJIM3UHI
(meToxy CSMA/CA), pafguoMapIIpyTH3aTOp MOALep KUBaeT TakKe U aJbTePHAaTUBHBIA MeTO[,
ZOCTYIIa K Cpejie Iepeadyy AAaHHBIX - HEKOJUIM3UOHHBIN aJallTUBHBINA JUHAMUYECKUN I10JIJIHHT
(ommpoc).

CTouT 3aMeTUTh, 4YTO B ceMelcTBe cTaHZapToB IEEE 802.11 xpoMme 6a30BOro AOCTyIla K cpeze
Iepefayyd TaHHBIX, TaK)Ke OIIMCAH M MeXaHU3M IIOJUIMHTa (TaK HasblBaeMbIU pexuM PCE),
O/THAKO, aIaITUBHBIA  JUHAMHYECKHUM  IIO/UIMHI, IIPUMEHseMbId B  HaCTOAIEM
pazuoMapiIpyTU3aTope, CyIL[eCTBEHHO OTIMYAaeTCd OT OIIMCAHHOTO B CTaHAApTe U SIBJISETCH
OTZIeJIbHOM CaMOCTOSTEeIbHOU paspaboTKoi. MexXxaHM3M afallTUBHOIO0 JUHAMHUYEeCKOI0 II0JIJIMHTa
obecrreyrBaeT HEKOJUIM3UOHHBIM JOCTYII K Cpefie Ilepeflaud NAaHHBIX, IIpU KOTOPOM HU OJHA
KJIMEHTCKas CTaHIIUS He MOYKeT OCYIIeCTBJIATh Ilepefady, 0 TeX II0p, ITI0Ka 6a3oBas CTaHIUI He
OIIPOCHT ee.

JlJaHHBIM MeXaHU3M II03BOJIZeT 3QPEeKTHUBHO pellaTh IIPO6JIeMy «CKPBITBIX CTAHIIUM», KOTOpas
3aKJII04YaeTcd B 60JIBIIIOM YHCJIe KOJIJIM3UH, BOSHUKAIOIIUX IIPU UCII0JIb30BaHUU 6a30BOr0 MeTo/ia
IOCTyIla K Cpefie B PeTrHMOHAJIbHBIX CeTAX M3-3a TOIO, YTO KJIMEHTCKHE CTAHI[UU «CJBIIIAT» B
pasroadupe TOJIBKO Ba3soByI0 CTaHIINIO, U He CJBIIIAT APYIUX AGOHEHTCKHUX. B pe3ysbTare 4uero

OmnucaHue U paboTa uszenans — YCTporcTBO U paborta | CTp. 7
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RAPIRA

4JacTo ABe KiIMeHTCKHe CTaHIIMU HauyWHAKT BeCTU Ilepefadyy OJHOBPEMEHHO, UTO Hen30e)XHO
IIPUBOJUT K KOJUIM3UM UM K IIOTepe IlepefaBaeMbIX ¢peiiMoB. Kpome TOro, mexaHu3M
aJallTUBHOIO JUHAMHWYECKOI0 IIOJUIMHTa obeclieurnBaeT rapaHTUPOBAHHYI0 3a[lepyKKy Ilepefadyu
$periMOB MeXXIy CTaHIIMSIMU, Yero He MOXKeT 00eCIleuruTh 6a30BBIM MeXaHM3M J0CTYIIa K Cpeje.
JlaHHOe CBOMCTBO aJaIllTUBHOIO AWHAaMHUYEeCKOT0 IIOJJIMHTA JlaeT BO3MOYKHOCTH 3QPeKTHUBHO
HUCII0JIb30BaTh OECIIPOBOHBIE CeTH I Ilepefadyd Tpaduka, KpUTUYHOIO K Bapyalliu 3a/lep>KKU
IOCTaBKU  QpelMOB, HalpuMep [Jid  Ilepefayd  TIojoca U BUAeOHMHPOPMAIlUM.
PagroMaplIpyTHU3aTOPh], 00 beJUHEHHbBIE B CETh, MOTYT BBICTYIIATh KaK YCTPOMCTBAMU 2 YPOBHS
momenunn OSI (MOCTBHI), TaK U yCTpourcTBAaMu 3 ypoBHA Momenu OSI (MapIuipyTU3aTOphl), B
3aBUCHMOCTH OT CTPYKTYPBHL, a TakKKe 0T QYHKIIHM, KOTOPhIe J0JDKHA BBHIIIOJIHATL 6eCIIpOBOAHASA
CeTh.

MapkupoBKa

Bce papuomapiipyrusaTopsl, IocraBisgeMble OOO «HIIO PAIIMPA», OCHAIlleHBI IIMHUIBIOM,
KOTOPBIHA YCTaHaBJINBAaeTCd Ha KOPIIyce YCTPOMCTBA CO CTOPOHBI KpeIlIeHHUs.

b

weme  HMO  Panupa

PaguomapwpyTuzatop BecnpoeogHoii
LWMPOKONONOCHBIN

PATTAPA

Ha mmibme YKa3aHBI: IIPOU3BOAUTEIIb, JIOTOTHUII (1)I/IpMBI, Ko MOJeJir, faTa BBIIIYCKA, CepHﬁHBIfI
HOMED YCTpOﬁCTBa, CTpaHa IIPONU3BOAUTEJIb U 3JIEKTPHUUECKHE IIapaMeTPhbl MOJLEJIH.

o [Ipu obpalieHuH B CIYKOy TeXHHUUYECKOU ITO[IePrKKHU, IT0KaIyHCTa, Ha3bIBauUTe
KOZ, MOJIeJI HU3JIeJIUA.

RSx - THII - F0000 - pexum - JOIIOJTHEHUA
1 2 3 4 5
[Tpumep: RS3-CPE-F5060-PTP-TM-A-GRM-48V

Ne ITAPAMETP IIPUMEP

Rx, RSx - 0011lee Ha3BaHUe IUHENKHU YCTPOUCTB, I7e X - RS3- TpeTkbe 110K0JIEHUE
IIOKOJIEHHE YCTPOMCTBA: YCTPOMCTB

R1 - 1uHeVKa yCTPOUCTB, IIPOMU3BOAUMEIX 110 2007 roza.

R2 - 1MHeNKa yCTPOMCTB, IIPOU3BOAUMBIX ¢ 2007 110 2011 rofI.

RS3 - 1rHeMKa yCTPOMCTB, IPOU3BOAUMEIX € 2011 rofa 110

HaCTOsIIee BpeMs.

THn ycTpouicTBa, Ije: RS3-AP1... - 6a3oBas CTaHIIUA C
APX - 6a30B0e yCTPOMCTBO, I7ie X — KOJIUYeCTBO OJHUM paiUOUHTEPPericoM
paguouHTepdeiicoB

CPE - KJIMeHTCKOe YCTPOMCTBO

OnucaHue U paboTta usnenns ~ MapkupoBka | CTp. 8
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000 «HIIO PAITHPA» RAPRA RAPIRA RS3
Ne ITAPAMETP IIPUMEP
F0000 - riorep>KrBaeMbIi YaCTOTHBIN [HAlla3oH, ITe: RS3-CPE-F2425... - KJILEeHTCKOe
nepBeble ABa HUGPOBEIEe CUMBOJIA - 0003HaYeHHe HavyaJlbHOM YCTPOMCTBO, paboTarollee B
3 TI'paHUIIEI YaCTOTHOTO AHarasoHa nuamnasoHe 2,4 — 2,5 I'T1g

nocjaegHue ABa nudpoBbie CUMBOJIA - 0003HaUeHUE
KOHEYHOU IpaHUIIbI YaCTOTHOTO JUara3oHa

Pe>xuM - pesKuM paboThl YCTPOMCTBA, TIe: RS3-AP1-F5060-PTMP —
PTP — pesKkuM «TOUYKa-TOUKa» 0asoBasi CTaHITHSI,
4 PTMP — pe’XuM «TOUKa-MHOTOTOYKA» paboTaroijas B pesxume
«TOYKa-MHOTIOTOUKAa»
JonoIHeHUs — TOII0JIHUTeIbHasi HHOopMaIis 06 RS3-CPE-F5060-PTP-TM —
YCTPOMCTBE, ITe: KJIMEeHTCKOEe YCTPOMCTBO C
T — uHTerpHUpoBaHHasA aHTEeHHA HHTEIrPUPOBaHHOM aHTEeHHOH,
A - BCTpOEHHOEe YCTPOMUCTBO TePMOCTaOMIU3aIuu paboTaroiee B fuamasoHe 4,9-
5 M - nmogepskKa rpotokosia MIMO 6,1 [Ty u moamep KUBarlee
C - rmogmeprkka nmporokosa AC nporokos MIMO

48V — BCTpOeHHBIH IIpeobpas3oBaTesIb ITUTAaHUA
GRM - BCTPOEHHBIN repMEeTHYHBIN PasbeéM

3KCHJIY&T&I.II/IOHHBIE OrpaHHYCHUA

JKCIUTyaTalfMOHHEBIe OrpaHruYeHud Ha Paguomapiupyrusatop cepuu RAPIRA RS3.

Tabauua 2. RAPIRA RS3. 9KcnatyamayuoHHble 02PaAHUUEeHUSL.
* 24-30B (B cTaHAPTHOM KOMILJIEKTAITAN)

HarnpsokeHHe ITHTaHHs * 18-72B (mpu YCTaHOBJIEHHOM npeobpa3oBaTesie
HaIIpsDKeHU)

TemrtepaTypa skcILryaTanuu 0T -60°C 1o +55°C (IIpH yCTaHOBJIEHHOM T€PMOCTa6HMIH3aTOPE)

MakcHMaJIbHO JJOITyCTUMBIN
pasuocurHaI Ha BXOJE He 6ostee -3 1bm
6eCcIIpoBOHOr0 UHTEepderica

OnucaHue U paboTa usfeans — JKCIUIyaTalliOHHbIe orpaHudeHus | CTp. 9



000 «HIIO PAITHPA» o RAPIRA RS3

ITponykTel cepuu RAPIRA RS3

O01as nHpopmanusa

HMHCTpyKIIUA 0THOCUTCA K IIpogykramM OO0 «HIIO PAIIMPA». B 3TOM IyiaBe IIpefcTaBjieHa 00Ias
HHpOpMaIU 110 XapaKTepUCTHKaM U pasIMYHbIM MOJeJIIM IIPOAYKTOB cepruu RAPIRA RS3.

basoBsblie cTaHuu (AP)

BasoBble cTaHIUU (AP) yIIpaBJISIOT Ilepefiaueli TaHHBIX BHYTPH 6eCIIPOBOAHOM CETH U SIBJISTIOTCS
OCHOBHOM TOYKOM JJOCTyIIa K CeTH JJI1 KJIMeHTCKOT0 060Py/[0BaHUSL.

AP ycraHaBJMWBaeT CBSI3b CO BCeMH KJIHWEHTCKUMHU cTaHIusaMH (CPE) B cucreme, 4TOOBI
obecrieunTh KaXkayro U3 CPE [oCTyIIoOM B OCHOBHYIO CeTh. AP 1o/DKHa OBITH pacIlioJioyKeHa Tak,
4T00OBI 06€CIIeUnTh HeOOXOJUMBINM YpOBeHb IIPUEMHOr0 paguocurtHana Ha CPE [ig ycToOMUYMBOM
paboThl paiOKaHAaJIOB.

KianeHnrckue craniiuu (CPE)

KireHTCKOe 060py/moBaHUeE COeIMHSIET I0JIb30BaTesiel ¢ 6a30BOM CTaHIIHMEH 10 GeCIpOBOHOM
cBsa3u. Takoe COeIHMHEHHE MAET II0JH30BAaTEJI0 BO3MO>KHOCTH OOIIATHCI KaK C OCTAJIbHBIMH
II0JIb30BaTEJISIMU 6eCITPOBOTHOM CeTH, TaK U ceTho (Ethernet).

[IpenmosiaraeT ycTaHOBKY Ha yiuile. CPE 60 MHTerprpoBaHa C aHTeHHOM, JIMO0O CHab>KeHa
KabesbHOM c60pKo¥ N-KoHTakTHOTO Tuna (F), mpegHasHaueHHOM I IO COeJUHEeHUS BHEIIHEN
aHTeHHBIL. TeM caMbIM, obOecIieurBaeTCsl BO3MOKHOCTb UCII0JIb30BaTh aHTEHHBI PasHbIX TUIIOB:
PYIIOpHBIE, ILIaHapHbIE, OdceTHBIe U NOPAMOGOKYCHbIe WJIH [Apyrue CllelMaJIlu3vpOBaHHbIE
aHTEHHBI.

BecripoBofiHasA ceTh CKOHIIEHTPHpPOBaHaA Ha 0a30BOM CTAHIIUMH, KOTOpas ABJETCd KaK TOYKOM
poctynna B LAN (i WAN), Tak W TOUYKOM [JOCTyIa [II KOHEUYHOTO II0JIb30BAaTeJIbCKOIO
obopyroBaHus CPE (CPE He ycTaHaBJIMBaeT CBA3b U He 00I[aeTcsd HaIpsAMY0 ¢ qpyruMu CPE, oHu
00II1ar0TCA TOJIBKO Yepe3 6a30BYI0 CTaHIIUIO). Pasiuunble CPE BRICTYIAIOT TOJIBKO KaK KOHEYHOe
3BEeHO 6eCIIPOBOJHOIO COeJUHEHHUH.

OO0opyaoBaHue C MHTEIPUPOBAHHOU aHTEHHOM

O6opysoBaHUe C UHTEIPUPOBAHHOM aHTEHHOM JaeT BO3SMOXKHOCTh CHU3UTH 3aTPaThl HA MOHTAX,
IIOCKOJIbKY HeT HeOOXOJAMMOCTH MOHTHUPOBATH OTAEJIBLHO aHTEHHY U COeQUHATHL eé yepes
KabeJbHYI0 COOPKY C pafrioMapIIpyTU3aTOPOM.

Taxxe B 9TOM CjIydae yjaydliaeTCd KaueCTBO CBA3H II0 6EC1'IpOBO,I[HOMy KaHaJ1y (110 CpaBHEHHIO C
penieHudaMy, rae IpUuMEeHAeTCA BHEITHAS aHTeEHHA aHaJIOTHYHOT O THUIIA), IIOCKOJIBKY:

* OTCYTCTBYIOT JIOIIOJIHUTEJIbHBIE IIOTePU CUTHAJIA B aHTeHHO-QUIepHOM TpaKTe (ADT)

* UCIIOJIL3YeTCsI KOpPOTKas BHYTPeHHss KabesbHas cO0OpKa C MEHBIIMM K03QUITMEeHTOM

IIponyxTel cepun RAPIRA RS3 — O61asg nuadopmanus | Ctp. 10



000 «HIIO PAITHPA» o RAPIRA RS3

3aTyXaHHA

* PE3K0 CHHKaeTCd aerpaganusa KOMIIOHEHTOB ADPT BC1eACTBHE OTCYTCTBHUA IIPAMOTO BJIMSAHUA
BHeIITHEeN Cpeapl M BO3MO>XHOIO HETraTHBHOI'O BJIMAHHMA Ye/JI0BEYECKOIO (baKTOpa IIpu
MOHTa»xe

O6opyaoBaHue C BHEIIIHE aHTeHHOH

BHelllHYe aHTeHHBI UCII0JIL3YITCS JIMO60 B Cydae, KOIja He06X0AUMO 3a/[eFiCTBOBAaTh aHTEHHEI C
6ojiee MOIIJHBIM KO3(QQHUIIMEHTOM YCHJIeHHUs, YeM 3TO II03BOJIZeT UHTeIPHUPOBAHHOE pelleHHe,
Jub0 B ciaydae, Korja HeoOXOJMMO IIPOCTPAHCTBEHHO pasfe/MTh OJIOK MaplIpyTusaTopa U
aHTeHHYy. /Ul cCoeJUHEHUs paJiioMapIIpyTU3aTOpa ¢ aHTEHHOM UCII0JIb3yeTcsd KabebHasa cOopKa
IUIMHOM Kak TpaBuio 0.5 wian 1.2 metpa.

Cucremsnl «Touka-MmHOrorTouka» (PTMP)

Jl1a 6ecipoBOfHOTO coefrHeHUs Tuila PTMP TpebyeTcs fBa BUa 060pyfoBaHUSA: 060pyZ0BaHUe
6a3oBoi cTaHIUU (AP) U KiMeHTCKoe obopyzmoBaHue (CPE), ycTaHaBIMBaeMoe y II0JIb30BaTess
(aboHeHTa).

06a Tuma 060py0BaHUSI MOTYT COCTOSITH JTM60 M3 pafiiOMapIIIpyTH3aTOpa C HHTETPUPOBaHHOM!
aHTeHHOH, (B IaHHOM CJIydyae B Ha3BaHUU paZiioMaplIpyTHU3aTopa IIpUCyTCTBYeT uHeKe T), 1160
paguoMapIIpyTH3aTOpa C TEePMETUUYHHBIMH pasbeMaMH (KakK IIpaBmwjio N-TuUma) I
TI0/ICOeTMHEHUSI BHEIITHEeH aHTeHHBI.

Cucremsnl «Touka-Touka» (PTP)

CoemmHeHUs (KaHaJIbl) «TOYKAa-TOUKa» HCIOJIB3YIOTCI B Clydae HE0OXOJUMOCTHU IIPSIMOTO
6ecIpOBOLHOTO COeIMHEHUS IBYX 00beKTOB, HAIIPUMeP /IJI1 CBI3U MKy 6a30BBIMU CTaHITUSIMHU
KaHaJla «TOYKH-MHOTOTOYKH» (PTMP) M omepaniiOHHBIM II€HTPOM CeTH, [JII COeJHUHEHUs C
MarucTpasibo MHTepHeTa U T.1I.

ITpoxyxTel cepun RAPIRA RS3 — O6opyzmoBaHUe ¢ BHelllHeW aHTeHHOH | CTp. 11



000 «HIIO PAITHPA» o RAPIRA RS3

IToaroToBKa paguoMapiuipyrusaropa K
HCII0JIb30BaHUIO

[lepes; HayaJOM HCIIOJIL30BAHUS PaHOMAPIIPYTH3aTOPOB HEOGXOMUMO 3apaHee HACTPOUTH
yCTPOMCTBA, KOTOPHIE ILIAHHUPYETCS O6LEeNUHATh B CETh, IIOCTAEe UYero MOKHO IIPUCTYIIATh K
MOHTaKy PaIOMapIIPyTU3aTOPOB HETIOCPEICTBEHHO Ha MECTHOCTH.

IIpeaBapuTe/IbHbIE TPEOOBAHUA K HACTPOMKe
00OpyaOBaHUA

BHumaHue!

IIpu paboTe pagyoKaHaja YpPOBeHb CHUTHaJIa He JOJDKeH IpeBbIMaTh -30 dbm.

J9TO 00YC/IOBJIEHO TeM, UTO K3-3a IleperpysKu IIPHeMHOI0 KacKaza paguoMOyJIsd
o BO3MOJKeH YCKOPEHHBIN M3HOC 3/IeMeHTHOM 6a3bl yCTPOMCTBA, a B II0CIe[CTBUUA

BBIXOJ yCTPOMCTBA U3 CTPOS.

HammoMuHaeM, YTO KpaTKOBPeMEHHO MaKCHUMaJbHO BO3MOXKHBIA YpOBEHb

CHUI'HaJjIa Ha BXOJe IprueMHUKa cocTasisgeT 0.5 MBT (-3 dBm).

Obpamume gHUMAHUe:

A IIpu coefUHEHUHU YCTPOMCTB C BHEIITHMMHU aHTeHHaMU KabeJbHBIMHU COOpKaMH
Heo0X0gMO 06ecIIeuuTh 3aTyXaHue B KabeJax He MeHee 33 nbM.

IIpr HacTpoO¥Ke YCTPOMCTB C BHEIIHMMH aHTeHHAMH Ilepe]l BO3MOXKHOM IIPOrPaMMHOM
HaCTPOMKOM YPOBHSA IIPUEMHOTO curHasia Heo6xomumo /IO BKIIOYEHUSA o60pynoBaHUS
BBIIIOJIHUTE CJIEIYIOIIee:

1. TToAK/IIOUMTE BHEIIHIOW aHTeHHY K YCTPOMCTBY, MCIIOJIb3ys KabeJbHYI0 CO0pKy. Eciu
IIpHA HaCTPOMKe 000PyZ0BaHUA MapIIpPyTU3aTOPhI COeUHAIOTCS KabeJbHBIMU COOpKaMHU
HaIIpSIMYI MeXXIay co00# (6e3 HCIIOJIb30BaHUS aHTEHH), TO HeoOXOAMMO 006ecIleuuTh
aTTeHaI o He MeHee 33 1b.

2. Ha Bcex HeHCII0JIb3yeMbIX PaJJUOBBIX0/IaX YCTAHOBUTE 9KBUBAJIEHT HAarpy3Ku paBHOM 50
OM.

[TogaiiTe mUTaHWe Ha OOOpPyJOBaHHE M IIPOBEAUTE €ro HAaCTpouKy. Ilocie ycTaHOBJIEHUSA
accopany IIpoBepbTe, UYTOOBI YPOBEeHb IIPMEMHOr0 CUIHasla He IpeBblman -30 abm. Ilpu
HaCTPOMKe YCTPOMCTB C HHTEITPHPOBAHHLIMU aHT€HHAaMH YPOBEHb IIPHUEMHOI0 CUTHaIa HevacTo
IIpeBhINIaeT YKasaHHOe BBIIIe 3HaUeHMe, HO, IIPU HeOOXOLUMOCTH, OH MOXKeT OBIThH HacTpOeH
IIPOrpaMMHO KOMaHZO0H tX-pOwer.

(r') /1714 TIpOBEPKU YPOBHS IPUEMHOI'0 CUTHAJIA BOCIIOJIb3yeTeCch KOMaHaMu signal u
- associated.

[TosroToBKa pagyoMapllIpyTH3aToOpa K UCII0JIb30BaHUI0 — IIpeBapuTeIbHbEIe TpeOOBaHU K HACTPOHKe
obopyznoBaHud | CTp. 12



000 «HIIO PAITHPA» o RAPIRA RS3

BrICTpass HACTPOMKA OCHOBHBIX IIapaMeTpPOB
paguoMapuipyrusaropa RAPIRA RS3

B maHHOM pasfeJie pacckKasblBaeTcs KaK HAaCTPOUTH I1apy MapIIpyTHU3aTOPOB I 06eclieuyeHUs:
CBSI3M THIIA 'TOYKA-TOUKa." B pesysbTaTe BBIIOJHEHUS HIDKECIEeAYIIINX KOMaHJ OyayT
HaCTpOeHbl OCHOBHBIE IIapaMeTpbl KOHQUIYpalMU IIPO3pPavyHOT0 MOCTa [ oObeclieueHUs
6ecrpoBofiHOM cBsa3M BE3 HACTPOMKM JOIIOJHUTEJBHEIX ITAPAMETPOB, Takux Kak:
mudpoBaHue, MapIIpyTU3anus, pruabTparsd mo MAC-ampecaM, HacTpoika VLAN U T. 1.

BHumaHue!

o [TapameTp paccrosHusa distance B gaHHOM IpuMmepe paBeH 300 MmerpaMm. He
3a0ybTe BBICTaBUTH peaIbHOe 3HaUeHNe JaHHOI'0 IlapaMeTpa.

BHumaHue!

o [TapameTtp ssid B JaHHOM ITpuMepe paBeH myssid12345. He 3a6yabTe BICTaBUTh
Ballle YHUKaJIbHOE 3HaUeHHe JaHHOTO IlapaMeTpa U yO0eauTech , UTO JaHHBIN
ImapaMeTp HAeHTHYeH Ha 6a30BOM U KJIMEHTCKOM MapIIpyTH3aTOpax.

BHuMmaHue!

YVuuTreiBasg HepaBHOMEPHOCTE AUX IIepefarolero Kackaza Ha pasHBIX 4acTOTaX,

o ybenuTeCh, YTO IIPU BBICTABJIEHHUM MOIIHOCTH KOMAaHOM tx-power 3HaudeHUe
MOIITHOCTH ITO/IleP>KHUBAEeTC I YKasaHHOM YacTOTHL. B IPOTUBHOM CiIyvae IIpU
IIOIILITKE BBICTABJIEHHS HENOL[ep KHMBaeMOro 3Ha4YeHHsI MOIIHOCTH IIOIBUTCSI
COOTBETCTBYIOII[EE IIPeAYIIPerKIeHHE.

1. IlogkIrOYUTeCh K MAapIIPyTHU3aTOPy N0 IIPOTOKOJNY SSH, HCIIONIB3ys JII0OYH YTUIIUTY,
IOAep KUBAIOIIYI0 JaHHBIM IIPOTOKOJI. MBI IIpejjiaraeM BOCIIOJIb30BaThCSI YTUINUTOU Putty,
3anycTUB €€ JMb60 ¢ IIpuwIaraeMoro KOMIIAKT [HCKa, JHWO0 CcKadaB II0 afpecy:
https://www.chiark.greenend.org.uk/~sgtatham/putty

BHumaHue!

o [Tepen mogKIFOYEHNEM K YCTPOMCTBY yOeiuTeCh, YTO KOMIIBIOTED, C KOTOPOTO
IIPOU3BOAUTCS IIOJKII0OYeHMe, HAXOUTCS B 3TOM JKe II0/[CEeTH.

2. ITocse BBoza IP-azpeca 110 yMor4aHUI - 192.168.0.5 - Ha)KMUTe KHOIIKY Open.

HexoTophle paguoMapllpyTH3aTOPBl [JIA HCIIOJIb30BAHUSA B TOIIOJIOTHH

«TOYKa-TOYKa» MOTYT OBITb IIpeBAPUTEJBHO HACTPOEHBI B pPeXUMe
o IIPO3PavyHOIo MOCTA.

B atom ciy4yae IP-afipec KJIMeHTCKOM cTaHIIUHU - 192.168.0.5, IP-asgpec 6a30B0it

CcTaHIUH - 192.168.0.6.

IToAroToBKa pafiHoMapIIpyTH3aTOpa K UCII0JIb30BaHUI0 — BBICTpas HaCTPOMKa OCHOBHBIX IIapaMeTPOB
papuoMapiupyTtusaTopa RAPIRA RS3 | Ctp. 13
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000 «HITO PAITHPA» Rad RAPIRA RS3
B2 PuTTY Configuration ? =
Categony:

=)~ 5!assjur1 | Basic options for your PuTTY session |
=] Tim- L-nglgi”g Specify the destination you want to connect to
Tnhl';-_.arbna d Host Mame (or IP address) Port
- Bell 192.168.05 2 |
- Fegtures Connection type:
= Window ; .
S5H Serial Other: | Telnet “
- Appearance E O Ses Qo
- Behaviour Load, save or delete a stored session
Transl.?tmn Saved Sessions
[+~ Selection |'IE|'2 16805 |
- Colours ——
=- Connection 5 ~ Load
- Data 6
- Proxy jef Save
+-S5H imap
- Serial server-2 —
- Telnet uburtu14 v
- Rlogin
- SUPDLP Close window on exit:
() Mways () Never (®) Only on clean exit
About Help Cpen Cancel

3. B mogBUBIIIEMCSI OKHE BBeJIUTE CIeAYIOIIe TaHHbIE:
o CTaHZapTHBIM JIOTHH: admin

o CTaHZapTHBIN IapoJib: 123

e CHUMBOJIBI IIapOoJId IIPU BBO/IE HE 0T06pa)KaIOTC$I.

IToAroToBKa pafiHoMapIIpyTH3aTOpa K UCII0JIb30BaHUI0 — BBICTpas HaCTPOMKa OCHOBHBIX IIapaMeTPOB
paguoMapipyTtusaTopa RAPIRA RS3 | Ctp. 14



000 «HIIO PAITHPA» o RAPIRA RS3

HacTpoiika KJIMeHTCKOH CTaHIIUH

,Z[JIH HaCTpOfIKI/I pagroMapImipyTru3aTopa BBeJuUTe CJIEAYIOIHEe KOMaH/Abl B YKa3aHHOM IIOPSAAKE:

RAPIRA: 1interface bridge 0

RAPIRA: interface bridge @ ip address 192.168.0.5
RAPIRA: interface bridge @ no shutdown
RAPIRA: interface Wireless @
config-if: type station

config-if: channel 5800

config-if: tx-power 28

config-if: wds-mode

config-if: distance 300

config-if: ssid myssid12345

config-if: speed auto auto

config-if: no shutdown

config-if: bridge-group 0

config-if: exit

RAPIRA: interface FastEthernet @ bridge-group 0
[TocJte BBITIOJIHEHUS BhINIeyKa3aHHBIX KOMaH/T COXpaHUTe KOHQUTYPAITHIO:

RAPIRA: copy running-config startup-config

Hacrpoiika 6a30B0ii CTAaHIIUHU

RAPIRA: 1interface bridge 0
RAPIRA: interface bridge @ ip address 192.168.0.6
RAPIRA: interface bridge @ no shutdown

RAPIRA: interface Wireless 0

IToAroToBKa pafiHoMapIIpyTH3aTOpa K UCII0JIb30BaHUI0 — BBICTpas HaCTPOMKa OCHOBHBIX IIapaMeTPOB
paguoMapiupyTtusaTopa RAPIRA RS3 | Ctp. 15



000 «HITO PAITHPA» RAPIRA RAPIRA RS3
config-if: type ap
config-if: channel 5800
config-if: tx-power 28
config-if: speed auto auto
config-if: wds-mode
config-if: distance 300
config-if: ssid myssid12345
config-if: mode ht40+
config-if: no shutdown
config-if: bridge-group 0
config-if: exit

RAPIRA: interface FastEthernet @ bridge-group 0

[Tocsie BBIIIOJIHEHUS BBINIeYKa3saHHOM KOMaH[bl COefWHEHUe C CUCTeMOoM OyzeT yTepssiHo. He
BBIK/IFOYAsi MapUIPyTH3aTOP 3aHOBO BOUAUTE B CUCTeMY, UCII0JIb3ys YKa3aHHBIN paHee IP-afpec
(192.168.0.6), 1 coxpaHUTe KOHQUTYPAITUIO:

RAPIRA: copy running-config startup-config

JlJIsI TPOCMOTpPa OCHOBHEBIX ITapaMeTPOB GYIYT IT0JIE3HBI CIEAYIOIIHE KOMAH/IbI:

* show interfaces - mpocMoOTp cTaTyca MHTepeiicoB
* show startup-config - IpocMOTp IIyCKOBOM KOHQUTYpPaAITUUA

» show interface wireless 0 signal - mpocMOTp XapaKTepHUCTHK IIPHHHUMAaeMOI0
CTaHITHel curHasa (BBITIOIHSIETCS Ha KJIMeHTCKOM CTaHITUH)

» show interface wireless 0 scan - cKaHUpOBaHHe 4YacTOT (BBIIIOJIHSAETCSI Ha
KJIMEHTCKOH CTaHIIHH)

» show interface wireless 0 associated - IIpoCMOTpP acCCOIIMHUPOBAHHBIX C 6a30i
KJIMEeHTCKUX CTAaHITUU (BBITIOJIHIETCSI Ha 0a30BOM CTaHITUN)

ITogroroBka paguoMapuIpyTru3aTopa K UCII0JIb30OBAHUI0 — BI)ICTpaﬂ HaCTpOfIKa OCHOBHBIX ITapaMeTpOB

papuoMapiupyTtusaTopa RAPIRA RS3 | Ctp. 16



000 «HIIO PAITHPA» o RAPIRA RS3

CrtaHZapTHasg KOMIUIEKTAITUS
paguoMapIiapyrusaTropa

Kak 6a3oBoe, Tak W KJIMEHTCKOe 060pyZ0BaHMe KaK IIPAaBUJIO BKJIIOUaeT B Cebd CieLyroIue
KOMIIOHEHTHI:

* POE-um>keKkTop. IlpesacTaBisseT U3 cebs YCTPOMCTBO HEOOJBIIIOIO0 pasMepa, KOTOpoe
obecrieunBaeT JJIEKTPOIHUTAHHWE W IIOJCOEIMHEHHE PaJHOMapIIpyTH3aTOpa K CeTeBOMY
0060pYZOBAaHUI0O HWJIM K II€PCOHAJIHPHOMY KOMIIbIOTEepYy. /IS TOACOeUHEHHS HH)KEKTOpa
MMUTAaHUS K PaJHUOMApIIPYTHU3aTOPy HCIIONIb3yeTcs TaK Ha3bIBAEMBIM Kabesb CHIDKEHUS,
TIIpe/ICTaB/STIOIINY CO60H SKpaHUPOBAHHbBIHN KabeJlb /It BHeITHelH ITpoksagku CAT-5.

* Kpené>xHO-IOBOPOTHOE  YCTPOICTBO (KIIV). ITpemrHasHa4yeHO IUI1  KpeIuIeHUs
pazuoMapIIpyTr3aTopa Ha MauTe graMeTpoM oT 20 ro 60mMm. B ctargapTHOM BapuaHTe KIIV
COCTOMT UX TPEX 3JIEMEHTOB: YIOJIOK, XOMYT U IIOIIATHUK.

* biiok nmuraHus. IIo yMoJIlYaHUI0 MapIIpyTU3aTOpP IIOCTABJISAETCI C HMITYJIbCHBIM OJI0KOM
nuTaHusag ~220V/=24V. Ilpu 3akase BCTPOEHHOTO IIpeoOpasoBaTessi HaIPsDKEHUA - C
HUMITYJIbCHBIM 6JI0KOM ITMTaHUA ~220V/=48V.

* l'epMeTHUYHBIII COeJUHUTE/Ib BUTON mapbl. O6eclieurMBaeT IepMeTHUUYHOE IIOKJIHYeHUe
BUTOM IIapbl K Mapuipyrusatopy (ksacc 3samuTbl IP67). CocTOMT H3 OGJI0YHOM 4YacTy,
BMOHTHPOBaHHOM B KOpPIyC MaplIpyTU3aTopa, M KabeJbHOM YaCTH, KOTOopas
yCTaHaBJIUBaeTCd Ha KabeJslb CHWJKEHUs IIPU MOHTa)ke ycTpoucTBa. IIogpo6HOCTH paboTel C
CoeJMHUTeJIeM OIIMCAHEI B pasfese YCTaHOBKA TepMeTUYHOI0 COeMHUTeIS.

* AHTeHHa H ¢uaep. /U1 pdna Mojelsell IIpeJycMaTpUBaeTCs MCIIOJIb30BaHUE BHeEIIHEH
aHTeHHBl U OHUepOB. AHTEeHHBI U QHUIephbl BEIOMPAIOTCA II0JIb30BaTesIeM Ha OCHOBaHUU TeX
TpeOb0BaHUMI, KOTOPHIe IIPeAbABILIOTCA K KOHKPETHOM CeTH.

CraHjapTHas KOMIUIEKTAITHS pajrioMapIipyrusaropa ~ | Ctp. 17



000 «HIIO PAITHPA» o RAPIRA RS3

/IOIIO/THUTE/ThbHasA KOMILIEKTAaI[Hs
paguoMapuaIipyTH3aTopa

[1o 3aITpoCy 3aKa3uuKa CTaHAapPTHAsE KOMILIEKTAIIHS U3/Ie/ U MOYKET OBITh U3MeHeHa.
B 4aCTHOCTH, MOTYT OBITh T06ABJIEHBI CIEAYIOIIHE KOMIIOHEHTHI:

« TepMocTabuanusaTop - o06eclleYHBaeT XOJOJHBIA CTapT YCTPOMCTBA B [AMAalasOHe
tTeMmepaTyp -60°C mo +55°C

» IIpeoOpa3oBaTesib HaIpsDKeHHA - o0OeclledyrBaeT HeOOXOQUMOe HaIpsDKeHHe IIHUTaHUS
YCTPOMCTBA B CJy4dae, eCId [JIMHa KabeJss1 CHIDKeHUs IipeBbitaeT 30 MeTpoB. Ilo3BosisieT
3aIllUTHIBATh YCTPOUCTBA OT UICTOUHUKA IIOCTOSHHOIO TOKAa HaIlps>keHreM 18-72B

e Vanunasa rpososamura COCHA-M - ycraHaB/JIMBaeTCd MeXAy HIDKeKTopoM POE wu
pasroMapIIpyTU3aTOPOM, obeclieyrBaeT KaK 3allJUTy OT IIOBPeKAEeHHUs BBICOKOBOJIBbTHBIMHU
HMITYJIbCaMH, TaK 1 3al[UTy OT CTATHYECKOI'0 HaIIPSDKeHHS

* Viimunelii HHKeKTOp POE co BcTpoeHHOM rpo3osaniuroit COCHA-M-POE - 11o3BoJigeT Kak
3alMTaTh paJHoOMapIIpPyTU3aTOP HEeIIOCPeJACTBEHHO Ha YJINUIle, TaK U 3all[UTUTh YCTPOMCTBO OT
BBICOKOBOJIbTHBIX MMIIYJIbCOB K CTaTHYECKOIO HallpsDKeHUs (KjacC 3alfuThl KopIryca
YJIMYHOTO UH)KeKTopa - IP67)

* MHOTOIOpPTOBEIA HMHXXKeKTOp POE - 1103BOJIAeT OJHOBpEMEHHO 3alluTaTh HeCKOJbKO POE-
YCTPOMCTB

* AHTEHHBI C HeCTaHJAPTHOM JHUarpaMMOM HAIIpaBJI€HHOCTH.

[Hogpo6HYyI0 MHPOPMAIIMIO BBl MOKeTe IIOIYYUTH B Halllel CiIy>kOe TeXHUUeCKOH IIO/Iep KKH,
HAaIIKCaB I10 a/ipecy: support@nporapira.ru

JloTIoOTHUTe/IbHAsT KOMIUIEKTAITUS pafiioMapIpytusaTopa ~ | Ctp. 18
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000 «HIIO PAITHPA» o RAPIRA RS3

VeranoBka RAPIRA RS3 Ha MeCTHOCTH

JlaHHBIN pasfiesl IOCBAIeH HHCTA/UIAIINU MapipyTusaTopa RAPIRA RS3 Ha MeCTHOCTH.

[IpeXke yeM IPUCTYIIMTH K yCTaHOBKe MapIipyTtusaTopa RAPIRA RS3 Ha MeCTHOCTH, HEOOXOJUMO
BBIIIOJIHUTE CJIeAyIolee:

* Bce KOMITOHEHTHI JOJI>KHBI OBITH HACTPOEHEI B COOTBETCTBHUHU C TpeGOBaHI/IHMI/I, OITMCaHHBIMH
B pasjaeJsie HO/II‘OTOBKa pagroMapmpyTru3aTopa K UCII0JIb30BaHHUIO.

* Jlo/pKHA GBITH 3aBepllleHa paboTa I10 IIOTOTOBKE MeCTa YCTaHOBKU 060Py/[0BaHUs
¢ J10JDKHBI OBITH ITO/ITOTOBJIEHHI K pab0Te Bce HEO6XOJUMble HHCTPYMEHTHI U 060py/J0BaHIe

* MoHTaXk BCeX KOMIIOHEHTOB o6opy,u013aHI/1;1 JOJI?KEH BBIIIOJIHATECA KBaJII/I(l)I/IHI/IPOBaHHBIM u
HpO(l)eCCI/IOHaJILHO II0ArOTOBJIEHHBIM II€PCOHAJIOM.

JI7151 TpeioTBpallleHUs BhIX0/Ia U3 CTPOS paAioMapIIpyTH3aTopa IIPU MOHTaKe YCTPOMCTB C
BHEIITHUMH AaHTEHHaMH 3alpelaeTcsi IIOAK/IOYATh IIUTaHWEe yCcTpokcTBa 6es
yCTaHOBJIEHHOM Harpy3KH Ha BBIXOJl paJuoUHTepdeiica.

BaoicHo!

o IIpy BcexX BBICOTHBIX MOHTa)KHBIX paboTax peKOMeHJyeTcs WCI0JIb30BaTh
MOJIHHEe3aIlIUTHOe 060py/J0BaHUeE.

Hpe,I[BapHTeJIBHaH IIOATIOTOBKA

1. Ilepeq HayajJIOM MOHTa’ka paiiOMaplIpyTHU3aTopa cjefyeT yOeIUThCs, YTO UMeeTcs IIpsiMasi
BUAUMOCTE /10 00BEeKTa, C KOTOPBHIM IUIAHUPYyeTCS yCTaHABJIMBAThb CBs3b. llocie dYero
IIPOBOJISITCS HEOOXOIMMBIE pacueThl IHEPTeTUUeCKOTro GIopKeTa U pasMmepa 1# 30HBI dpeHess
— TpeGyeMOTo CBOGOMHOrO IIPOCTPAHCTBA BOKPYT IIyTH PacIpOCTpaHeHUs pajuoBOJH. [
TOYHBIX pacueToOB 30HBKI PpeHesit Bbl MOKeTe BOCIIOJb30BAThCS KaJIbKYJSITOPOM pacueTa
paguyca 30HbI PpeHeJrs.

2. MOHTa)X U3Jeyrs OCYII[eCTBJILeTCA Ha KPOHIITEMH - XOPOIIo 3a3eMJ/IEHHYI0 MeTa/IMYeCKYHo
TpyOy nuaMmeTpoM 20 — 60MMm.

BHuMmaHue!
° KpoHIlITeMH U MayTa JOJDKHBI OBITh Ha/IEXKHO 3a3eMJIEHBI [JISI UCKJIIOUEeHUS
opakeHuss 000py[OBaHUS U JIIOJeM HaBeJeHHBLIM aTMOCOEepHBIM

CTaTHUYECKHUM 3JIEKTPHUYECTBOM.

3. OmpepesgeTcss TOYKA IIOJIyYeHUs HAIPsDKeHUs ~220B [11d MUTaHusg pagjuoMaplIpyTHsaTopa 1
MeCTO I pasMellleHUs OJI0OKa IIUTAaHUSA, WHXKEKTOopa IIMTaHUsI U YCTPOMCTBA I'PO303al[UTHI.
[IuTaromiast pos3eTKa A0J/DKHaA 06eclieurBaTh MOIHOCTHL He MeHee 24BatT. [yis1 obecrieueHUs
Ha/Ie)KHOM CBSI3M UCTOYHUK [JOJDKEH II0 BO3MOXKHOCTH oObecrieurBaTh OecriepeboiiHoe
nuTaHue paguoMaplipyTusaTopa.

VcranoBka RAPIRA RS3 Ha MecTHOCTH — IlpenBapuTesibHas roaroroska | Crp. 19
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000 «HITO PAITHPA» RAFTRA RAPIRA RS3
BHuMmaHue!
o MecTO 119 YCTAaHOBKHU 6JI0Ka IMMUTaHUA U MH)KEKTOpa IMUTAHUS, BXOAAIINUX B

KOMILIEKT II0CTaBKH, JOJHKHO OBITH 000PYI0BaHO 3a3eMJIEHUEM.

4. CiemyeT 3apaHee OIIPe[leJIUTh TOUKY COeQWHEHHS PafUOMapIIpyTH3aTopa C JIOKaJbHOU
CeThbl0, KOMMYTaTOPOM WJIU WHBIM IIOJK/II0UaeMbIM CeTeBBIM 060pyZoBaHMEeM. PazMelieHue
6JI0Ka MUTaHUSI U WH)KEKTOpa MUTAHUS MOYKET OCYILeCTBJISITHCS B 3a3eMJIEHHOM CTOMKe MU
TeJIEKOMMYHHUKAITHOHHOM IIIKady € ceTeBBIM 060pyJ0BaHHEM, C KOTOPHIM OCYIIeCTBJISIETCS
CoeIMHEHHE.

5. Jlasiee ciefyeT OIIpefie/IMTh Tpaccy Kabessd CHH)KeHHUs, COeJUHAIOIIEro pafuoMapIlIpyTHU3aTop
C UHJ)KeKTOpOM IIMTaHUsA, a TakykKe TpacCy Kabessd, COeJUHSIOIEro WHIKEKTOpP ITUTaHUA C
CeTeBBIM 000py/0BaHUEM.

BHuMmaHue!

o CoBOKyITHasA [IMHA KabeJssl CHIDKEHUs OT pafyroMapllIpyTU3aTopa 0 TOYKU
IIPUCOeJUHEHUs He T0J/DKHA IIPeBRINIaTh 95 METPOB.

MOHTa>K paguoMapuipyTa3aTopa

O6H.IHI>1 MOHTAa’X IIPOU3BOJIUTCA I10 YKGBGHHOﬁ HHJKe CXeMe:

P3C «PAIMWPA» - CXEMA MOHTAMA C NOACHEHUAMW

Pazbemsbi
N-Tuna repMeTus.
TepMOYCaaKon

|
3aseMmneHue
MaqTel M KIMTY

"‘--._\*

Ethernet + nuTanue
JKpaHWpOBaHHaA BUTaA napa
FTP Cat.5

/)

| s

Bnok nutaHus
220/ 24B

Puc. 2. Cxema moHmMadca paouomapupymusamopa RAPIRA RS3

YcranoBka RAPIRA RS3 Ha MecTHOCTH — MOHTaXX paguoMaplipyrusaropa | Ctp. 20
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000 «HIIO PAITHPA» aa RAPIRA RS3

MoHTa)X paguoMapIIpyTU3aTopa ¢ HHTEIPUPOBaHHON aHTEeHHOU

1.

IIpp  1moMoOIM  METH30B M3  KOMIUIEKTa  Kpelleka  3akKpelldTe Ha  KoOpIlyce
pamyoMapIpyTH3aTopa yroaok us koMmirrekra KIIV.

3adukcupyiiTe paguoMapIIpyTU3aToOp Ha TPy6OCTOMKe IIPK ITOMOIIY XOMYTa, IOAISITHHUKA U
KOMILTEKTa MeTH30B, IIpe/JBapUTeIbHO IIPOU3Be/isl «HalleJIMBaHUe» Ha y/jaJleHHbIN 00 heKT.

[IposokuTe Kabesb CHIDKeHHMS OT MecTa pasMellleHUsd HWH)KeKTopa IHUTaHWd [0
pasuoMaplIpyTHU3aTopa. B kayecTBe Kabess CHY)KeHU [OIIyCKaeTCs UCII0JIb30BaHUe TOJIBKO
9KpaHUpOBaHHBIX Kabesield STP, FTP g HapyKHOM HPOKJIAAKH, He Xy>Ke 5U KaTeropuy,
UMEIOIUX 4 I1apkl.

Ob6ecrieubTe TepMeTHUYHOE COeJUHEHUWEe «BUTOM Iaphl» C pazgbéMoM R]-45 maplipyrusatopa,
UCII0JIb3yd TepMeTHUYHBIN COoefUHUTesNb. Ilogpo6Has IIpoliefypa YCTAaHOBKU COENUHUTEIS
oIlMcaHa B pasjesie COOpKa BUJIKU IFePMEeTUYHOIO COeJUHUTEIIS.

MoHTaX paguoMapuipyTusaTopa ¢ BHeIlIHeil aHTeHHOM

JUId IIpefoTBpallleHus BBIXOJa K3 CTPOS pafHoMapIIpyTH3aTopa C pasbeMaMH
A i1 BHelllHeli  aHTeHHBI  3AIIPEINIAETCA  momaBaTh  IIMTaHHMe  Ha
pamyoMapipyTtusaTop A0 HOAKIIUYEeHNA aHTEeHHEI.

[lpy moMmoIy  MeTH30B M3  KOMIUIEKTa  Kpelleka  3aKpellMTe Ha  KopIyce
pasyvoMapIpyTHUsaTopa yrojaok u3 koMmiurekra KIIV.

3a¢uKcupyiTe paguoMapUIpyTHU3aTOpP Ha TPyOOCTOMKe IPHU IIOMOITM XOMYTa, IOAISITHUKA U
KOMILIEKTA METHU30B

[Ipou3BeUTE MOHTA>X AaHTEHHBI, II0 BO3MOXKHOCTH IIPOM3BeNs «HAlleJIMBaHUE» Ha
ylaJIeHHBIN 00'bEKT.

[Iepenr mopcoemuHeHHeM BU-kabessi BHYTpeHHHe IIOBEPXHOCTH pa3beMa Kabesd, a TakK ke
OTBETHYIO 4YacTh pasbeMa Ha MaplIpyTH3aTope IIPOTPUTE 3THUJIOBBIM crmupToM (FOCT 18300-
87).

[IoIKTIOUNTe aHTEHHY IIPU IIOMOIIM BBICOKOYACTOTHOTO Kabesis ¢ pasbeMoM N — Male k
COOTBETCTBYIOIIIEMY pa3beMy Ha KOpITyce pafroMapuIpyTHU3aTopa.

o [Ipy mopkiaroueHUH BY-kabesss HaKUIHbIE TaKU COeJUHUTEsIeN [TOJDKHBI CBOOOIHO
IepeMelaThCs II0 COIIpIraeMoMy pasbeMy.

> OceBble KpyueHHUs KabeJsi He IOITyCKaroTCs!

o IIpr MOHTa)ke KabeJis JOJDKHBI OBITH IIPUHATHI Mepbl, IIpeoTBpaljaliie o6pasoBaHue
IlapaliH Ha Kabeje M TIIoIafaHHe BJIaTM Ha MeCTO COWIEHeHHs Kabelas cC
MapUIPyTHU3ATOPOM.

[IpousBeguTe HaNEKHYI TUAPOUIOJAILMI0 MeCT coefuHeHUs BU-kabess, HCIOJIb3ys
TepMOyCaZJOYHyl0 TPyoKy c TresmeM (MO0 3aMakbTe CHUJIMKOHOBBIM TI'e€pPMETHUKOM I
Hapy>KHbIX paboT U COOTBETCTBYIOIIUM TeMIIepaTypHBLIM [AMAala3sOHOM IIpUMeHeHUd). IIpu
IIPUMeHEeHUU TepMOyCaZ0YHON TPyOKH, HE0OXOIUMO IIPOU3BECTU €€ PaBHOMEPHBIU IIPOTpeB
TepMOQeHOM WU TopesiKoM. Ecii aHTeHHa He HMMeeT COOCTBEHHOrO Kabesig, B KayecTBe
bumepa peKoMeHAyeTCd UCIOJIb30BaTh BU-kabenb ¢ MaabIMU IorepaMu  8D-FB  wim
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IOJI0OHBIH. B 9TOM ciIydyae HEO0GXOAUMO Hale>KHO THAPOH30JIHPOBATh COeIMHEHHS Ha 000UX
KOHIIaX.

7. PeKOMeHyeTCsd HCII0/Ib30BaHHUe aHTEHH C 3aMKHYTBIM II0 IIOCTOSHHOMY TOKY IJeHTpPaJIbHBIM
BY-koHTaKTOM. C/IeflyeT IIOMHUTB, UTO Kabe/Ib BHOCUT CyII[eCTBEHHOe 3aTyxXaHue BU-curuasa
U ABJIIeTCI AaHTeHHOM [UId HaBOAOK paspsafoB aTMOCPepHOro 3ajekrpudectBa. Ilo
BO3MOXXHOCTH CJIeflyeT MCIIOJIb30BaTh Kabesb KpaTdaMilel [JIMHBI U PasbeMbl BBICOKOIO
KavecTBa.

8. IIposoxuTe Kabesnb CHIDKEHHS OT MecTa pasMellleHUs UWH)XeKTopa IIUTaHUA [0
pasroMaplIpyTUsaTopa. B kauecTBe Kabessi CHU)KeHUs [JOIIyCKaeTC sl UCII0JIb30BaHUe TOJIbKO
9KpaHUpPOBaHHBIX Kabesert STP, FTP g HapyKHOM IIPOKJIAJKH, He Xy>Ke 51 KaTeropuw,
HUMEIOIUX 4 I1apkl.

9. OGecrreubTe TepMeTHYHOE COeNUHEHUEe «BUTOM IIaphl» C pasbéMoM RJ-45 maplipyrusaropa,
UCIIOJIb3ysd TepMeTUYHBLIM COoeJUHUTeJNb. IlogpobHas IIpolnefypa YCTaHOBKU COENUHUTES
oITMcaHa B pasfesie CO0pKa BUJIKU TepMeTUYHOIO COeJUHUTEJIS.

JIJIs TOCTUPOBKU aHTEHHBI MOKHO HCITOTb30BaTh BCTPOEHHBIH B MapIIPyTU3ATOP
(r) 6urtep. [Toxpo6Hee cM. olMcaHMe KOMaH/bI beeper.

Taxyke TOYHOCTH FHOCTUPOBKU MO>KHO OTCJIEKMBATH 110 YPOBHIO IIPUHUMaeMOTO
CUTHAaJIa, CM. OIIMCaHUe KOMaHJ signal u associated.

COoOpKa BUIKHM TepMEeTHYHOI0 COeTUHUTEIIA

[epMeTHYHBIM pa3beM COCTOUT U3 IBYX YacTew,
mepBas 4acTh (THe3zo0 Thuna RJ-45) ycTtaHOBJIeHA
Ha KOopIIyce yCTPOMCTBA:

Bropas yacTh (BHiIKa Tuna RJ-45) MOHTUPYeTCa Ha HUCXOAAIIINY KabesIb (CM. HIDKe).

PasbeM obecrieurBaeT repMeTUYHOEe CoelMHeHHe He Xy>Ke IP67 B co6paHHOM cOCTOSHUU U IP65
IIPU UCII0JIL30BAHUHY 3aKPHIBAIOIIET0 KOJIIIavKa.

Jl11 obecrieueHus Kiacca 3aliuThl IP67 U UCKIII0OUeHUS TOBPeXXIeHUs IIPYU YCTaHOBKe pasbeéMa Ha
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KabeJib BBIIIOJTHUTE C BUJIKOM ClIeayrouime rILeIL/'ICTBI/ISII

* OTKpyTHTE HaKHUIAHYIO rauky (1)

* BEIHbTE I[AaHTOBBIA 3aKUM (2) M3 KopIryca
passema (3)

« Ha xa6esb IIOC/IEIOBAaTEILHO ycTaHoBuUTE 1 2 3 4
HaKUJHYI0 TauKy (1), 3a>xumM (2)

* Ha xab6eJib ycTaHOBUTE pasbeM R]-45. CxeMa
o6>krMa Kabesrs onricaHa B [IpritoskeHUN.

* OTKpyTHUTE KOpIyc pasbéma (3), miIa
yro6cTBa MOJKHO BCTaBUTH pasbeM B
OTBETHYIO 4acTb Ha KopIIyce
pagroMapIIpyTH3aTopa.

* HaymeHbTe Kopyc pasbéMa (3) Ha Kabesb

* VctaHoBUTe pasbeM RJ-45 B IIaCTUKOBBIU
¢ukcatop B OarioHeTHOM OJIoKe (4)
pasbéma.

* Pa3bEéM ycTaHaBJIMBAETCA 0 XapaKTepPHOIO
I[eJIYKa. YCTaHOBJIEHHBIU pasbeM RJ-45 B
IIACTUKOBOM ¢ukcarope BBIIVIATUT
CJIeIYIOIIIUM 00pasoM :

* HakpytuTe Kopmyc pasbémMa (3) Ha
6alioHeTHBIN 6JI0K (4)

* VcTaHOBUTE IIaHTOBBIN 3aKUM (2) B KOPIIYC
paseémMa W IIpOBepbTe, YTO  TpH
IUIaCTUKOBBIe BBICTYyIIa (5) TIomaJud B
yray6yieHus B KopIryce (6)

* HakpyTure HaKHUHYIO ramky D.
YcTaHOBJIEHHBIM Ha  Kabese  pa3béMm
BBIIVIAIUT C/IeAYIOIIUM 06pa3oMm:
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COopKa aJJbTEPHATUBHOI0 TePMETHYHOI'0 COeMHUTEIS

HexkoTopble MOJleJIM paJHOMapIIpyTH3aTOPOB MOIYT OBITh OCHAIlleHbl aJbTepPHAaTHUBHBIM
BapHUaHTOM repMeTHYHOTO COeMHHUTEJIS.
IIpu 3TOM ero c60pKa IIPOU3BOIUTCS CXOKUM CII0CO60M (CM. BHIIIIE).

YcTraHOBKAa repMeTH4YHOro CoertnuuTe s

* IIpoBephTe, UTO HAKUAHAs Tatika (1) ocsabjeHa 10 TAKOTO COCTOSTHUS, YTOOHI KaGesIb CBOGOTHO
IIPOXO/THJI Uepe3 IaHTOBBIH 3a’KHUM.

» [IpoBepbTEe,UTO  KOpmyc pasbéma (3)
OTKpYyYeH Ha 2-3 obopora

* BcraBbTe pasbéM B OTBETHYI 4YacTh Ha
KOpIlyce  pajuoMaplipyTu3aTopa,  [JId
UCKJIIOYEeHUsI OIIMOOK IIpU YCTaHOBKE
passéma y Hero HUMeeTCs TpHU
HalIpaBJIAOIINe U OWH KIII0Y

* VIOCTOBEpPbTECH, UTO pPa3beM YCTaHOBJIEH
70 yIiopa

» [loBOpaumBanTe HaKUIHYI dYacTb Ha
6arioHeTHOM 06JIOKe (4) II0 YaCOBOM CTpeJIKe
C Ha)kaTHeM Ha Hero B CTOPOHY KopIIyca
pajuoMapIIpyTHU3aTopa [0 XapaKTepHOTO
3aléJIKUBaHUs 6all0OHETHOTO COeJUHEeHUS

BrumaHue!
[IoBOpOTHI 6aliOHeTHOM HAKWUIHOM TalKU [OJDKHBI OBITH CBOOOJHBIE C
° HeOOJIBIIIUM yCHUJIMeM B KOHIle 3aKpyuyWBaHUA (3alléJIKUBaHHEe 0allOHETHOIO

coequHeHUs). Ecu rafika UAET ¢ GOJBIITNM YCUINEM - 0CIabbTe MJIN OTKPYTHUTE
KopIryc pa3béma (3).

* 3aKpyTHUTe [0 yIIOpa KopIIyc pasbéma (3)

* 3aKpyTUTe 0 yIIopa HaKUAHYI0 ravky (1)

[Iporieaypa CHATHSA repMeTHYHOT0 COeIUHUTEJIS MJIU 3aMeHa HaXOo/sAIerocss B HEM pa3béma RJ-45
orucaHa B [[pUIOKeHUH.
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VcraHoBKa AJIBTEPHATHBHOI'O TEPMETHYHOI'O COEAUHHUTEJIA

° HpOBepBTe, YTO HaKHIHAasA rarika ocjaabJieHa 0 TaKoro
COCTOSIHMSI, UYTOOBI KabeJb CBOGO,I[HO IIPOXOHJI Yepe3
HaHI‘DBBIfI 3a’>KHM

* Pacriosio’)kure pas3bEéM HANPOTHB OTBETHOM 4YacTH Ha
KopIyce paZuoMapllIpyTHU3aTopa, COPUEHTHUPOBaB ero Tak,
yToObl MeETA/IMUeCKUM S3BIUOK € Haamuchbilo PUSH
pacriosiarajics HaIIpOTHB I1a3a B OTBETHOM YacTU pa3beMa

* BcTraBbTe pas%éM OO0 yIIOpa B OTBETHYKO YaCThb OO XdpaKTEepPHOIo BaH_];éJIKI/IBaHI/IH,
O3Ha4YamIero, 4To sA3bI9Y0K BOIIIEJI B I1a3 OTBETHOM YaCTHU pa3beMa

e 3aKpyTHUTE [0 yIIOpa HAKULHYIO TaUKy

INoagxkrouenue POE

IIo oKOHYaHUH YCTaHOBKH no;[afrre IIMTaHHEe Ha PaarOMapIIpPyTU3aTODP.

[Ipu noxakiaroyeHUH POE-umKekTOpa K paauomapiipytusatopy RAPIRA RS3 Heob6xomuMmo
CO0JIIOIATH CJIEYIOLYIO II0C/IeA0BaTeIbHOCTD JeUCTBUM:

1. CoegrHuTe  KabeseM  cHwkKeHus  POE-pasveM  umKekTopa U Ethernet-paswem
MapIlpyTHU3aTopa.

2. CoeguHUTe Kabesb JJOKaJIbHOMU ceTH ¢ LAN-pasgbeMoM POE-uH>KeKTOpA.

3. IogkurouynTe mITeKep 6s10ka nutaHud K DC-pasbemy POE-uH>KeKTOpa.

4. TTopxarouuTe 6JI0K IIUTaHUA K CETU IIepeMeHHOT0 TOKa.

OcmopoocHo!

Ecu cereBoe 060pyZoBaHMe He 3allUThIBaeTcsd II0 TexHosiorun POE, He

o nopcoenuHgauTe Kabeiab LAN RJ-45 k mopty "POE" POE-MH)KeKTOpa, IOCKOJIBbKY
OaHHBINM IIOPT HAXOAWUTCA IION HaIpsOKeHWeM, UYTO MOJXKeT IIPUBeCTH K
IIOBPeXXJeHUI0 BHEIITHEr0 060py0BaHMs.

V6emurech, 4To MHAMKATOP «link» Ha IIOPTYy HpHCOeIUHAEMOIO 000pyAOBaHUA TOpUT. Eciau

WHAWUKATOp He 3aropescs, IIpoBepbTe MCIPAaBHOCTH BceX KabeseH, 6JIoKa NHUTAaHUA U
MIPaBHJIBHOCTH 06KMMa COeTMHEeHUH.
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HacTpoiika paguoMapHIipyTu3aTopa

C yero HauaTp

HNHuTepdeiic KoOMaHIHON CTPOKH

OO0I1ee onKcaHHE

HNHTepderic KOMaHJHON CTPOKH IIpe/iCTaBJIsieT COO0M TEeKCTOBYI0 KOHCOJIb, C IIOMOIIBI0 KOTOPOH
IIPOMCXOJUT B3aUMOJeHICTBHE II0Jb30BaTessI C CUCTeMOM. /laHHasg KOHCOJIb MOYKeT OBIThb
BbIBeJleHa Ha 3KpaH IIPU IIOMOIIU JIF000M IIporpaMMBbl, peaausyrolne GQyHKIUU ssh-TepMuHaia
(mampuMep - PuTTY), a Tak>Ke yepes CUCTeMHYI0 KOHCOJIb.

ITocsie 3amycka ssh-TepMHHaja B OKHe KOHQUIypariuy [0CTaTOYHO yKa3aTbh UM cepBepa B II0JIE
Host name (or IP address) u Bei6paTh Protocol: SSH. B kauecTBe Host Name Heo6X0AMMO yKasaThb
[P-azmpec 192.168.0.5 1 BBI6paTh IIPOTOKOJ SSH.

HexoTopkle pagjuoMapIIpyTH3aTOPEI [JII MCIIOJBE30BAHUSA B TOIIOJIOTHH «TOYKa-

o TOYKa» MOTYT OBITH IIpeJBapUTEILHO HACTPOEHBI B PesKUMeE IIP03PavHOro MOCTa.
B atom ciyuae IP-ajpec KJIMEeHTCKOM cTaHIMM - 192.168.0.5, IP-agpec 6a30Boit
cTaHIUH - 192.168.0.6.

PexoMeH/lyeM COXpaHUTb HACTPOMKH, yKas3aB IIPOU3BOJIbHBINM TeKCT B IIojie Saved Sessions u
COXpaHWB UX KHOIIKOM Save. B manbHelllleM BBl CMOKeTe HadyaTb PabOTy C CEpBEpOM, 3arpy3UB
9TH HAaCTPOMKH. /IJIs1 3TOT0 LOCTATOYHO CAeJaTh JBOMHOM IIleJIY0K Ha YKa3aHHOM paHee MMEHH B
crrcke Saved Sessions. IIpu mepBOoM BXOZe B CHUCTEMY HY)KHO yKasaTh YCTaHOBJIEHHBIE IIO
YMOJIYaHUIO UM I10JIb30BaTe g admin U nmapoJis 123.

Hcrionb3ysa uHTepdelic KOMaHIHOM CTPOKH, I10JIb30BaTe/Jb MUMeeT BO3MOYKHOCTH IIPOU3BOIUTH
TOYHYIO HaCTPOMKY pafroMapIllpyTHU3aToOpa, a TaKyKe YIIpaBJATh ero paboToi. Ilosb3oBaTes b IpU
IIOMOIIIM KJIaBHATyphl BBOAWT KOMaH/bI, IIpeJHasHaueHHbIe /I yIIpaBJIeHUs, HAaCTPOMKU U
MOHUTOPHHIA pajuoMaplIpyTH3aTopa. BBogUMBbIe KOMaH/bl OYAyT 0TOOpakKaThbCd B TEKCTOBOM
KOHCOJIM Y, II0 3aBepIIeHUI0 BBOJA KOMaH/bI, II0CJIe Ha)KaTHs KJaBUIIU “Enter”, BCTpoeHHas
oIlepallOHHAs CHUCTeMa pajuoMaplipyTHU3aTopa IIpousBezieT 00paboTKy KOMaH/bl U BEIBeeT Ha
9KpaH pe3ysbTaThl paboTsl. Eci KOMaH/ja Obljla BBeJleHa C CHHTaKCUUYeCKUMHU OIIMOKaMHU, TO Ha
KOHCOJIb OyZieT BBIBeleHO cooOIeHHe 00 OIIMOKe M yKasaHHO MeCTO, B KOTOPOM IIPOM3OIILIa
oIrubkKa.

BosibIiast yacTh KOMaH][ KOHCOJIM CTPYIIIIMpPOBaHa B PEBOBUAHYIO CTPYKTYPY. BosbIasg dacTb
BeTBel (KOpHeBBIX KOMAaH/])) UMeIT COGCTBeHHbIe TPYIIILI KOMaH/], KOTOphle CIPyHIIMPOBaHbI B
pPasIUYHBIX BETBAX II0 00IeMy /I HUX OQYHKIIMOHAJILHOMY IIpH3HaKy. Ilojb30BaTesb,
HCII0JIB3YSI KOMaH/IbI, UMeeT BO3MOKHOCTD ITIEPeMEITaThCs II0 BETBSIM JiepeBa.

CocTaBHbIE YaCTHU KOMaH/:[HOI‘/’I CTPOKH

KomaHIHasl cTpoKa IIpeficTaBJsgeT co60M IT0ocIe[0BaTeIbHOCTh KIIOUEBBIX CJI0B U 3HAUEHUH, C
IIOMOIIIHI0 KOTOPBIX COCTABJISIETCSI HEOOXOAMMAsI [JIs1 BBITIOJTHEHUSI KOMaH/a.
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Tabauua 3. IIpagusia 8600a KOMAHO
YacTH CTPOKH: BeTBB IlogBeTBH KomaHnpga 3HaueHue
(ommust)
IIpumep: Interface Wireless 0 ip address 192.168.0.5
255.255.255.0
Tabauya 4. CocmasHble uacmu KOMAHOHOU CMpOKU
0600611IeHHOE Ha3BaHUe oIIpefieIEeHHOMU
II0C/IeI0OBATEJIbHOCTH  CHMBOJIOB, KOTOpPEIE
KirroueBble cI0Ba paccMaTpuBalwTCI KakK eauHas KOMaH[a.
BeTrBH, KOMaHIbI U  OIIUMU  IBJIAIOTCI

BeTBb (KOpHeBas KOMaH/a)

Komanpga (IlonBeTBb)

3HaueHHue

Onus

IIpaBWwIa BBOIa KOMaH/,

Tabauua 5. IIpasuaa 8600a KOMaHO

CHHTaKCHC U3BECTEH

CHHTaKCHUC He U3BeCTEeH

Hactp

KJIFOYEBBIMH CJIOBAMH.

[lepBO€e KJIIOUEBOE CJIOBO (KOpHEBasi KOMaH/a),
OITpeieJIsieT THII BHIITOTHSIEMOM OTIepaITyH.

JIOTIOJTHUTeIbHOE KJII0UeBOe CJIOBO,
oIIpejieJIgIoIee

* 00beKT KOPHEeBOM KOMaH/bI

* 0COOEHHOCTH  BBIIIOJIHEHUS  KOpPHEBOH

KOMaH/IbI

3HaueHHe OTHOCHTCI BcCerma K KaKOU-THO0
KOMaHJle. B 3aBUCHMOCTH OT KOMAaH[HI,
3HaueHMe MOKeT OBITh:

* IIyYHKTOM CITHCKa (OIII[HeN)
* YLCJIOM
* TEKCTOM
3HayeHUd MOIYT OBITH KaK 00s513aTeJIbHBIMU,

TaK U Heobsg3aTe/JbHLIMH. 3HaueHHe BcCerga
OTHEJIAETCA OT IlapaMeTpa HpO6€JIOM.

KiroueBoe CJI0BO,
CIIKCKa 3HaYeHUM
OIIpe/ieJIEHHOM KOMaH/Ie.

SIBJISIOITEeCs
U [OpUHaIe)Kalllee

IIYHKTOM

JlJ11 BBO/Ia U3BECTHOM KOMaH/Ibl HabepuTe ee B
KOMAaHJHOM cTpoKe U HakmuTe Enter .

Ecisix cuHTaKCcuc KOMaHIBI HE U3BECTEH,
Ha6epHTe ? [T IIOJIyYeHUA I1I0ACKa3KH.
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BBICTPEHIi BBOJ KOMAaH/T

Tabauua 6. bBelcmpylii 8600 KOMAHO

Hasxkmute TAB 111 aBTO3aBepIlleHUS KOMAaH[bI
WJIU ITapaMeTpa.

JlOJDKHO OBITH HabpaHO
JIOCTaTOYHOE KOJINYeCTBO
CUMBOJIOB, UYTOOBI CcHCTeMa
ABTO3aBepIlIeHHE cMoTII1a OIIPENEIATD
o COOTBETCTBHE HabpaHHBIX
CHMBOJIOB OIIpe/ieJIeHHOM
KOMaH/ie, B IIPOTUBHOM CJIy4dae
oyzeT BBIBEJIeH CITHICOK
KOMaHJ, COOTBETCTBYIOIIIUX
BBeJ[eHHbIM CUMBOJIAM.

Brl MOKeTe UCII0JIb30BAaTh ab6peBUATyphl [JId
Habopa Haubosiee IIONYJIIPHBIX KOMAaH[,

AGOpeBHaTYypPHI Hanpumep: show ip route miam sh ip ro
(mpocMoTp COZIeP>KUMOTO TaOJIUIIBI
MapIIpyTHU3allun).

HOBTOp BBEJI€HHBIX KOMaH/I

Bel MO’KeTe IIOBTOPUTH paHee HaOpaHHBIe KOMaH7bI, MCIIOJb3ysd KJIaBHUIIH "CTpesiKa BBepX' U
"CTpeJiKa BHU3".

Vcio0BHBIE 0003HaUYEHUA

{ } - durypHnie CKOOKH; KJIIOUEBOe CJIOBO, OOpamiyieHHOe (QUIYPHBIMU CKOOKAaMHU, SIBJISIETCS
00s13aTeJJbHBIM JIJISI BBOJTA

[ 1 - xBagpaTHbIe CKOOKM; KJII0UEBOe CJI0BO, OOpaMJyIeHHOe KBAaJpaTHBIMU CKOOKaMU, SIBJISIETCS
Heo6s13aTeIbHBIM U MOKeT OBITH OIIyILleHO IIPH BBOJle KOMaH/Ibl
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Beo6-unrtepdeiic

OmnucaHue pasjesia HaX0IUTCS B CTaIUH Pa3paboTKHU.
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HacTtpoiika kKoHpUrypanumu

THIIBEI HACTPOEK

OmHUM M3 MeTOZ0B HacTporKku MapuipytusaTropa RAPIRA RS3 gBigercsa uHTepderic KoMaHAHOM!
ctpoku (CLI). daiiy HacTpoeK IIpeficTaBjsieT COO0M Hab0Op KOMaHJ, KOTOpble HacTpaWBalOT
CHCTEMY B yKeJIaeMOe COCTOSHHUeE Cpasy I10CjIe 3alycKa.

B mapupyrusaTope RAPIRA RS3 mmpezcTaB/IeHEI TPH BHIA HACTPOEK.

1. Default configuration (craHgapTHast KOHQUTypanus) yCTaHaBJIUBAeTCs IIPOU3BOJUTEIEM U
3arpy»kaeTcsi IpH BOCCTAHOBJIEHUH 3aBOJCKUX HACTPOEK CUCTEMBI.

2. Running configuration (ucnmosHgseMass KOHUrypanus) IIpeacTaBsieT CO60M Habop KOMaH/,
KOTOpbIe HeOOXOAMMO BBIIIOJTHUTD, YTOOBI IIPUBECTH CUCTEMY B TeKylllee pabouee COCTOSIHHUE.
Pabouasi HaCTpoMKa XpaHUTCS B ollepaTUBHOM namMaTu (RAM) U oTparkaeT Jiro60e U3MeHeHUe
IapaMeTpOB HAaCTPOMKHU CHUCTeMBI. [IpU BBIKJIHOUEHUU ITUTaHUS CUCTEMBI Cofep>KuMoe RAM
npomazgaeTr. YTo6bl COXpPaHUTHL TeKylllee COCTOSHHE CHUCTEMBbI, HeOOXOQWMO CKOIIMPOBATH
TEeKYIIyI0 KOHQUIYPaIlHIo B pailyl KOHQUIYpaIlUK 3allycKa (CM. HIKe.)

3. Startup configuration (myckoBass KOHQUrypamusi) WUCIOJB3YETCSI CHUCTEMOH IS
CaMOHACTPOMKM BO BpeMs 3arpyskud. ®atyi KoOHQUTypallMU 3aIlycka XpaHUTCSI B
sHeproHesaBUCUMOU ¢iranI-amMsaTH (ROM) ¥ He YHUUTOKAeTCs IIPH BHIKJIIOUEHUH ITUTaHUS.

IIpocMoTp KOHPHUTrypanuu

YTO6BI IPOCMOTPETh TEKYIIYI0 pabouyr0 KOHPUTYPAIIUI0 CUCTEMBI, UCIIOJIb3yeTcsd KoMaHAa show
running-config. /U1 IIpocMOTpa KOHQUTypallly 3alycKa HCII0JIb3yeTcsl KoMaHza show startup-
config.
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ITpumep 1. IIpocmomp KoHPu2ypayuu

RAPIRA: show running-config
show running-config
interface Bridge 0
interface Bridge 0

ip
address 192.168.0.250 255.255.255.0
no shutdown
|
interface Wireless @
ssid 1
type ap
wds-mode
bridge-group 0
distance 3000
channel 5760
mode ht40+
speed auto auto
no beeper
clientbridge
tx-power 25
no shutdown

interface FastEthernet 0
bridge-group 0
no shutdown

Mo>XHO 3ajaBaTh 3Ty KOMAaH/y C OIIpefleJIeHHBIM IlapaMeTpoM [JId IIPOCMOTpPa TOJIBKO
Heo0X0IMMOM yacTHu ¢paiia KOHQUTypaIuu.

ITpumep 2. IIpocmomp vacmu gaiina KoHpuaypayuu

RAPIRA: show running-config ip
interface Bridge 0

ip
address 192.168.0.250 255.255.255.0

KomupoBaHue ¢pailyioB KOHPUTrypaIjuii

/1711 coXpaHeHUs TeKylledl UCIIOJIHIeMOM KOHQUTypaIliiy, BOCCTAHOBJIEHUA 3aBO/ICKUX HAaCTPOEK,
3arpysKHd pe3epBHBIX KOIMM KOHQUIypaIui W T.J. MCII0JIb3yeTCs KOMaHAHAs BeTBbL copy. OHa
HMeeT HeCKOJIbKO II0JKOMaH/I;

* copy default-config  startup-config T1Iocie ciepmyroiero 3amycka 060pyZoBaHUe
BOCCTaHaBJIMBaeT paboTy B peKUMe 3aBOJCKHUX HaCTPOeEK.

* copy running-config startup-config coXpaHseT TeKYIYyI0 HCIIOJIHAEMYI0 KOHQUIYPAaIlUI0 B
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KauyecTBe IIyCKOBOM KOHQUTYPAITUH.
* copy running-config tftp Komupyet ucnosHsAeMyr0 KoHOuUryparuro Ha TFTP-cepBep
» copy startup-config tftp Komupyet nmyckoByr KoH$uUrypamuw Ha TEFTP-cepBep

» copy tftp startup-config sarpy>kaer myckoByro KoHuryparuro ¢ TFTP-cepBepa

IIpumep 3. Co30aHue pe3ep8HOLl KONUU U 80CCMAHOB./1eHUEe KOHPUypayuu

RAPIRA: copy running-config tftp 192.168.0.10 RAPIRA.bk

Running-config successfully copied to tftp://192.168.0.10 'RAPIRA.bk"'.
RAPIRA: copy tftp startup-config 192.168.0.10 RAPIRA.bk

Startup-config successfully copied from tftp://192.168.0.10 'RAPIRA.bk".

BHuMmaHue

[Ipu KOIIMPOBaHUHU UCIIOJIHIEMOM MM IIyCKOBOM KOHQUrypanuu Ha TFTP-cepsep

A cienyeT yO6eJUTHCsS, UTO BBl HUCIIOJb3yeTe TaKOM cepBep, KOTOPBIM II03BOJISAET
3arpy>kaTth ¢aiibl Ha yJaJeHHbIM KoMOblOTep. HekoTopble peanusanuu TFTP-
cepBepa OTKa3bIBalTCAd CO3[aBaTh HOBBIe ¢aiyibl U MOTYT TOJBKO OOHOBJIATH
CYII[eCTBYIOIIIHE.

JlJ11 pelaKTUPOBaHUS BPYYHYI0O HEOOXOZWMO CKOIIMpPOBaTh JKbO startup-config, 6o running-
config Ha TFTP-cepBep, OTpelaKTUpPOBaThL €e B TEKCTOBOM pegaKTOpe, a 3aTeM 3arpysuThb
00HOBJIEHHBIN daiiyi 06paTHO.

BHHMAaHHue

A He MeHsliTe HOpS0K KoMaHA B daiylax KOHPUTYypalluU [0 TeX IIop, IIoKa He
Oy/1eTe TOYHO YBEPEHHI B TOM, UTO JIeJIaeTe.

dopmar ¢aiiyia KoOHPUTryparuu

dait1 koHPurypauu RAPIRA RS3 mpesicTaBiigeT co60i HepapXHUUeCcKyro OOIIYI0 CUCTeMY KOMaH[,
KOTOPYI0 MOXKHO KOHBEpTHUpPOBAaTh B KoMaHAbLl MaplipyrusaTopa RAPIRA RS3. Ilpexne uem
CO3/1aTh KOHQUTypaIuio, Kakaas komaHaa RAPIRA RS3 mesuTcsa Ha HA60p CTPOK B COOTBETCTBUU
C pasJIMYHBIMU YPOBHAMU JepeBa KaTasora. Harpumep, komaHaa mapiapyrusaropa RAPIRA RS3

interface Wireless @ ip address 192.168.0.3
aBTOMaTUUYeCKH KOHBEPTHUPYETCS B

interface Wireless 0

ip

address 192.168.0.3

AHaJIOTUYHBIM 06p330M KOMaH/bI
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interface Wireless @ ip address 192.168.0.3
interface Wireless @ ip mtu 1400
interface Wireless @ channel 2442

KOHBEPTHUPYIOTCS B

interface Wireless 0
ip
address 192.168.0.3
mtu 1400
channel 2442

NHIUKaTOpOM INIyOMHBI KOMAaHJHOIO YPOBHS SBJIIETCS KOJMYECTBO CHMBOJIOB IIpo6esia WA
CUMBoOJIa TabyJsAIUM B Haudaje CTPOKH. Ilepe]; paszesioM KOMaHJ[ OJHOTO M TOTO ’Ke YPOBHS
IOJDKHO HaXOAUTHCS OIMHAKOBO€e KOJIMYeCTBO IIP06esI0B UJIH CUMBOJIOB TaOyJ IS,

TeM He MeHee, MO>KHO YCTaHOBUTDL YIIOMSHYTble KOMaHAbl HAIIPSIMYIO - OHU OYAyT KOPPeKTHO
WHTEePIPETUPOBAHBL:

interface Wireless @ ip address 192.168.0.3
interface Wireless @ ip mtu 1400
interface Wireless @ channel 2442

TekcT 1mocsie cuMBoJIa"!" UTHOpUpYyeTcsa. HampuMmenp:

I Use our own local NTP servers.
|

ntp
server ntp-server-1.1lan I This server 1is primary.
server ntp-server-2.1lan I This is a backup server.

Bo Bce ¢arinpl KOHQUTYpaAITUU, NIpeKae YeM OHHU OKa’KyTCd CKOMUpoBaHHBIMU B TFTP-cepsep,
nobaBiisieTcs 3ar0JI0BOK, COZleprKalliil BpeMs I10C/IeiHeT0 U3MeHeHUs daria:

I Last configuration change at Thu Jan 4 10:16:10 2007
!

JlaHHbIe B 3ar0JIOBKe aBTOMaTUYeCKU OOHOBJIAIOTCA IIPU KaKAO0M KOIIMPOBAHUU JAaHHBIX MeXIy
RAPIRA RS3 u TFTP-cepBepoM.

Hactpoiika paguomapiipyrusaropa — Cyero Havath | Ctp. 33



000 «HIIO PAITHPA» NN RAPIRA RS3

CucoK KoMaHf

copy default-config startup-config

OnucaHue. BoccTaHOB/IeHHe KOHQUTYpPAITUU B COOTBETCTBUU C 3aBO/ICKUMU HacTpoKaMH. Ilociie
KOITMPOBaHUS HaCTPOeK He0OX0/IMMO I1epe3arpy3uTh MapLIpyTHU3aToP.

IIpeduxc NO. He ucronb3yercs.

ApryMeHTBI. APTYMEeHTBI OTCYTCTBYIOT.

copy running-config startup-config

Onucanue. CoxpaHeHUe UCIIOIHAeMOU KOHQUIYpaIluU BO QJIAII-ITAMITH.
IIpedpuxc NO. He ucrosb3yercs.

AprymMeHTBI. APTYMeHTbI OTCYTCTBYIOT.

copy running-config tftp {server} {file}

OnucaHue. CoxpaHsieT UCIIOJHSAeMYI0 KoHpurypanuto Ha TFTP-cepBepe.

IIpeduxc NO. He ucriosnb3yercs.

AprymMeHTHI.

server

JomeHHoe umd wiu [P-agpec TETP-cepBepa.

file

daiin1 Ha TFTP-cepBepe, cofieprKaliii COXpaHeHHYI0 KOHQUTYpaITHIo.
copy startup-config tftp {server} {file}

Omnucanue. CoxpaHseT IyCKOBYX0 KoHuryparuiw Ha TFTP-cepBepe. IIpU BBIIOJTHEHUU JaHHOU
KOMaH/ibl 06paThTe BHUMaHUe, 4T0ObI B ycTaHOBKax TFTP-cepBepa He 6blyta OTMedeHa OIS
READ ONLY.

IIpedpuxc NO. He ucrosb3yercs.
AprymMeHTHbI.

server

JomeHHOoe M4 uiau [P-agpec TFTP-cepBepa.

file

darin Ha TFTP-cepBepe, coiepKalliyiii COXpaHEeHHYI0 KOHQUTYPAaIHIO.
copy tftp startup-config {server} {file}

Onucanue. BoccraHaBiMBaeT IIYCKOBYI KOHOUIypaIlyio, KOIIMpyd ¢aiy  IIyCKOBOM
KoHurypanuu ¢ TFTP-cepBepa.
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IIpeduxc NO. He ucrosnb3yercs.
ApryMeHTEI.

server

JomenHoe um4a wiu [P-anpec TFTP-cepBepa.

file

daiin Ha TFTP-cepBepe, cofieprKaliui COXpaHEHHYI0 KOHQUTYPaITHIO.
show running-config [uckombiii napameTp]

OnucaHue. [IpoCMOTP UCIIOTHSIEMON KOHQUTYPALTUH.
IIpedpuxc NO. He ucrosb3yercs.
AprymMeHTHbI.

HMCKOMBIH IapaMeTp

[lapaMeTp, 3HaueHHe KOTOPOTO BBl XOTUTE IIPOCMOTPeTh. EC/TH BBeIeHHAsI CTPOKA CO/IEP>KUTCS
B HECKOJBKHX IIapaMmeTpax, TO OymyT Ioka3aHel BCE 3HauyeHHs COOTBETCTBYIOIIUX
ITapaMeTpoB.

show startup-config [uckombiii napameTp]
Onmcanue. [IpocCMOTp ITyCKOBOM KOHQUIYPALIUH.
IIpeduxc NO. He ucronb3yercs.

ApryMeHTEI.

HCKOMBIH IapaMeTp

ITapamMmeTp, 3HaUYeHHE KOTOPOT0 BBl XOTHUTE IIPOCMOTPETh. EC/IM BBeleHHAasA CTPOKa COLEeP KUTCA
B HECKOJIbKHUX IlapaMeTpax, TO OyayT mnokasaHbl BCE 3HayeHUS COOTBETCTBYIOLIUX
mapaMeTpoB.

3amyck TFTP-cepBepa

YTOoO6BI CO3/laTh Pe3epBHYI0 KOIIMIO, BOCCTAHOBUTL KOHGUIYpPAIlHIO, YCTAaHOBUTL HOBBIE BepPCHU
IIPOTPAMMHOI0O O6eclleYeHus WJINM HMIIOPTUPOBATh IUPPOBBIE CEePTUPUKATHI, HEO0OXOAHUMO
sanyctuth TFTP-cepBep Ha KakKOM-THMO0 XOCTe ceTH. MOYXHO HCIIONIb30BaTh TFTP-cepBep us3
IaKeTa IIpOrpaMMHOI0 o6ecIieueHus], HaXO[AI11erocs Ha IIpularaeMoM KOMITaKT-HCKe.

CeTeBrble uHTEpPdeiCchI

show interfaces [name index]

Omucanue. OToOpa’keHHe cTaTyca MHTepdelcoB ceTH. B ciaydae OTCYTCTBUS apryMeHTOB, Ha
9KpaH BBIBOJJUTCS BeCh CIIMCOK MHTepdeiicoB.

IIpedpuxc NO. He ucrnosb3yercs.
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AprymMeHTHbI.
name

VKaspIiBaeT UM BEIBOAMMOTI0 Ha 9KpaH HHTepquIca.

index

VKaswkIBaeT UHJEKC UHTepderica.

ITpumep 4. Ilpocmomp cmamyca uHmepdgeticog cemu

RAPIRA: show interfaces

Bridge 0 is up

Hardware address: 0003.57ef.32a8

Internet address: 192.168.0.30 mask 255.255.255.0
broadcast: 192.168.0.255, MTU: 1500

Wireless @ is up

Hardware address: ©0015.6d54.32bb

Internet address: 0.0.0.0 mask 0.0.0.0
broadcast: 0.0.0.0, MTU: 1500

Type: ap, SSID:"test", Mode: 802.11g

Speed: 54 Mb/s, Access point: N/A

Channel: 2, Frequency: 2417 MHz, Tx-power: 10 dBm
RTS: off, Distance: 3000, WDS: on, FastFrame: on
Burst: on, Compression: off, WMM: on, Beacon: 100
Antenna: auto, IEEE 802.11g Protection: off

FastEthernet @ is up

Hardware address: 0003.57ef.32a8
Internet address: 0.0.0.0 mask 0.0.0.0
broadcast: 0.0.0.0, MTU: 1500

ITapaMeTphI 6€CIIPOBOTHOTO COETHHEHUS

OCHOBHEIE pagvonapaMeTpshl

HacTpoiika ¢pu3nuecKoro ypoBHsA

interface {name} {index} mode {a | b | g | auto}

Onucanue. YkaseiBaeT pexkum IEEE 802.11, KOTOPBIA MOXKeT OBITH IIpe[CTaBJIeH B OJHOM U3
BapuaHTOB: 802.1a, 802.11b nu 802.11g.

IIpeduxc NO. He ucronb3yeTcs.
ApryMeHTEI.

mode

Pe>KUM: OIIVH U3 3, b, g it auto (pekoMeHzyeTcst). Ec/IM pe>KHUM yCTaHOBJIEH B auto, TO ipaiiBep
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MapIIpyTH3aTOpa aBTOMaTHU4Y€CKHX BBIUHCIISAET OIITUMAaJIbHBIN PEXKUM [1JIsd ﬂaHHOﬁ YaCTOThI U
CKOpPOCTH IIepefavu JaHHBIX.

ITpumep 5. Hacmpotika pedxcuma pabomel ycmpolicmsa

RAPIRA: interface Wireless @ mode a
The mode is set to 'a'.

interface {name} {index} channel {frequency} | auto}
Onucanue. YKa3bIBaeT YacTOTY KaHajla HeCyIlel YacTOThI.
IIpedpuxc NO. He ucrnosb3yercs.

ApryMeHTEI.

frequency

VKa3blBaeT 3HaUeHHe HecyIllel JacToThl B Merarepriax. KiaroueBoe CJI0BO auto IIpHUMeEHHMO
HUCKJIFOUUTEJIHPHO K KJIMEHTCKOMY YCTPOMCTBY. EC/IM KaHaj CTAaHIIMM yKa3aH KakK auto, TO
CKaHUPYIOTCS BCe TO/IIep>KUBaeMble KaHaJbI s JTaHHoro SSID.

BaoicHo:

o Ecyii BB oIIpe/iesiuTe KOHKPETHYIO YacTOTy JJIs1 060pyJ0BaHUs, Pab0oTaIoIero B
peXuMe «KJIMeHTCKasi CTaHIIUI», TO OHA Oy/leT OIlpalliuBaTh TOJIBKO 3Ty YaCTOTY.

o Obpamume 8HUMAHUe:
Jl1a peskuMa «b6a3oBas CTaHIMsI» Heslb3s UCII0Ib30BaTh 3HaUeHMe auto.

IIpumep 6. Hacmpolika uacmomHo2o KaHana

RAPIRA: interface Wireless @ channel 5805
Channel 1is set to '5805'.

show interface {name} {index} channel-Tlist
Onucanue. OTOOpa’kaeT CIIMCOK II0/lep>KUBaeMbIX KaHaJIOB.
IIpeduxc NO. He ucrosb3yercs.

AprymMeHTHI. ApTYMEHTEI OTCYTCTBYIOT.

Obpamume 8HUMAHUe:

Crrcoxk IIOAAEPKUBAEMBIX KdaHaJIOB MOJKET pa3/iluaTbCd B 3aBHCHUMOCTH OT
YCTaHOBJIEHHOTO countrycode.
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ITpumep 7. [Ipocmomp cnucka noodeprHcusaeMsvlx KaHa108
RAPIRA: show interface Wireless @ channel-Tlist
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interface {name} {index} speed {rate} | auto}

A

RAPIRA RS3

OnucaHue. YKaswIBaeT CKOPOCTh ITepeadr NJaHHBIX II0 6ECHp0BO,ZLHOMy KaHaJy CBsA3H. JlaHHag
CKOPOCTB SABJIAETCA KaHaJIbHOM CKOPOCTEIO IIEpeIavm. CKOpOCTB Irepeaadu JaHHBIX II0JIb30BaTeEJ IS
GYILET orpee/dTbCA 3IHEepPreTUYeCKUMH IlapaMeTpaMMU JIMHHHW W XdPAaKTEepPHUCTHKaMHK IIOTOKa
IIepenaBaeMbIX TaHHBIX.

IIpedpuxc NO. He ucrionbayercs.

ApryMeHTEI.

rate

CKOpOCTh Iepefayu AAaHHBIX BbIpakaeTcsl B Meraburax B cekyHAy (Mbit/s). Ilo ctanmapTaMm
IEEE 802.11a u IEEE 802.11¢g rmofep>XKuBarTCA CaeAyIolne CKOPoCcTH: 6, 9, 12, 18, 24, 36, 48 u 54
Mbit/s. IIo cranpmapty IEEE 802.11b moagep’kuBaroTcd ciaepyrolnue ckopoctu: 1, 2, 5.5 u 11
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Mbit/s. Ecsii 3HaueHHe YCTAaHOBJIEHO B auto, To 6yJeT BhIOpaHa ONTHUMasbHas CKOPOCTH
Iepeiladyyl JaHHBIX.

ITpumep 8. Hacmpotika ckopocmu nepedaqut 0aHHbLX

RAPIRA: interface Wireless @ speed 54
Speed is set to 54 Mb/s.

Hactpoiika onnuiit MAC ypoBHA

HacTpoiika Thiia 060py/ 0BaHUSA

B Hacrogiee BpeMss RAPIRA RS3 paboraer 6o B pexkume 6a30Bo¥ craHIuU (AP), su60 B
pexxuMe KIHeHTCKOM craHmuu (CPE). [li1 yCTaHOBKHU OIIpe[ieJIEHHOIO THIIA MCIIOJIB3YeTCs
KoMaHzia interface {name} {index} type./lj11 HaCTPOUKU ITOJUHTePPECOB UCIIOIb3YIOTCI APyrue
KOMaH/[pl, II0Apo6Hee CM. B pasfesie HacTporika MHOKeCTBeHHbIX SSID.

interface {name} {index} type {ap | station}

OnucaHue. YcTaHOBKA TUIIA 060pyoBaHus: 6a3oBasd (AP) wiau kiaueHTckas (CPE) craHIUA.

IIpedpuxc NO. He ucrosb3yercs.

ApryMeHTEI.

type
VKasaHHe TUIIa 060py/[0BaHUsL. Bo3MO)KHBIe 3HaUeHUS: ap U station.

IIpumep 9. Hacmpolika muna mapwpymusamopa

RAPIRA: interface Wireless @ type ap

Interface '"Wireless @': type 'ap'.
RAPIRA: interface Wireless @ type station
Interface '"Wireless @': type 'station'.

Hactpoiika SSID

SSID - aTo ab6bpeBuarypa Service Set Identifier. SSID sBiseTCsI OCHOBHBIM IlapaMeTPOM
uHTepdericoB OecripoBopgHor cetu IEEE 802.11. YTo6bhI obecrieduThb O6eCIIPOBOJHYIO CBSI3b C
yAaJleHHBIM 000pyZ0BaHKWEM, HeOOXOJMMO YyKasaTb HAeHTHYHBIHM SSID [y 6ecrpoBOAHOIO
uHTepderica 6a30BOU U KJIMEHTCKON CTAaHIIU.

BaojicHo:

A * IIpu rtyctoM moJie SSID cucreMa paboTaTh He OyzeT!

* ITosie SSID He TOJDKHO COZlepsKaTh IIPo6esoB!

interface {name} {index} ssid {ssid}

OnucaHue. /ly1a 6a30BOM CTaHIMM: CO3JaHHWEe YHUKAJILHOIO HUAeHTHUPUKaTopa 6eCIpOoBOAHOM
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ceTH. /lJId KJIMEHTCKOM CTAHIIMU: YKa3aHUe HUAeHTUPUKATopa GECIIPOBOJHOM CeTH, K KOTOpPOH
He00X0/TUMO ITOAKIIOUUTHCS.

IIpedpuxc NO. Vranenue SSID.

AprymMeHTHI.

ssid

HpeHuTduKkaTop 6€CIIpoOBOSHOMI CETH.

ITpumep 10. Hacmpotika SSID

RAPIRA: interface Wireless @ ssid ache
Interface 'Wireless @': SSID 'ache'.

HacTtpoiika MHO>KeCTBeHHFIX SSID

Hacrosimass Bepcust RAPIRA RS3 moamepskuBaeT peXuM «HeckKoJbKHX 6a30BBIX CTAHIIUW» Ha
OfTHOM ¥ TOM JKe O0eCIIpOBOJHOM CceTeBOM HHTepdetice. HHTepdeiicbl Wireless
{unpekcl}.{uHAeKc2} ¢ TeM >Xe caMbIM {UHJEKCl} UCIIOJB3YHT OLUH U TOT Xe (QU3UYeCKUM
paguouHTepdec, To eCTh OHU paboTaOT B IIpefiesiaX TOro »Ke KaHaJsla v UCIIOJIb3YI0T OIMHAKOBEIE
BO3MOKHOCTH (PHU3UUYECKOI0 YpOBHI. B MaHHOM ciydae KakKpasd 06asoBasi WM KIHEHTCKas
CTaHIYS peayiv3yeTcs KakK mopuHTepodeiic. IloguHTepderickl 0603HAYaKOTCA C IIOMOIBI0 TOYKHU
(“.”), mocsie yero cienyer nudpoBol ID mopuHTepdeiica. TakuM o6pasoM, nmopuHTepderic «X.0»
SIBJISeTCS IICEBIOHUMOM I IVIaBHOrO HHTepderica, Torga Kak ID ¢ HeHyJIeBOM HHIUKAIlMEN
03HAUaKT [IOIOJHUTENbHble IOAUHTepderchl. Kaxablii moguHTepdeiic MOXKeT OBITh JIKUO0
6a30BOMH, JIN00 KJIMEHTCKOM CTaHITHEM.

Hampumep, ecim MapIIpyTH3aTOp HUMeeT ABa IofuHTepdetica Wireless 0, To 6ecripoBOgHOM
uHTepdelic B pe3yabTaTe BBIIIOJIHEHUSI KOMaHABI show interfaces 6yZeT BRIVISZETH CJIEAYIOIIUM
obpasom:
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Wireless @ is up

Hardware address: 0015.6d54.32bb

Internet address: 0.0.0.0 mask 0.0.0.0
broadcast: 0.0.0.0, MTU: 1500

Type: ap, SSID: "test", Mode: 802.11g

Speed: 54 Mb/s, Access point: N/A

Channel: 2, Frequency: 2417 MHz, Tx-power: 16 dBm
RTS: off, Distance: 3000, WDS: on, FastFrame: on
Burst: on, Compression: off, WMM: on, Beacon: 100
Antenna: auto, IEEE 802.11g Protection: off

Wireless 0.1 is down

Hardware address: ©0a15.6d54.32bb

Internet address: 0.0.0.0 mask 0.0.0.0
broadcast: 0.0.0.0, MTU: 1500

Type: ap, SSID: "test3", Mode: 802.11g (auto)
Speed: @ Mb/s (auto), Access point: N/A

Channel: @, Frequency: @ MHz, Tx-power: 16 dBm
RTS: off, Distance: 3000, WDS: off, FastFrame: on
Burst: on, Compression: off, WMM: on, Beacon: 0
Antenna: auto, IEEE 802.11g Protection: off

Wireless 0.2 is down

Hardware address: ©0615.6d54.32bb

Internet address: 0.0.0.0 mask 0.0.0.0
broadcast: 0.0.0.0, MTU: 1500

Type: ap, SSID: "test2", Mode: 802.11g (auto)
Speed: @ Mb/s (auto), Access point: N/A

Channel: @, Frequency: @ MHz, Tx-power: 16 dBm
RTS: off, Distance: 3000, WDS: off, FastFrame: on
Burst: on, Compression: off, WMM: on, Beacon: 0
Antenna: auto, IEEE 802.11g Protection: off

HoBrIM 6ecIIpOBOJHOM HOAUHTEePEec MOKHO CO3/IaTh TOJILKO C IIOMOIIbI0 KOMaH/IbI interface ...
ssid. i1 HOBOro IoAMHTepderica MOKHO BBIOpaTh Jr060M cBobomgHbIM ID. Ecoim KomaHza
BBI3bIBAETCH /IS YoKe CYIeCTBYIOIero nHTepderica, ToO OHa IIPOCTO HacTpauBaeT ssid. UHTepderic
MO>KeT OBITH HaCTPOeH TOJIBKO II0CJIe TOT0, KaK OH ObLI CO3JaH:

RAPIRA: interface Wireless 0.2 type ap

No such interface 'Wireless 0.2'.

RAPIRA: interface Wireless 0.2 ssid gatel2

Interface '"Wireless 0.2' created; SSID 'gatel12' registered.
RAPIRA: interface Wireless 0.2 type ap

Interface '"Wireless 0.2': type 'ap'.

Kaxplii HOBBIM IIOAUHTEPdeNC Ioce Co3LaHusd uMeeT TUIL "ap”. TUII MOXKHO U3MEeHUTh, XOTS B
pe’xrMe MHOXKeCTBEHHBIX SSID BO3MOJKHBI He BCe THIBI IIoguHTepdericoB. Ha KarKabId
UHTepderic MOKHO CO34aTh [0 3 MOoAUHTepdeiicoB. OMHAKO, B IlepeyHe II0JUHTepPercoB MOXKET
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OBITH TOJIBKO OJJHA KJIMEHTCKas CTaHLYI. B TOM cily4yae, ec/id OCHOBHOE YCTPOMCTBO paboTaeT B
pexuMe AP, To MOXKHO CO37aTh OJWH IIOAUHTepderc ¢ TUIOM "station", Imocjae 3TOro MOXKHO
CO37aTh pyTHe IIOJUHTepEMChI C TUIIOM "ap".

cM. Taxoke Hactporika VLAN

VcraHoBKa JOIIOJIHUTE/IBbHBIX ITIapaMEeTpPOB

VcTaHOBKA BBIXO/THON MOIITHOCTH CUTHaJIa

BoJjiee BBICOKAas MOIITHOCTH Ilepeflaud TPaHC/IUpYyeTcs B 6osiee BBICOKYI0 MOIIHOCTH CHTHasa Ha
npueMHUKe. [Ipy 60jiee BBICOKOM OTHOIIEHUH CHUTHas/IiyM (SNR) Ha IIpHeMHUKe CHIDKaeTCs
4acToTa IOSBJIEHHS OIIMOOK ITMPPOBOM JIMHUM CBA3U. bosiee BbICOKOe SNR II03BOJIIET TaKyKe
HUCIIOJIE30BaTh CHUCTEMY, KOTOpas MCIIOJb3yeT afalTalldio CBsI3H, YTOOBI 00ecCledyuTh Oosiee
BBICOKYI0 CKOPOCTh Ilepefiadd. B pe3ysibTaTe, cucTeMa 06JajjaeT 60jiee BBICOKOM CIIeKTpaJIbHOM
3¢ PEeKTUBHOCTHIO.

YeM 60JIbIIIE MOIITHOCTB TX, TeM BBIIIE CKOPOCTh IIOAAEPKHUBAEMBIX HOAaHHBIX — TEM 6ostee
Haae’XHBIM SBJIAETCA COeqHUHEHHEe IIPHU KOHKpETHOﬁ CKOPOCTHU IIepemadyyd MTaHHBIX. O,Z(HaKO,
HeageKBAaTHO BBICOKad MOITHOCTHL II€epegadyrd MOKET BBI3BATh UYpe3MEpHBIE IIOMEXH
(I/IHTep(l)eIZ)EHL[I/IIO). MakcuMmasibHagd BeJHMYMHA MOIIHOCTH IIepeaadn OIrpaHHMYeHa HOpMaMH
3aKOHO/aTeJILCTBa TOM CTPaHBI, I1e UCIIOJIb3YETCA 060py,I[OBaHI/Ie.

interface {name} {index} tx-power {power}

OnucaHue. YCTaHOBKA MOIITHOCTH Ilepeiaun.

IIpedpuxc NO. BoccTaHaB/IMBaeT 3HaUeHUE MOIITHOCTH I10 YMOJTYaHUIO.
AprymMeHTEI.

power

3HaueHHe MOIITHOCTH BhIpakaeTcs B dBm, B ITeJIbIX YHCIaX. IIpreMyieMbIit [uamasoH oT 1 1o
30.

Obpamume 8HUMAHUe:

o VYuThIBasi HepaBHOMePHOCTh AYX Ilepe/jaroliero Kackaja Ha pasHbIX YacTOTaXx,
HeoO0XO[UMO IIPOBepPSATh MaKCHMaJbHO BO3MO)KHOe 3HaueHHe MOIITHOCTH
OTIEIBLHO IS KaYKIOHM YacTOTHI.

IIpumep 11. Hacmpoiika mMoujHocmu nepedaqu

RAPIRA: interface Wireless @ tx-power 28
The tx-power value is set to 28 dBm.

Hacrpoiika napamMeTpa pacCTOSIHHUA
[TapaMeTp pacCTOSHUS JHUHHUU CBSI3U II03BOJISIET I10JIb30BaTeI0 HAaCTPOUTH MHO’KECTBEHHBIHN

HOCTVYII C KOHTpPOJIEM Hecymeﬁ 1 YKIIOHEHHUEM OT CTOJIKHOBEHUM [T OIIpeaeJIEeHHOI'0 Jralla30Ha.
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CSMA/CA 17151 IoJTy4YeHUS MaKCUMaJTbHOM ITPOU3BOTUTETHHOCTH.

HapaMeTp PacCToOdHNA JIMHUHU CBSI3H BBIPA’Kae€TCsAd B MeTpaX, 3HaUEeHHE TOJIPKHO OBITH KpaTHO 300.

Obpamume gHUMAaHUe:

VkasaHue 6oJsiee KOPOTKOM JUCTAHITUU, He)KeJIU OHA eCTh, MOXKET IIPUBECTH K
c6010 B paboTe 060pyI0BAaHUS U CHIYKEHHIO CKOPOCTH IlepelauM JaHHbIX.

interface {name} {index} distance {distance}

Omnucanue. HacTpoiika AUCTaHITMH MeXKAy MapIIPyTH3aTOPaMH.
IIpepuxc NO. BoccTaHaB/IMBaeT 3HaUeHUE JUCTAHIIMU 110 YMOJTYaHUIO.
ApryMeHTEI.

distance

JucTtaHiiusl U3MepseTcsl B MeTpax, 3HaueHUe [OOJOKHO ObITh KpaTHO 300. ITpuemiieMblit
ruarasoH oT 300 ro 100200 meTpoB.

IIpumep 12. Hacmpoiika OuCmaHuuu Mexicoy Mapupymusamopamu

RAPIRA: interface Wireless @ distance 3000
A distance value is set to '3000'.

HacTpolika Io/UTHHTa

CraggapTt 802.11 He oroBapHBaeT KOHKPETHOIO aJITOPHUTMa, COIVIACHO KOTOPOMY KasKABIM pa3 B
nukie PCEF 6yzeT coCcTaB/IAThCS CIIMCOK oIlpoca. KaXKapli IIpOM3BOAUTEIIb BOJIEH paspabaTeiBaTh
9TOT &JIrOPUTM CaMOCTOSITEJIbHO. B IIpocTeiIlieM cjay4dae CIIMCOK OIIpoca CTaTHYeCKHH,
OIIPAIIIMBAIOTCA BCE€ 3apPeruCTPUPOBAHHBIE CTAHIIHMH, Ka)KZOHM M3 HHUX IIPU 3TOM BBIJIEJISETCS
OJIMHAKOBBLIM IIPOMEXKYTOK BpeMeHH /I IlepeavH.

CrienimanibHO 111 POC RAPIRA RS3 6bu1 paspaboTaH ajrOpUTM afallTUBHOTO JTHUHAMHUUeCKOIO
TIOJIMHTa, KOTOPBIN eMOHCTPUPYeT MHTEJIEKTYaIbHBIN IIOAX0I K COCTaBJIEHUIO CITMCKA OIIpoca.
AfaniTUBHBIE CBOMCTBA JAHHOTO aJrOpUTMa 3aKJIHUYalTCd B TOM, UTO /I pacdyeTa OTBOJUMBIX
KaKIOW CTAHIIUM BpPEMEHHBLIX OTPe3KOB OH OCYIIeCTBJIgeT aHa/JU3 I[eJIoro KOoMILIeKca
IapaMeTpoOB, TAKUX KaK YHCJIO aKTUBHBIX CTAHIIUU, MHTEHCUBHOCTS Ilepefaud TpaduKa KakKgou
CTaHIIMEN B HACTOMAIlee BpeMs U B IPOIIJIOM, KOJIMYECTBO OIIHO0K, pa3HOBUAHOCTh TpaduKa U
T.X. IIpy 3TOM CIIHCOK oIipoca ¢popmMupyeTcs B KaXKaoMm Iukiae PCF guHaMuU4ecKH, TO eCThb «Ha
JIeTy».

JaHHbINA agroputM no3BossteT PIC RAPIRA RS3 obecrieurBaTh 3a/jaHHOE KaueCTBO 00CIy>KUBaHUS
(Qo0S) g xaXkmoro aboHeHTa U Kjaacca TpadHuka, a TakKe BBICOKYIO 3G GeKTUBHOCTL YTUIU3AlIUHA
KaHaJIa ¥ JOCTaTOYHO CIIPaBe//IMBOE pas/ieJIeHHe ero PecypcoB MeKy BCeMH CTaHITHUSIMH.

YTO0OBI IIEPEK/IIOUYUTE Pab0oTy CUCTEMBI B Pe’KUM II0JIJIMHTIA, He0O0X0AUMO 3a4aTh KoMaHAay polling.

YTOOBI dKTHUBHUPOBATH aJITOPUTM IIOJIJIMHTA, TAKI)Ke HGO6X0/:[I/IMO 3alaTb KOJIHY€ECTBO ab0HEHTOB,
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KOTOpBIe OYAYyT 00CIyKUBaThbCS 6a30BOM CTaHIWEeM. [[JIsT 9TOro MCIOJb3yeTcd KoMaHza polling-
stations-max.

B aBTOMaTH4YeCKOM peXHUMe I KakKJO0ro KJIMeHTCKOIO0 TepMHHaa BeAETCA II0ApoOHas
CTaTHUCTHKa I[eJIOTO KOMILIEKCa IlapaMeTpoB, TAaKHX KaK YHCJI0 aKTHUBHBIX CTAHIU,
MHTEHCUBHOCTL Ilepefjauu TpadHuKa Ka’K[JOM CTaHIIMeH, KOJIMYeCTBO OIIMO0K, pasHOBUIHOCTh
Tpaduka u T.1. HakorieHHas HHGOpMaIiyg aHaJIU3UPYeTCs, U 110 OIIpe/le/IMBIINMCS pe3yabTaTaM
6a3oBas CTaHIIMI OpraHU3yeT OIIpe/eIEHHBIN II0PA/L0K OIIp0oCca KJIMEeHTCKUX YCTPOMCTB.

B pexuMe TIIOJUTMHTa BO3MOJKHO OTpaHUYEHHE MAaKCUMAaJbHOM CKOPOCTH IIepefaud IS
yKa3aHHBIX KJIWEHTCKUX CTaHITUH. /IJIsT 3TOTO HCIIOJIb3yeTcs KoMmaHza polling-max-rate. B aTom
cJIyyae CKOPOCTh ITIOTOKA AAaHHBIX OT CTAHIIMHU K 6a3e Oy/eT orpaHUYeHa 3a/laHHbIM 3HaUeHUEM B
06paTHOM KaHaJjIe; CKOPOCTb IIOTOKA JJAHHBIX OT 6a30BOH CTAHITUU K KJIMEHTCKOM CTaHITHU GYeT
orpaHHYeHa 3HaUeHUEM B IIPSIMOM KaHaJIe.

MuHuMajbHasgd TrapaHTHpPOBAHHAs CKOPOCThH YCTaHAaBJIMBAaeTCsl KOMaHAOM polling-min-rate u
I103BOJIAET YBEJIUUUTH 3HAUEHUE CpelHEN CKOPOCTH Ilepelayd B IIPIMOM HJIM 0O0paTHOM KaHasax
710 33/TaHHOM IIPU HAJIMUYUH pPecypca, KOTOPHIM B JaHHOM CUCTeMe CBSI3U SIBJIIeTCS BpeMs. ECJIH ske
pecypca HemoCTaTOYHO, TO OH OyneT OToOpaH y APYIUX CTaHIIUMU, UMEKIUX 00jiee HU3KUU
IIPUOPUTET, W TIOj[eJieH IPONOPIIMOHAJILHO 3alpolIeHHON MHHUMAJIbLHON CKOPOCTH MEXKAY
CTaHIIUSIMHU C PaBHBIM IIPUOPUTETOM.

[IpropuTeT CTAaHIIUU 3ajaeTcsd 4yuciaoM oT 1 o 100 1pu momolnu KomaHAwl polling-priority.
[IpuopuTeT paboTaeT COBMECTHO C IIapaMeTpOM MHHHUMAaJIbLHOM rapaHTUPOBAHHOMN CKOPOCTH U
olpefiesisieT, KaKue CTAHIIUW MOIYT HCIIOJIb30BAaTh UYXKOM pPecypC [JI1 BBIIIOJHEHUS CBOUX
Tpe60BaHUM 110 MUHUMAaJILHOM CKOPOCTH, a KaKue OyyT BEIHY K/ €HbI 0T[aBaTh CBOM.

Bce mapaMeTphl MOTYT OBITH 3aJJaHbl HEe TOJILKO 11 KOHKPETHOM ab0HEeHTCKOU CTaHIIUH, HO U I
BCeX CTaHIIUM cpa3y B BHUJe IapaMeTpa I10 YMOJIYaHUK. /[JIg 3TOro Heo6XoAuMOo B KauecTBe MAC-
ajipeca yKasaThb IIIMPOKOBeNlaTeJbHBIN anpec, paBHbI FF:FF:FF:FF.FF.:FF. Eciu y Jr06bIX
HEeCKOJIbKUX CTaHIIUM BCe IlapaMeTphbl paBHBI, TO CKOPOCTH Iepe/iauM y JaHHBIX CTaHIIUU O6yzeT
paBHa Kak B IIPIMOM, TaK U B 00paTHOM KaHaJsIax.

[Ipy BKJIIIOUEHHOM IIOJUIMHIe 6as3oBasd CTaHIWA paboTaeT B T.H. COBMEIleHHOM peXuMe U
B3aMMO/IeMICTBYeT KaK C KIHMEeHTCKUMHU YCTPOMCTBAMHU, IIO/IeP>KUBAIOIIMMU II0JIIUHT, TaK U CO
craggapTHbiIMU WiFi-ycTporicTBaMu. B gaHHOM pekuMe BpeMs pasbuBaercs Ha 100 Mc
UHTepBaJIbl. AAIMUHUHUCTPATOP 6a30BOM CTaHIIWMU IIpU IIOMOINYM KOMaHABI polling-percentage
MO>KeT BBIOpaTh IIPOIIEHT OT 3TOI0 MHTepBaJsla, B TeueHHe KOTOpPOoro 6asoBas CTaHIUA OyneT
paboraTh B pekuMe Io/uIMHra. OcTajbHOe BpeMs 6as3oBas CTaHIUA paboTaeT B OOBIYHOM
pe’kuMe, B3aUMO/IeHCTBY4 CO CTaHAapTHEIMU WiFi-ycTpoiicTBaMHU.

HacTtpoiika 6e301macHOCTH 60eCIIPOBOAHOM CBSI3U

0611[1’[6 II0JI0>KEeHHUS 10 6e30IIaCHOCTH 6ECIIpOB0/IHOI‘0 CoeTHuHEHUA

BecripoBOiHBIE CeTH He 3alllUINEeHbl W YI3BUMBI /IS TeX aTaK, KOTOPBIE CJIOKHO 3aIlyCTUTH B
IIPOBOJHYIO CeTh. [[perMyIleCTBO MHOTHUX KabeJbHBIX CeTel COCTOUT UMEHHO B 00IITUX CBOMCTBAX
¢usuyeckoit 6Ge3omacHOCTHU. MaslOBepOsITHO, UYTOOBI XaKep CTajJ OBl OTKaIlbIBaTh Kabeilb U
BHE/IPATHCS B CeThb. 3alllUTHUTHL >Ke 0OeCIIpOBOJHBIE KaHAaJsbl [TOBOJBHO CJI0KHO, TaK KaK OHH
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HCIIOJIB3YIOT OOIMUH 3QUp [T TPAHCISAIIUM CUTHAIA. B 3QUp 3/IOYMBINIEHHUK MOJKET JIETKO
IIPOHUKHYThH: IIO/ICAYyIIaTh, II€peXBaTUTh, BBEeCTH COGCTBEHHBIE [aHHble IJIM H3MEHUTH
IepefxaBaemMble. [IOMMMO BCET0 OCTaJIbHOTO, 3JIOYMBIIIJIEHHUKH MOTYT B3aHWMO/IEHCTBOBATH C
CeThbI0 Ha PACCTOSHUU, UCIOJIL3Yys JAOPOTOCTOSINME PagUOTpPaHCHUBEPHl U MOII[HBIE pabouue
CTaHIUH.

B 6ecripoBOJHOM UHAYCTPUM pa3paboTaH IIUPOKUM CIIEKTP PasjIMUHbBIX 3alIUTHBIX TeXHOJIOTUH,
KOTOpBIE CIIOCOOHBI 00eCleyUuTh YPOBEHb KOHQUIEHITMAaJbHOCTH, COIIOCTABUMBIM C 3alllUTOM
TPagUIIMOHHOM KabeJIbHOM CeTH.

WEP

WEP 6bL1 IIEpBBIM OIIBITOM pa3paboTumkoB i IEEE 802.11 ¥ GbLI IIpHU3BaH PELIUTh CJIeAYIOIre
3ajlayy: 3alllUTUTHL OeCIPOBOAHOE COeJWHEHHe OT IIOACAyIIMBAaHWUA IIPEeJOTBPATUTH
HEeCaHKIIMOHUPOBAHHBIM [OCTYIl K OeCIIpOBOJHOM CeTHU U IIpeAylpefuTh ¢aJlbCuPUKAIINIO
nepenaBaeMbIX coobiieHul. WEP ucnosb3yeT rpynmnoBoi mmudp RC4, KOTopsiii KOMOUHUPYeT 40-
o6uToBblii WEP K04 ¢ 24-OMTOBBIM CJHIyYaWHBIM YHcI0OM. OH oOIIpefiesisieTCd TepMUHOM
Initialization Vector (IV) U cayXaT [ INMUQPOBAaHWA JaHHBIX. OTIIpaBUTE/Ib BBIIIOJIHSAET
Jioruyeckyro oreparuio XOR , o6pabaTsiBasi IpyIIIoBoi MIPUQT BMeCTe C pealbHbBIMU JaHHBIMHU, U
IoJIydaeT, TeM caMbIM, 3aIlIUPPOBaHHBIN TeKCT. Ha IIpreMHUK HallpaBJIgeTCs ITaKeT, COCTOSIIINN
U3 KoMOMHAaIWu IV ¢ 3almMppoBaHHBIM TeKCTOM. IIpeMHUK femudpyeT I1akeT ¢ IToMoIs0 WEP
KJIF0Ya, XpPaHAIerocs B IIaMsATH, U IIpuiaraeMoro IV.

K corkajieHH10, IIpesK/e UeM BBIITYCTUTH IIPOTOKOJI IIMPPOBaHUs, CIe0Bajo Obl IIpOBeCTH OoJiee
IIUPOKUU U yIIyOJIeHHBIN SKCIIePTHBIN aHaIu3. /I IIPOTOKOJIa GBI XapaKTepPHBI Cepbe3Hble
nedeKTsl B IU1aHe 6e3011acHOCTU. [IpruMeHeHre WEP M0>KeT 0CTaHOBUTD CJIy4alHbBIX JUJIETaHTOB,
O/THAKO, OIBITHHIN XakKep 3a 15 MUHYT crioco6eH B3siomaTh WEP kiirouu B paboTaroiieit ceTu. B
11es10M, IpoTokoJ WEP 6611 IpU3HaH HeyJauyHbIM.

UTo6BI 06eCIIeuuTh COBMeCTUMOCTh, RAPIRA RS3 Bce eliie mogep>kuBaeT poTokoa WEP.

Pe>xuMm WPA EAP (IEEE 802.1X)

OpHolt u3 ciabeix cTopoH WEP gBisieTcs IpocToTa ayTreHTHUKanuu. bosiee coBepllleHHas
ayTeHTHQUKAIIMA — IIepBBIN I1ar K ycTpaHeHUIo fedpexkra WEP B I1aHe focTyma K ceTd. Haubouree
3alllUIeHHBIM MeTO/IOM ayTeHTUGUKAIINU ObLI IIPU3HaH cTaHAapT 802.1X.

[TepBoHauaIbHO cTaHAapT 802.1X OBLI paspaboTaH /I KabeJbHBIX CeTel, OJHaKO, er0 MOXKHO
IIPUMEHATh U JUId 0eCIIPOBOAHBIX CoeWHeHHM. CTaHZAapT OCHOBAaH Ha YIIpaBJIeHHWHU [OCTYIIOM
yepes3 IIOPTHI, OH oOeclleyMBaeT B3aUMHYI0 ayTeHTHOUKALIUI0 MeXIy KJIHeHTaMH U TOYKaMU
IOCTYyIIa Uyepes cepBep ayTeHTUPUKAITUU.

Cranzaprt 802.1x standard BK/Ir0O4aeT B ce0s TP 3JIeMeHTa:

* Supplicant (3ampaluBaroIuil) — OII03HaBaeMbIM I10JIb30BaTeb WIU KJIHUEHT. ITO MOJKET
OBITH KyIMeHTCKoe 10 Ha ITIopTaTUBHOM KOMIIbIOTepe , PDA niu J1ir060M Jpyrom 6eCIipoBOHOM
060pyZ0BaHUU.

* Authentication server (CepBep ayTeHTHPUKAIIUM) — CHCTeMa ayTeHTUQUKAIIMU THIIA
cepBepa RADIUS, BBINOJMHAIOIAS ayTeHTUGUKAIIUN IIyTEM IIPOBEPKU JIOTUHOB U IapoJjiey,
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M PPOBBIX CePTUGUKATOB MU KAKUX-IMNO0 UHBIX CPEICTB ayTeHTUOUKAITHIH.

* Authenticator (AyreHTH)HUKATOP) — YCTPOMCTBO, OENCTBYHIee KaK IIOCPETHUK MEXKIY
3ampalIuBalIUM M CepBepoM ayTeHTUQUKarmuu. Kak IpaBWiIo, TaKUM YCTPOMCTBOM
IBJIsIeTCs 6a30Basi CTaHITUSL.

B3auMHast ayTeHTUQUKAITUS B (peskuMe/cTaHmapTe) 802.1X mpeiycMaTpuBaeT TPU CTaUH:

* 3allpalllMBaIOIINKA HHUIUHUPYeT COeAWHEeHHe C ayTeHTHQUKaTOPOM. AyTeHTHPUKATOP
oOHapy’KMBaeT HHMIJMAIIUI0O M paspellaeT [JOIYCK IIOpTa 3alpalnusaroliero. Ciexyer
OTMETHUTh, YTO 3a HCK/JIHYeHHeM BapHUaHTOB pexuma 802.1X BeChb OCTaJbHOM TpapuK
6s10kupoBaH, Bkiarouagd DHCP, HTTP, FTP, SMTP u POP3.

* 3aTeM aYTEHTI/I(l)I/IKaTOp 3alrpammnBaeT HACHTUYHOCTD Y 3allpalllkiBarOIIero.

* Ilocste 3TOTO 3allpalllMBaIOIIMI OTBe4YaeT M COOOIaeT HAEHTUYHOCTb. AyTeHTUPUKATOP
repejaeT UAEHTUYHOCTD Ha CepBep ayTeHTHQUKAIIUU.

* CepBep ayTeHTHQUKAIIUU OII0O3HAeT HAEHTHUYHOCTH 3allpamiusaroliero. Ilocse TOro, Kak
OIIO3HAHHWE 3aBepIlleHO0, ayTeHTUQUKATOpy ItocbliaeTcsa coobineHue 'ACCEPT'. Ilocie atoro
ayTeHTU(QUKATOP IIepeBOLUT IIOPT 3allpalllnBalOIEero B COCTOSIHUE aBTOPHU30BaHHOTO.

* [lasee 3allpalllMBaIOIIMI 3alIpalliBaeT ayTeHTUYHOCTh V¥ cepBepa ayTeHTHUKAIUU. CepBep
ayTeHTUQHUKAITUH ITepefiaeT CBOI0 ayTeHTUPHUKAITHIO 3allpallliBa0IIeMYy.

* Ilocsie TOTO, KaK 3alpalllMBaIOIIUM OI03HaJ HUeHTUYHOCTH CepBepa ayTeHTHUQUKAIUH, BCe
TpadUKHU ITepeFa0TCsI CBOUM YepPeIoM.

EAP

KoHKpeTHBIM MeTO[ oOeclledeHUs HIEHTHYHOCTHM HasblBaeTCsd «PaCIIMpeHHBIM IIPOTOKOJIOM
ayreHTUQuUKaruu» (Extensible Authentication Protocol — coxp. EAP). EAP - 3TO TOT caMmbli
IIPOTOKOJI, KOTOPBIK cTaHgapT 802.1X HCIOAB3yeT [JId  YIPaBJIeHHS  B3aMMHBIMHU
ayTeHTHOUKaIMAMU. ObJazfiast CTaHJapTUSUPOBAHHBIM IIPOTOKO0JIOM EAP, KIIMEeHTY COBepIIeHHO
He TpeOyeTcss BHHUKATb B TOHKOCTH MeETOZOB ayTeHTUOUKAIIUHU. AyTeHTHQHUKATOp IIPOCTO
paboTaeT IOCpeJHUKOM, GOPMHUPYSA U «pacllaKoBbiBasg» EAP-IlakeThl, UTOOBI HaIllpaBUTb UX OT
3alIpalllMBaloIero Ha cepBep ayTeHTHQUKAIIWMU, I[e, COOCTBEHHO, U Oy[eT IIPOMUCXOAUTL CaM
IIpoIecC ayTeHTUQUKALAH.

Ha ceropdamrHuii leHb UCII0JIb3yeTCsd HECKOJIBLKO MeTO10B EAP:

1. LEAP. Cra”gapT paspaboraH koMmIiiaHued Cisco. /l11 HallpaBJeHUS ayTeHTUPUKAIIMOHHBIX
oaHHBIX Ha RADIUS cepBep mia ayreHTHQUKanuu LEAP HCIIO/Ib3yeT KOMOMHAITUIO HMSA
I10JIb30BaTeJIA/I1apO0JIb.

2. EAP-TLS. 310 - cra”HmapT, onrcaHHbll B RFC 2716. [l1g BhINIOJIHEHUS ayTeHTUUKauu EAP-
TLS ucrionbsyet ceprudukaTsl X.509. Kak 3ampaiinBarolliui, Tak U cepBep ayTeHTUGUKAIIUU
00MeHHUBarTCAd CBOUMHU X.509 cepTUPUKaATaAMU.

3. EAP-TTLS. CragzmapT paspaboran koMmiianueir Funk Software. EAP-TTLS 1ipefcTaBiisieT co60it
anbTepHaTUBY EAP-TLS. Iloka ayTeHTUQUKATOP UAeHTUQUITUPYET e KIUEHTY C IIOMOIIbI0
cepruduKaTa CcepBepa, 3alpalllMBalOIINUU MCIIOJL3yeT HWAeHTUQUKAIIUI0 THUIIA «UMSI
I10JIb30BaTeJIA/IIapO0JIb».
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4. EAP-PEAP (3amumieHHbiii EAP). Emie oauH cTaHmapT, pas3pab0TaHHBINA i1 TapaHTHU
0e3olmacHOM B3aWMMHOM ayTeHTHUKaAnuu. HoBag paspaboTka ObLIa CO3JaHa, YTOOBI
IIPeo0JIeTh HEKOTOPhIe c1abble MecTa JpyTuxX MeTonoB EAP.

WPA

Wi-Fi Protected Access (WPA) - IIpOMeXyTOYHBIM CTaHZApPT 3allUIeHHOI0 [IOCTyma K
0eCIIpOBOIHBIM  CETSIM IIpe[CTaBJisieT €000 coerupUKaAIUi0 6e30IIaCHOCTH, HMEIOIYI0
BO3MOJKHOCTb B3aUMOJIEHCTBOBAaTh C JPYTMMH ycTpoicTBaMHu. Crreriumoukanug paspaboTaHa
TaKUM 00pasoM, YTO [JIsI COOTBETCTBUSI TpeOOBaHUAM HEOOXOAMMBI JIUIIbL HOBBIEe BEpPCHUU
IIPOTPaMMHOI0 oObecIleyeHUs I CYILeCTBYIOIer0o WJIM TPaJUIIMOHHOTO o6opynoBaHUsA. WPA
HallpaBJIeH Ha IIOBBIIIEHWE YPOBHS 0e30IIaCHOCTU KAaK CYIeCTBYHINMX, TaK U OyAYIIHUX
6eCIIPOBO/IHBIX JIOKAJILHBIX ceTell (LAN).

B ocHOBe WPA Jle)KUT TOAMHOXKeCTBO cTaHzapra IEEE 802.11i, BkJIwUad Cjaeayroliue
XapaKTepUCTUKH, KOTOPhIe JOJKHBI YCTPAHUTH YsI3BUMBIe MecTa B 3arute WEP:

* IHCTpyMeHTapui ayTeHTH(UKAIlUKU, OCHOBaHHOM Ha 802.1x EAP, 1y ycuieHHWs B3aUMHOM
ayTeHTUQUKALH.

» IIpotokos Applies Temporal Key Integrity Protocol (TKIP) — «IIpOTOKOJ OTpaHUYEHHON BO
BpeMeHU I1eJIOCTHOCTH KJIoYa» Ha cyljecTByroIneM RC4 WEP nia ob6eciedyeHUs HaeKHOTO
mudpoBaHUA JaHHBIX.

* Hcmmonbdyet Michael Message Integrity Check misa mesroctHOCTH coobiieHui. MIC («1IpoBepka
[IeJIOCTHOCTH [JAaHHBIX») OCHOBaH Ha 128-6MTOBOM OIpaHHYeHHOM BO BpeMeHH KJIIo4e
(temporal key), ob1ieM Kak /i/Ig KJIMEeHTOB, TaK U I 6a30BBIX CTaHIUM, Ipu 3ToM MAC-azpec
KJIMEHTCKOTO 000pyJoBaHUA U 48-0UTOBBIM BEKTOpP HMHUIMAIN3allUM OIKCHIBAET HOMep
IaKera.

Temporal Key Integrity Protocol (TKIP) «IIpOTOKOJI OTrpaHUYEHHOM BO BpPeMEHHU I1eJI0CTHOCTHU
KJIF0Ua» KOPPeKTUPYyeT BhIABJIeHHbIe cabocT WEP B obJiacTu mrppoBaHUs JaHHBIX. OCHOBHAsA
crien¢uka Imporokosa TKIP - koppekmusa paedpeKToB 06e30IIaCHOCTU IIPU MHOTOKPAaTHOM
HCII0JIb30BaHUU Kiroya B WEP.

Jl711 COBMECTHUMOCTH C CyllecTBYROIUM ob6opymoBaHueM TKIP ucrosib3yeT Te >Ke ajJrOPUTMBI
mudppoBaHugd (RC4), yuto u WEP. Takum o6pasom, ajia npuMeHeHusa TKIP Hy)KHa JIUIIL HOBAas
Bepcud 110. IIo cpaBHeHu0 ¢ WEP, TKIP M3MeHseT KIroun yepe3 Kakabsle 10 000 rmakeToB. Takoe
IUHaMHUYeCKOoe U3MeHeHUe KJII0Uel OCTaBJIAeT JJId II0OTeHITHAaIBHBIX «XaKepoB» CJIHMIIIKOM MaJjo
MecTo, 4yToObI B3jioMaTh K04 TKIP. B 11e/10M, GOJIBIIIMHCTBO 3KCIIEPTOB CXOIATCI BO MHEHUSX,
uTo 1poTokoJI mudpoBanus TKIP ropasmo cuinbHee WEP. OnHaKo, OHU CTOJIb YK€ eTUHOAYIIIHEL U B
ToM, uTO TKIP mIpepsiaraeT JIUIIEL IIPOMEXKYTOYHOE pellleHHe, TaK KakK MCII0JIb3yeT aJroputM RC4.

HaxoHer, Message Integrity Check (MIC) — 3T0 64-6MTOBO€E COOOIIleHMe, KOTOPOEe PacCUUTaHO C
noMoIp ajnropurMmaMichael". MIC ropasmo 6osiee Haje)keH, yeM KOHTpoJibHasg cymma CRC32
pe>xuMma IEEE 802.11.

WPA PSK

WPA MO0’KHO TakyKe HCII0JIb30BaTh B MeHee Ha/lesKHOM pexuMe pre-shared key (PSK) - pexxume c
ITPEAYCTAHOBJIEHHBIM KJIFOUOM, rme BceM 3ampalllvBarIlUM BBIIaeTCd OLHAa U Ta JKe
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uneHTUQUKAIIMOHHAasA ¢pasa. WPA-PSK momgxomur i1 HeOOJIBIIIMX  CaWTOB, KOrja
Helles1eco06pasHo UCII0/Ib30BaTh CEPBeP ayTeHTUQUKAIIH.

IEEE 802.11i WPA2

Crnermudukarusa 802.11i mpexacTaBiasgeT co60i pe3ybTaT paboThl CHEITUATUCTOB, KOIZa KOMUTET
IEEE 802.11 mocTaBWI 3a7a4yy IieJIeHAllpaBJIE€HHO peIInuTb [pobisieMbl 6e30IacHOCTH,
nopoxneHHble WEP. Pertenue 802.11i obJiafjaeT BCEMHU BhIIIIEyKa3aHHBIMU IIpeUMYIlleCTBaMU
WPA, ykasaHHBIMH BbIllle. [IoMuMo aToro, 802.11i ripejyiaraeT cieAyroIire BOSMOKHOCTH:

* GoJiee Hafle>KHOe T POBaHUe Gy1aroiaps HpuMeHeHU0 AES

* TOJlep>KKa POYMUHTA.

IEEE 802.11i ucriosnbsyet pexxuM CCMP (Counter Mode with Cipher Block Chaining Message
Authentication Code Protocol). OcHoBHEIM anroputrmMoM CCMP saBigercs Advanced Encryption
Standard (AES) - «VYcoBepIlleHCTBOBAaHHBIM aJropuTM IUdpoBaHUusg». B orinuune oT TKIP,
yIIpaBJleHUe KJIHYOM U I1eJIOCTHOCTL co06IeHus B CCMP ocyiliecTBisseTCs C IIOMOIIBI0 OJHOIO
KOMIIOHEHTA C UCII0JIb30BaHueM AES.

RAPIRA RS3 nogziepxkuBaeT IuppoBaHue Kak WPA, Tak 1 WPA2.

Hactpoiika WEP

Mapipytusatop RAPIRA RS3 mopzmepsxkuBaeT 40-6uTHoe u 104-6uTtHoe WEP-mnppoBaHuUe.
MO>XHO CKOHQUIYpHUpOBaThb A0 4deTelpeXx WEP Kiroueld Ha OfuH HHTepdenc. Kakaplil KU
HIeHTUOUIIMpYeTCcd II0 HHAeKcy oT 1 npo 4. Kiarouum crathdeckue. Hesb3si HCIIOJIB30BaTh
HeCKOJIbKO KJII0Yel OJHOBPeMeHHO (TOJIBKO OJWH), K/INYH MOJXKHO BBIOMpATh BPYYHYIO,
HCIIOJIb3yd KOMaHAy interface ... encryption key

IIpumep 13. Hacmpoiika WEP Ha 6a30801l cmaHyuu

RAPIRA: interface Wireless @ type ap

Interface '"Wireless 0': type 'ap'.

RAPIRA: interface Wireless @ ssid FooBar

Interface '"Wireless 0': SSID 'FooBar'.

RAPIRA: interface Wireless @ encryption wep

Interface '"Wireless @': WEP enabled.

RAPIRA: interface Wireless @ encryption key 1 AB33948AB430298(CD229830DEE
WEP key [1] = 0xAB33948AB430298(D229830DEE (104-bit).

RAPIRA: interface Wireless @ no shutdown

Interface '"Wireless @' is up.

B pexxuMe CTQHIIMM MOYKHO HCII0JIb30BaTh ayTeHTUQUKaIuioo EAP omHoBpemeHHO ¢ WEP. /lia
3TOro He0OXOAMMO paspelIuTh peskuM WPA EAP u ciieoBaTh HHCTPYKIUSAM U3 pasgesia WPA.
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ITIpumep 14. Hacmpoiika cmamuueckoii WEP EAP-MDS5 Ha 6a30801i cmaHyuu

RAPIRA: interface Wireless @ type ap

Interface '"Wireless 0': type 'ap'.

RAPIRA: interface Wireless @ ssid FooBar

Interface '"Wireless 0': SSID 'FooBar'.

RAPIRA: interface Wireless @ encryption wep

Interface '"Wireless @': WEP enabled.

RAPIRA: interface Wireless @ encryption key 1 AB33948AB430298CD229830DDD
WEP key [1] = 0xAB33948AB430298(D229830DDD (104-bit).

RAPIRA: interface Wireless @ authentication wpa-eap

WPA EAP enabled.

RAPIRA: interface Wireless @ authentication md5

EAP MD5 enabled.

RAPIRA: interface Wireless @ authentication identity roger
Using identity 'roger'.

RAPIRA: interface Wireless @ authentication password wpLsoegkdf
Password saved.

RAPIRA: interface Wireless @ no shutdown

Interface '"Wireless @' is up.

JAuHamu4deckass WEP

[Ipu paboTe CTaHIIMKM B [AaHHOM peXHUMe, eCIH JoIlyckaeTca muUppoBaHue WEP, HO He
CKOHQUIYpHUpPOBaH HU oaAuH WEP-KIH0Y, TO IIpeAliojiaraeTcs, 4YTO KJ/IHYH SIBJISIOTCA
OUHAMUYeCKUMU. [[UHaMUUYeCKHe KJIIUU II0Jy4aroT, HUCIIOJIb3ys IIpoLiefypy ayTeHTUOUKaIluU
WPA EAP. O6MeH IMHaMUYeCKUMU KJII0UaMU HoAAepKUBaroT ToJAbKO PEAP, EAP-TTLS u EAP-TLS.
[Toxpo6HOe onrcaHue KoHUryparuu WPA EAP cogep>xuTca B paspese WPA.

ITIpumep 15. Hacmpoiika duHamuuveckoii WEP TTLS Ha KAueHmcKoul cmaHuyuu

RAPIRA: interface Wireless @ type station

Interface '"Wireless @': type 'station'.

RAPIRA: interface Wireless @ ssid Barney

Interface '"Wireless 0': SSID 'Barney'.

RAPIRA: interface Wireless @ encryption wep

Interface '"Wireless @': WEP enabled.

RAPIRA: interface Wireless @ authentication wpa-eap

WPA EAP enabled.

RAPIRA: interface Wireless @ authentication ttls

EAP TTLS enabled.

RAPIRA: interface Wireless @ authentication ca-cert thawte.crt
Using thawte.crt as CA certificate.

RAPIRA: interface Wireless @ authentication identity jim

Using identity 'jim'.

RAPIRA: interface Wireless @ authentication password wPldvork98
Password saved.

RAPIRA: interface Wireless @ no shutdown

Interface '"Wireless @' is up.
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COHCcOK KOMaH[

interface {name} {index} encryption wep

Onucanue. Bkirouute WEP-mudppoBaHue.
IIpedpuxc NO. Otxkiarounts WEP-mmirppoBaHue.
AprymeHTBI. APTYMEHTBI OTCYTCTBYIOT.

ITpumep 16. BkaroueHue WEP-wugpogaHus

RAPIRA: interface Wireless @ encryption wep
Interface '"Wireless 0': WEP enabled.

RAPIRA: interface Wireless @ encryption no wep
Interface '"Wireless 0': WEP disabled.

interface {name} {index} encryption key [key-index] [key]
OnucaHue. YCTaHOBKA UJIHU BBIOOP CYILECTBYIOIero Kiarya WEP.

IIpedpuxc NO. VrasneHune kiroua WEP, UCII0/IB3YS €T0 ITIOPSIAKOBBIM HOMeED.

ApPrymMeHTHI.

key-index

VkasaHue II0PgAKOBOIro HoMepa kiroua WEP. Bo3MOKHEIe 3HaUeHU: 0T 1 110 4.

key

YcraHoBKa KiIrova: 10 uim 26 1mecTHaAaTepuuHbIX ynces g 40 u 104 6uTHeIX WEP Kiroueit
COOTBETCTBEHHO. /[aHHBIN apTyMeHT MO>KeT ObITh OIIYIILleH, eC/IH K/II0Y ObLJI YKa3aH paHee.

ITpumep 17. Yemanoska uiu 8b160p cyuiecmsyrouiezo kawoua WEP

RAPIRA: interface Wireless @ encryption key ?

{index: 1-4} {789ABC...}

RAPIRA: interface Wireless @ encryption key 1 113AAB3325

WEP key [1] = @0x113AAB3325 (40-bit).

RAPIRA: interface Wireless @ encryption key 2 AB33948AB430298(D229830DEE
WEP key [2] = 0xAB33948AB430298(D229830DEE (104-bit).

RAPIRA: interface Wireless @ encryption key 2

Selected key [2]: 0xAB33948AB430298CD229830DEE.

RAPIRA: interface Wireless @ encryption no key 1

Cleared WEP key [1].

Hactpoiika WPA

RAPIRA RS3 moppepskuBaetT cieayroye TUlbl mudpoBaHud: TKIP (WPA) u CCMP (WPA2), a
TaKKe CIeAyIoIre pesKuMbl ayTeHTUOUKanuu: EAP-MD5, EAP-MSCHAPv2, PEAP, EAP-TLS, EAP-
TTLS u PSK. MoxHo Bkiaro4daTh TKIP 1 CCMP ogHOBpEMEHHO, UT0ObI 06eCreuuTh KOMOMHAITUIO
peckumoB WPA 11 WPA2.
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Taxyke MO>KHO HCIIOJIb30BaTh BMeECTe pasIMUHbIe IIPOTOKOJIBI ayTeHTUQUKAITUHM, OZHAKO, 3TOU
BO3MO>KHOCTBIO JIyUlIlle II0JIb30BAThCSI TOJIBKO B TECTOBOM peXHMMe paboThl. He pekoMeHAyeTcs
HUCII0JIb30BaHUE TAHHON BO3MO>KHOCTH B 00BIYHOM PeKUMe paboThl MapIIpyTHU3aTOpa.

EAP-MD5 u EAP-MSCHAPvV2 He 110[iep>KMBAl0T 0OMeH AMHAMUYECKUMU KJII0UaMU, II09TOMY KX
MO>KHO MCII0JIb30BaTh TOJBKO B coueTaHUU ¢ PEAP, EAP-TLS u EAP-TTLS B KkauecTBe BTOPOM passl
aJITOPUTMOB ayTeHTUPUKALUH.

[Ipu ucnosb3oBaHUU pekuMoB PEAP miu EAP-TTLS 6e3 ykasanusa EAP-MDS5 uiu EAP-MSCHAPv2
KOHKPEeTHBII MeXaHU3M ayTeHTHHUKaIluu OymeT BBIOpAaH CepBepoM ayTeHTHU(QUKAIIUH,
noCcKoIbKY PEAP 1 EAP-TTLS 9BJISIOTCSA TYHHEJIAIMHU U ayTEHTUQUKAITUI HE TIPOU3BOJISAT.

BecripoBogHOM HHTepdelic Mo)KeT paboTaTh B peKUMe KaK KJIMEeHTCKOM CTaHITUY, TaK ¥ 6a30BOM
CTaHIIUMY, HCII0JIb3ysl, COOTBETCTBEHHO, peXUM JHO0 3sampalnuBarlero (supplicant), Jau6o
ayreHTHUdUKaTopa (authenticator).

[Ipu pa6oTe B pekrMe 6a30BOMl CTAaHIIMH, CUCTeMe HeO0OXOAUM TOJIBKO IIpelyCTaHOBJIEHHBIN
Kiro4d i1 pecxxuMa WPA-PSK u nipodunb RADIUS g pexxuima WPA EAP EAP. /liig pexuma
6a30BOM CTaHIIMM He HY)KHO YKas3blBaTb TOUHBINM TUII EAP ayTeHTHQUKAIIUM, TaK KaK CeaHC
ayTeHTUQUKALIUU peTpaHcaupyercd Ha RADIUS cepsep.

ITpumep 18. Hacmpolika 6a3080ui cmaHyuu ¢ ucno/s3ogaHuem WPA+WPA2 PSK

RAPIRA: interface Wireless @ type ap

Interface '"Wireless 0': type 'ap'.

RAPIRA: interface Wireless @ ssid Acid

Interface '"Wireless @': SSID 'Acid'.

RAPIRA: interface Wireless @ encryption tkip

Interface '"Wireless @': TKIP enabled.

RAPIRA: interface Wireless @ encryption ccmp

Interface '"Wireless @': CCMP enabled.

RAPIRA: interface Wireless @ authentication wpa-psk qgKdoeeiUS2

WPA PSK enabled.
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ITpumep 19. Hacmpolika 6a30801li cmaHyuu ¢ ucno/ibzogaHuem WPA+WPA2 EAP

RAPIRA: interface Wireless @ type ap

Interface '"Wireless 0': type 'ap'.

RAPIRA: interface Wireless @ ssid Acid

Interface '"Wireless @': SSID 'Acid'.

RAPIRA: interface Wireless @ encryption tkip
Interface '"Wireless @': TKIP enabled.

RAPIRA: interface Wireless @ encryption ccmp
Interface '"Wireless @': CCMP enabled.

RAPIRA: interface Wireless @ authentication wpa-eap
WPA EAP enabled.

RAPIRA: radius-profile radl server 192.168.2.100
Added RADIUS server 192.168.2.100 to profile 'rad1'.
RAPIRA: interface Wireless @ authentication radius-profile radl
RADIUS profile 'rad1' mapped.

IIpu paboTe B pekKHMe KJIMEHTCKOM CTaHIIUM PeKUMBl ayTeHTUQUKAIIMU TPeOyIT Pa3IUUHbIX
IIapaMeTpPOB YCTAaHOBKH, KOTOpHIE IlepedyrcaeHbl B Tabiurle. [lepes yCTaHOBKOM TpeGyeMOTO
ImapaMeTpa MOKHO PaspelIuTh JI60H PesKUM ayTeHTHQUKAITUHU. [IpH 3TOM CIelyeT OTMETHUTh,
YTO PeXXUM ayTeHTUPHUKAIIMU HauyHeT (YHKIIMOHUPOBATH TOJBKO IIOCJE TOro, Kak OyayT
II0JTyYeHEI Bce TpeGyeMble TapaMeTphI.
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Tabauuya 7. Tabauua Hacmpotiku WPA

Pe>xuM ayTeHTHPUKAITUHI

PSK

EAP-MD5"

EAP-MSCHAPv2"

EAP-TTLS

PEAP

EAP-TLS"™

CuCcoK KoMaH[
interface authentication wpa-psk
interface authentication wpa-eap
interface authentication md5
interface authentication identity
interface authentication password
interface authentication wpa-eap
interface authentication mschap-v2
interface authentication identity
interface authentication password
interface authentication wpa-eap
interface authentication ttls
interface authentication identity
interface authentication password
interface authentication ca-cert
interface authentication wpa-eap
interface authentication peap
interface authentication identity
interface authentication password
interface authentication ca-cert
interface authentication wpa-eap
interface authentication tls
interface authentication ca-cert
interface authentication client-cert

interface authentication identity

RAPIRA RS3

1. EAP-MD5 u EAP-MSCHAPV2 MOIYT HCII0JIb30BaThCs C BBIKJIHUYEHHBIM WIH cTaThdecKuM WEP-mm$ppoBaHUeM HIN B
COUeTaHUU C JPYTUMHU MeTo/laMu ayTeHTHGUuKanmu tuiia EAP-TTLS, EAP-TLS u PEAP.

2. B pexxume EAP-TLS ayreHTHQUKalMs 3allpalllMBaollero Oeperca u3 arpubyra CN cepruduKaTa KIHeHTa 3a
HUCKJIIOUeHHEeM TeX CIydaeB, KOIZla OHa IBHO IIoMeHsIeTcsd KoMaH/[oH interface authentication identity.

BHuMmaHue:

A I TIpOBepKU [0CTOBEPHOCTU CA-cepTHUPUKATOB U CepTUPUKATOB KIMEHTOB
KpallHe Ba)KHO IIPaBUJIBLHO YCTAaHOBJIEHHOE CHCTEeMHOe BpeMd. YCTaHOBUTE
CHCTEeMHOe BpeMs, UCII0Ib3ysa NTP-kireHnTa.
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ITpumep 20. Hacmpolika KAUeHmMcKol cmaHyuu ¢ ucno/ib3ogaHuem WPA2 PSK

RAPIRA: interface Wireless @ type station

Interface '"Wireless @': type 'station'.

RAPIRA: interface Wireless @ ssid Acid

Interface '"Wireless @': SSID 'Acid'.

RAPIRA: interface Wireless @ encryption ccmp

Interface '"Wireless 0': CCMP enabled.

RAPIRA: interface Wireless @ authentication wpa-psk qgKdoeeiUS2
WPA PSK enabled.

IIpumep 21. Hacmpolika KAUeHMcKol cmaHyuu ¢ ucnoas3osaHuem WPA PEAP

RAPIRA: interface Wireless @ type station

Interface '"Wireless @': type 'station'.

RAPIRA: interface Wireless @ ssid Barney

Interface '"Wireless 0': SSID 'Barney'.

RAPIRA: interface Wireless @ encryption tkip

Interface '"Wireless @': TKIP enabled.

RAPIRA: interface Wireless @ authentication wpa-eap

WPA EAP enabled.

RAPIRA: interface Wireless @ authentication peap

PEAP enabled.

RAPIRA: interface Wireless @ authentication ca-cert thawte.crt
Using thawte.crt as CA certificate.

RAPIRA: interface Wireless @ authentication identity ivanov
Using identity 'ivanov'.

RAPIRA: interface Wireless @ authentication password pWosIoffis
Password saved.
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ITpumep 22. Hacmpolika KAUeHMCcKol cmaHyuu ¢ ucno/ss3ogaHuem WPA2 EAP-TLS

RAPIRA: interface Wireless @ type station

Interface '"Wireless @': type 'station'.

RAPIRA: interface Wireless @ ssid Candle

Interface 'Wireless @': SSID 'Candle'.

RAPIRA: interface Wireless @ encryption ccmp

Interface 'Wireless @': CCMP enabled.

RAPIRA: interface Wireless @ authentication wpa-eap

WPA EAP enabled.

RAPIRA: interface Wireless @ authentication tls

EAP TLS enabled.

RAPIRA: interface Wireless @ authentication ca-cert thawte.crt
Using thawte.crt as CA certificate.

RAPIRA: interface Wireless @ authentication client-cert ivanov.crt
Using ivanov.crt as a client certificate (CN = ivanov).

RAPIRA: interface Wireless @ authentication private-key ivanov.key s9*kffjUe8
Using ivanov.key as a private key.

RAPIRA: interface Wireless @ no shutdown

Interface '"Wireless @' is up.

IIpumep 23. Hacmpolika KAUeHmMcKoil cmaHyuu ¢ ucnoas3osaruem WPA2 EAP-TTLS+MD5

RAPIRA: interface Wireless @ type station

Interface '"Wireless @': type 'station'.

RAPIRA: interface Wireless @ ssid Desert

Interface 'Wireless @': SSID 'Desert'.

RAPIRA: interface Wireless @ encryption ccmp
Interface 'Wireless @': CCMP enabled.

RAPIRA: interface Wireless @ authentication wpa-eap
WPA EAP enabled.

RAPIRA: interface Wireless @ authentication tls

EAP TLS enabled.

RAPIRA: interface Wireless @ authentication md5

EAP MD5 enabled.

RAPIRA: interface Wireless @ authentication ca-cert thawte.crt
Using thawte.crt as CA certificate.

RAPIRA: interface Wireless @ no shutdown

Interface '"Wireless @' is up.
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Obpamume gHUMAaHUe:

1. Bce BhIIlIeyKa3aHHbIE CEPTUOUKATHI TOJDKHBI OBITH 3arpy>KeHbI 3apaHee.

2. B mmpumMepe, IIpe[CTaBJIEHHOM BBIIIE, UCIIOJIL3YIOTCA pPasinuHble Qanbl [JIsd
cepruuKaTa KIHMEeHTAa U CEeKpPeTHOr0 KJ/K4Ya, OJHAKO, [JII HUX MO>KHO
o HUCII0JIb30BaTh U OJUH 061U daril.

3. B kauecTBe HUAeHTUOUKAIIMM KJIUEHTa HCHOJb3yeTcsa o6inee umsa (CN) us
ceprupuKaTa KJIMEHTA. ITy YCTAaHOBKY MOXKHO 3aMEHUTb, WCIIOJIb3yS
KOMaHJy identity.

4. 1151 BceX peKMMOB ayTeHTUQUKAIUU Ha 6a3e EAP Tpebyerca mapametrp WPA
EAP.

CIIMCOK KOMaH[,

interface {name} {index} encryption tkip

Ommcanue. Brurrouaer mmudpoBaHue TKIP (WPA). KomaHga HIpUMeHHMMa KakK [JId pesXKHMa
KJIMEHTCKOM CTaHIIUY, TaK U I pe)KuMa 6a30BOM CTaHIUU.

IIpedpuxc NO. BrikiroueHue TKIP.
AprymeHTHI. APTYMEHTBI OTCYTCTBYIOT.

ITpumep 24. BkaroueHue wugpposaHus TKIP (WPA).

RAPIRA: interface Wireless @ encryption tkip
Interface '"Wireless @': TKIP enabled.

RAPIRA: interface Wireless @ encryption no tkip
Interface '"Wireless 0': TKIP disabled.

interface {name} {index} encryption ccmp

Onucanue. Bxirovaer muppoBanve CCMP (WPA2). KomaHzaa IpyMeHHMa Kak Ui peKuMa
KJIMEHTCKOM CTaHIIWY, TaK U [UI peskuma 6a30BOM CTaHITUU.

ITpedukc NO. BrikiroueHue CCMP.
AprymMeHTBl. APTyMEHTBI OTCYTCTBYIOT.

ITpumep 25. BkaroueHue wugpposaHus CCMP (WPA2).

RAPIRA: interface Wireless @ encryption ccmp
Interface '"Wireless @': CCMP enabled.

RAPIRA: interface Wireless @ encryption no ccmp
Interface '"Wireless @': CCMP disabled.

interface {name} {index} authentication wpa-psk {pre-shared-key}

Omucanue. YcraHasauBaeT Kiuro4d [y WPA u WPA2, BxirouaeT pexxuuM WPA-PSK. KomaHpa
IpUMeHNMa Kak JJIg pesKuMa KJIMeHTCKON CTaHIUH, TaK U I peskKuMa 6a30B0OM CTaHITUU.
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IIpedpuxc NO. Co6poc peskuma C IpeyCTaHOBJIEHHBIM K/II0UOM U BhIK/II0OUeHrne WPA-PSK.

ApryMeHTEI.

pre-shared-key

B xauecTBe JaHHOT'0 apryMeHTa JOJIKEH OBITH BBEIEH KJ/IOY.

ITpumep 26. Yemanaska karoua 0131 WPA u WPA2

RAPIRA: interface Wireless @ authentication wpa-psk deo3Icodfer34
WPA PSK enabled.

RAPIRA: interface Wireless @ authentication no wpa-psk

WPA PSK disabled.

interface {name} {index} authentication radius-profile {profile-name}

Omnucanue. YcraHaBiauBaeT npoduiab RADIUS misa ayreHTudukanuu WPA EAP. Ilpoduas RADIUS
He JT0JDKeH OBITh IIyCTHIM. /laHHasg KOMaH/ia IpUMeHUMa TOJILKO IS pesKuMa 6a30BOM CTaHIIUM.
YcraHaBiuBaeT K04 1y WPA 1 WPA2 1 BrirouaeT peskuM WPA-PSK. 9ta koMaHga IIpEMeHIMa
KakK JiJId pesKuMa KJIMeHTCKOM CTaHIIUHY, TaK U I peskKruMa 6a30BOM CTaHITUM.

IIpeduxc NO. OtxirroyaeT npoduib RADIUS.

ApryMeHTEI.

profile-name

Vkaszanue umd npoduist RADIUS.

ITpumep 27. Yemanoska npogunst RADIUS

RAPIRA: interface Wireless @ authentication radius-profile radil
RADIUS profile 'rad1' mapped.

RAPIRA: interface Wireless @ authentication no radius-profile
RADIUS profile unmapped.

interface {name} {index} authentication wpa-eap

Omnucanue. BxitouaeT pexkuM WPA EAP. KomaHa IpUMeHHMa Kak I pe)KuMa KIMEeHTCKOU
CTaHIIUHY, TaK U JJI peskruMa 6a30BOM CTaHIUU.

IIpedpuxc NO. BrikiroueHrue WPA EAP.
AprymMeHTHI. ApTYMEHTEI OTCYTCTBYIOT.

IIpumep 28. BkaroueHue pexcuma WPA EAP

RAPIRA: interface Wireless @ authentication wpa-eap
WPA EAP enabled.

RAPIRA: interface Wireless @ authentication no wpa-eap
WPA EAP disabled.
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interface {name} {index} authentication peap

Omnucanue. BkiarouaeT PEAP. KoMmaHia IpruMeHNMa Kak /i1 peKruMa KJIMeHTCKOU CTaHITUH, TaK U
1T peskruMa 6a30BOM CTaHIIUU.

IIpedpuxc NO. BrikiroueHue PEAP.
AprymMeHTHI. ApTYMEHTEI OTCYTCTBYIOT.

IIpumep 29. BkaroueHue PEAP

RAPIRA: interface Wireless @ authentication peap
PEAP enabled.

RAPIRA: interface Wireless @ authentication no peap
PEAP disabled.

interface {name} {index} authentication md5

Omnucanue. Bxirogaer EAP-MDS. [laHHass KOMaH/ia IIpPUMeHNMa TOJIBKO IS pesKUMa KIUeHTCKOM
craHnuu. EAP-MD5 Heb3sl HCIOJIB30BaTh B KaueCcTBe OJAMHOYHOM ayTeHTUQUKAIIUU C
nuHaMuyecko WEP, Tak Kak OHa He IIOf/iepKUBaeT 0OMeH JUHaMUYeCKUMU KIrdaMu. OfHaKo,
ee MO>KHO UCII0JIb30BaTh B KauecTBe 2 pasbl MeToga ayTeHTUGUKAIUU Hapsany ¢ PEAP, EAP-TLS u
EAP-TTLS.

IIpedpukc NO. BrikiroueHre EAP-MDS.
AprymMeHTBI. APTYMeHTbI OTCYTCTBYIOT.

IIpumep 30. BkaroueHue EAP-MDS5

RAPIRA: interface Wireless @ authentication md5
EAP MD5 enabled.

RAPIRA: interface Wireless @ authentication no md5
EAP MD5 disabled.

interface {name} {index} authentication mschap-v2

Omnucanue. BrirogaeT EAP-MSCHAPv2. KoMaHa IIpUMeHHMa TOJIBKO I PesKMMa KIHMeHTCKOH
craHiuud. EAP-MSCHAPvV2 HeJib3s HCIIOJIb30BaTh B KayeCTBe OJHMHOYHON ayTeHTUQUKAIUU C
IvHaMHu4yeckoini WEP, IIOCKOJIBKY OHa He IIOfJep)KWBaeT OOMeH [HHAaMHUYeCKHUM KJIHYaMH.
OpHako, ee MOYKHO IIPUMEHSITh B KayecTBe 2 ¢pasbl MeTo/la ayTeHTUGUKauu Hapsaay ¢ PEAP, EAP-
TLS u EAP-TTLS.

IIpedpuxc NO. BrikitoueHue EAP-MSCHAPv2

ApryMeHTBI. ApTYMeHTHI OTCYTCTBYIOT.
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IIpumep 31. BkaroueHue EAP-MSCHAPv2

RAPIRA: interface Wireless @ authentication mschap-v2
EAP MSCHAPv2 enabled.

RAPIRA: interface Wireless @ authentication no mschap-v2
EAP MSCHAPv2 disabled.

interface {name} {index} authentication tls

Omucanme. Bxirouaer EAP-TLS. KomaHpga IIpyMeHHMMa TOJIBKO [UIS pPeXHMa KIHUEHTCKOH
craHiuu. /g EAP-TLS Tpebyerca ceprudukat CA, cepTUPUKAT KIHMEHTa U CeKPeTHBIN KIII0Y.

IIpeduxc NO. BoikitoueHre EAP-TLS.
AprymMeHTBI. ApTYMEHTEI OTCYTCTBYIOT.

IIpumep 32. BkaroueHue EAP-TLS

RAPIRA: interface Wireless @ authentication tls
EAP TLS enabled.

RAPIRA: interface Wireless @ authentication no tls
EAP TLS disabled.

interface {name} {index} authentication ttls

Onucanue. Bxirwuaer EAP-TTLS. KoMmaHpa IpuMeHHMMa TOJBKO I PeXUMa KIMEeHTCKOU
cra"Huuu. [l EAP-TTLS. Tpebyetca CA-cepTudUKAT, UAEHTUPUKATOP KJIHUEHTA U I1ap0JIb.

IIpeduxc NO. Beikirouenue EAP-TTLS.
AprymMeHTHI. ApTYMEHTEI OTCYTCTBYIOT.

IIpumep 33. BkaroueHue EAP-TTLS

RAPIRA: interface Wireless @ authentication ttls
EAP TTLS enabled.

RAPIRA: interface Wireless @ authentication no ttls
EAP TTLS disabled.

interface {name} {index} authentication ca-cert {filename}

OmnmcaHue. YcTaHaB/IMBaeT HafleoKHbIN CA-cepTuUKaAT A/1d ayreHTUOUKaruu EAP-TLS, EAP-TTLS
u PEAP B pexume kimeHTcKoM craHnuu. CA (Certificate Authority — «IleHTp cepTHUPUKATOB»)
IBJIJeTCI TOM caMOM CJOy)KO00M, KOTOpas MoAIMcaga cepTudukKaTel cepBepa RADIUS.
3amnpammBaroiuii EAP (EAP supplicant) 6yzeT 1oBepsaTh TOJIbKO TeM RADIUS cepBepaM, KOTOpPBIe
BBICBLJIAIOT CePTUGUKATEI, IIOAIIMCAaHHbIEe T0BepeHHbIM CA.

IIpedpuxc NO. OTkirouaeT cepTupukar CA.

ApryMeHTHI.
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filename

NMa o¢amia ceprudukara X.509 CA B ¢dopmare PEM. Ilepes HCIIOJIB30BaHUEM ¢ailil
cepTHPUKaTa [0/DKEH OBITh 3arpysKeH.

ITpumep 34. Yemarnoska CA-cepmuguxama

RAPIRA: interface Wireless @ authentication ca-cert verisign.crt
Using verisign.crt as CA certificate.

RAPIRA: interface Wireless @ authentication no ca-cert

CA certificate cleared.

interface {name} {index} authentication client-cert {filename}

Omnmcanue. VcTaHaB/IMBaeT CepTUQUKAT KIWeHTa A1 ayTeHTHQUKanuu EAP-TLS B pexume
KJIMEHTCKOM CTaHI[UH.

IIpedpuxc NO. OTkiIrouaeT cepTUUKAT KIHMEHTA.

AprymMeHTEI.

filename

NMa o¢amna ceprudpukara X.509 CA B ¢dopmare PEM. Ilepes WHCIIOJIB30BaHUEM ¢aill
cepTudHUKaTa JO/DKEH OBITEH 3arpy’KeH.

ITpumep 35. YemaHoska cepmugukama KaueHma

RAPIRA: interface Wireless @ authentication client-cert carol.crt
Using carol.crt as a client certificate (CN = caroline).

RAPIRA: interface Wireless @ authentication no client-cert

Client certificate cleared.

interface {name} {index} authentication private-key {filename} [password]

OmnucaHue. YcTaHaB/JIMBaeT CEKPEeTHBIN KI/II0UY KIWeHTa JId ayreHTUuKaruu EAP-TLS B pexxume
KJIMEHTCKOU CTaHITHH.

IIpedpuxc NO. OTKIH0UaeT CeKPETHBIM K/II0Y KJIUEHTA.
ApryMeHTEI.

filename

CexpeTHbIU K104 RSA miu DSA B popmate PEM. Ilepen ucrioib3oBaHUuEM (aliyl KiIr04da J0JDKEH
OBITH 3arpy>keH. CepTUUKAT KJIHEHTa U CEKPEeTHBIN KJII0Y MOTYT XpaHUTHCA B 00111eM Qaiie.

password

[TapoJsib (HE06XOUM B TOM CJIy4ae, eCjIM KJII0U 3alluQpPOBaH).
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IIpumep 36. YcemaHo8Ka cekpemHoz20 KArua KAueHma

RAPIRA: interface Wireless @ authentication private-key rogers.key gqlw2e3r4
Using rogers.key as a private key.

RAPIRA: interface Wireless @ authentication no private-key

Private key cleared.

interface {name} {index} authentication identity {login}

OnucaHue. YCTaHOBKA ayTeHTUYHOCTH K/IMEHTA [UIS PeKUMOB ayTeHTUQUKanuu EAP-TLS, EAP-
TTLS, EAP-MDS5, EAP-MSCHAPv2 u PEAP. JlaHHad KoMaH[a IIPUMeHHMAa TOJBKO I pe’kuma
KJIMEHTCKOM CTaHI[UH.

IIpedpuxc NO. VaassieT 3HaUeHUe ayTeHTUYHOCTH.

AprymMeHTEI.

login

VKasaHUe JIOTUHA IS ayTeHTUQUKAITHH.

IIpumep 37. YemaHo8Ka aymeHmMu4Hocmu KAueHma

RAPIRA: 1interface Wireless @ authentication identity 22dfvlkjlk4
Using identity '22dfvlkjlk4’.

RAPIRA: interface Wireless @ authentication no identity

Identity cleared.

interface {name} {index} authentication password {password}

OnucaHue. YCTaHABJIMBAET I1apOJIb IS peskKUMoB ayTeHTUUuKaruu EAP-TTLS, EAP-MDS5, EAP-
MSCHAPv2 u PEAP. /laHHasg KOMaH/ia IIpUMeHKrMa TOJILKO I pesKuMa KINEeHTCKOU CTaHITUHN.

IIpedpuxc NO. Vransaer 11apob
AprymMeHTHI.

password

VcTaHaBIUBAeT apoJib ayTeHTUQUKAITUHT

ITpumep 38. YemaHoeka napoas 045 pasAUHHbLX PeHCUMO8 aymeHmuPuxkayuu

RAPIRA: interface Wireless @ authentication password frfoiu223098f
Password saved.

RAPIRA: interface Wireless @ authentication no password

Password cleared.

VipasJieHHe cepTuGHUKaTaMH
B HacTosilllee BpeMsi cepTHUQUKATHl M CeKpeTHble KJIIOUM HCIIOJb3YITCSI [JI1 COeNUHEeHUs

6eCIIpOBOHOM KJIMEHTCKOM CTaHIIUM C 6a30BOM CTaHIIMEH II0CpeCTBOM ayTeHTUQUKauu EAP-
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TLS. Kpome Toro, ceprudpukaTbl HeOOXOAMMO  MCIIOJIb30BaThb, UTOOBI IIPOBEPUTH
cepTUGUKAITMOHHYIO IIOAIINCH ayTeHTUPUKaTopa B pesxkuumax EAP-TLS, EAP-TTLS u PEAP.

UT0OBI CKOIIMPOBATh [TUPPOBOM CepTUPUKAT MIU Pailyl CEeKPeTHOI0 KJII0Ua Ha MaplIpyTH3aTOP
RAPIRA RS3, ciepyet 3anyctuth TFTP-cepBep Ha KOMIIBIOTEpPE, COZeprKaleM cepTUUKAT.

KOM&H,U;BI YIIpaBJIEHUA CepTI/I(I)I/IKaTaMI/I MOKHO ITPOCMOTPETE C IIOMOITIBI0 CJIe,ILy}OlLIEP'I KOMaH/IBI:

RAPIRA: certificate ?

delete - Delete certificate.
export - Export certificate.
import - Copy certificate from TFTP server.

KoMaH[bI yIIpaBJeHUsS CcepTHUKATaMU MOTYT o6pabaThIBaTh TOJBKO ¢aiibl ¢popmata PEM.
Karkapiit Gpatiyt MOJKeT cofiep>KaTh cepTUUKAT KimeHTa, CA cepTUPUKAT WIM CEKPeTHBIN KIII0Y.
CeKpeTHBIH KJTI0Y U CEPTUUKAT KIMEHTA MOKHO 00heJUHSATE B OTHOM ¢aiiie, HallpuMep:

MIICrTCCAhagAwIBAgIBFTANBgkqhkiG9w@BAQQFADCBgjELMAKGATUEBRMCULUX
DzANBgNVBAgTB1J1c3NpYTEPMABGATUEBXMGTWIZY293MREWDWYDVQQKEWhISVRQ

1y7Ts5+5+03M+aoRs0X07yA=

Proc-Type: 4,ENCRYPTED
DEK-Info: DES-EDE3-CBC,F5A0234F4ED60COB

sV7rnnqd/u297NbniT@817r IWv+Wzhnu4JYNI/YV7/4Q00Mgn20iqQajJO1K5gRS
XKy8Kbb+h87H1UzVsn/tDnTZf7dPodW29qbWS3a47ezromYsT46yeC7YbXUEdFr5

pT6uvP3vMCBgK6GLU1qjG9irEnZDe+PxTicc7yS2IPyRqTKUqt31BQ==

CIIMCOK KOMaH[,

certificate import {server} {file} [password]
Onucanue. 3arpyska PEM-¢aiina ¢ TFTP-cepBepa
IIpeduxc NO. He UCII0Ib3yeTCH.

ApryMeHTEI.

server

JomenHoe umsa TFTP-cepBepa miu IP-azpec.

file

Hwmsa PEM-daitia Ha cepBepe. ®aiii1 6y/ieT cOXpaHeH JIOKaJIbHO II0/] TEM >Ke CaMbIM HUMEHEM.

HacTpotika pafiioMapIpyTr3aTopa ~ [lapaMeTpsl 6ecIIpoBOZHOTO coefruHeHHs | CTp. 62



000 «HIIO PAITHPA» o RAPIRA RS3

password

[Taposib. Er0 MOXKHO MCIIOJIB30BaThb B TOM Cilydae, eC/JH IlepefaBaeMbli Qaityi (MU 4acTb
daiia) samudpoBaHa.

ITpumep 39. 3azpyska PEM-gaiina

RAPIRA: certificate import 192.168.201.20 ivanov.pem

Can't copy certificate 'ivanov.pem' to the repository: bad password read
RAPIRA: certificate import 192.168.201.20 ivanov.pem aQsWdel15r

Certificate "ivanov.pem' copied from tftp://192.168.201.20.

certificate import {file}

OnucaHue. IMIIOpT cepTUPUKaTa MIA CEKPeTHOIO KJyroda. MOXKHO CKOIIMPOBATh COZEp KHUMOe
¢daiia ¢ 9KpaHa U BCTABUTH ero B JIOKAJILHBIN $palJl C IOMOIIILI0 TEKCTOBOIO peaKkTopa.

IIpedpuxc NO. He ucrosb3yercs.

AprymMeHTEI.

file

VM4 10KaJIbHOTO Qaiiia cepTudUKaTa.
certificate delele {file}

OnucaHue. YjajeHue cepTUPUKaTa UIN CEKPETHOTO K/IHYa U3 PeII03UTOPUS.
IIpeduxc NO. He UCII0Ib3yeTCH.

ApryMeHTEI.

file

Hm4 1oKaJIbHOTO Qaiiyia cepTudUKaTa.
show certificate

Omnucanue. IIpOoCMOTP COZEP>KUMOTO PeIo3HUTOpuA cepTUUKATOB. Kakgas 3amuch MOXKET
cofilep>KaThb CepTUGUKAT UIH CEKPETHBIN K04, 06a MOTyT OBITH 3allIMQPOBAHEL.

IIpeduxc NO. He UCIIOIb3yeTCH.
AprymeHTBI. ApTYMEHTEI OTCYTCTBYIOT.

ITpumep 40. IIpocmomp c00epAHCUMO20 peno3umopus cepmupuKkamos

RAPIRA: show certificates

Name Certificate Encrypted Key Encrypted
ivanov.crt Yes Off No N/A
ivanov.key No N/A Yes On
ivanov.pem Yes Off Yes On
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duiapTpanys Ha ocHoBe MAC-agpeca

OO01IHe MOI0KEHUS

duibTpanug 1mo MAC-afgpecy oCHOBaHa Ha CIIMCKaX YyIIpaBJeHUSA AOCTYIIOM K cpefe. KarKmblit
CIIMCOK comepxuT MAC-agpeca; CIHMCKM HWMeEKT YHUKaJbHble KMMeHa. CIHCKA MOXKHO
yCTaHaBJIUBATh Ha 6eCIIPOBO/IHbIE MHTEePeChl 6a30BOM CTaHITUH JIUO0 B pesxuMe black, 1160 B
pesxuMe white:

* black («uepHBIN CIIMCOK») 03HAYaeT, UTO paspelleHbl Bce MAC-aspeca, 3a UCKIHUYEHUEM TeX,
4TO BHECEHBI B CIIUCOK
* white («OeJIbIH CIIMCOK») O3HAUaeT, UTO OGJOKUPYIOTCI Bce MAC-azpeca 3a UCKIKUYEHHEM TeX,

YTO BHECEHEI B CITHMCOK

VerpoiictBa, MAC-azipeca KOTOPBIX 3a6JIOKMPOBAaHBI, HE MOIYT aCCOIIMUPOBATHCSA C YKa3aHHBIM
uHTepdericom. Ecim accoruanysa 6bl1a yCTaHOBJIEHA [0 TOro, Kak MAC-ajpec Ionaa B "4epHBIA
CIIMCOK", TO JaHHYIO aCCOLIMAIIMI0 MOKHO pPa3sopBaTh BPYYHYIO C IIOMOIIILI0 KOMaH/bI Kick-mac.

COHuCcoOK KOMaH[

mac-access-list {name} address {mac-address}

OnucaHue. /lo6aBieHue MAC-azpeca K CIIMCKY. ECJIM CIIMCOK He CYII[eCTBYET, TO OH Oy/IeT CO3/iaH.

IIpedpuxc NO. VaaneHue MAC-azpeca U3 CIIKCKa.

AprymMeHTHI.

name

HasBaHmue cIircka KOHTPOJIS TOCTYIIA.

mac-address

MAC-azipec B IlIeCTHAIaTEPUYHOM popMaTe C paseuTesIeM B BUJE TOUKH: XXXX . XXXX . XXXX.

ITpumep 41. Hacmpotika ACL

RAPIRA: mac-access-list test address 1111.2222.3333
MAC address '1111.2222.3333"' has been added to 'test'.
RAPIRA: mac-access-list test address 2222.3333.4444
MAC address '2222.3333.4444' has been added to 'test'.
RAPIRA: show running-config mac-ac
mac-access-list test

address 1111.2222.3333

address 2222.3333.4444
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IIpumep 42. Ty dHce camyro onepayuro MOXICHO 8bINO/THUMb, UCNO/1b3YSt KOMNAKMHYH POPMY KOMAHObL:

RAPIRA: mac-access-list test

mac-access-list: address 1111.2222.3333

MAC address '1111.2222.3333" has been added to 'test'.
mac-access-1list: address 2222.3333.4444

MAC address '2222.3333.4444' has been added to 'test'.
mac-access-list: exit

interface {name} {index} mac-access-list {acl-name} {black|white}

Omucanve. HasHayeHHe yKasaHHOMY HHTepdelricy cmucka pocryma (MAC ACL) B pexume
«4epHOT0» U «6es1oro» Crucka. OGHOMOMEHTHO MOXKHO HasHauYUTh TOJIbKO oguH MAC ACL.

IIpedpuxc NO. OrxinroueHnre MAC ACL oT ykazaHHOTO HHTepderica.

AprymMeHTEI.

acl-name
HasBanue MAC ACL.

mode

Bri6op pexuMa'"yepHOro" Uan"6es1oro” CrycKa (CM. OIIMCaHUe BEhIIIe).

ITIpumep 43. HasHaueHue unmepdgeticy cnucka docmyna

RAPIRA: interface Wireless @ mac-access-1list test black
MAC access list has been assigned to the interface 'Wireless 0'.
RAPIRA: mac-access-list test address 13e4.c034.1122
MAC address '13e4.c034.1122' has been added to 'test'.
RAPIRA: show running-config mac-ac
mac-access-list test
address 13e4.c034.1122
interface Wireless 0
mac-access-1list test black
RAPIRA: interface Wireless @ no mac-access-list
MAC access list has been removed from the interface 'Wireless 0'.
RAPIRA: no mac-access-list test
MAC access list 'test' has been deleted.

interface {name} {index} kick-mac {mac-address}

OnucaHue. HeMelyIeHHO OTCOeVHsSET KJIWEHTCKYI0 CTAHIIMI0 OT 6a30BOM craHIuu. Ecim MAC-
anpec He sanperlreH yepe3 MAC ACL, TO eé MOKHO II0[COeIUHUTE CHOBA.

IIpeduxc NO. He UCIIOIb3yeTCH.

ApryMeHTEI.
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mac-address

MAC-azpec B I1eCTHa/IlaTepUYHOM dpopMaTe C pasfieIuTesIeM B BUE TOUKH: XXXX . XXXX . XXXX.

ITpumep 44. Hemed.nieHHOe 0mcoeduHeHUe KAUeHMCKOU cmaHyuu om 6a3oeotl

RAPIRA: mac-access-list 1

mac-access-1list: address 0011.95df.8870

MAC address '0011.95df.8870"' has been added to '1'.
mac-access-1list: address 0090.27af.7840

MAC address '0090.27af.7840' has been added to '1'.
mac-access-list: exit

RAPIRA: interface Wireless @ mac-access-list 1 black

MAC access list has been assigned to the interface 'Wireless 0'.
RAPIRA: interface Wireless @ kick-mac 0090.27af.7840
Client with MAC address '0090.27af.7840"' was disconnected.
RAPIRA: interface Wireless @ kick-mac 0011.95df.8870
Client with MAC address '0011.95df.8870"' was disconnected.

MOHUTOPMHI 6eCIIpOBOJHOr0 UHTepdeiica

Papyo-mofcrcTeMa KJIMEHTCKUX CTaHIUM IIPUHUMAaeT CIy>KeOHble CHUTHaJIbl OT PasIuYHbIX
06a30BBIX CTaHIUU. PpeliMbl cofepkaT HMHopmanuioo o SSID, yacToTe, KayecTBe CHUTHaJa,
pe’xuMax 6e30I1aCHOCTH U T.J. JlaHHYI0 MHGOPMAITUI0 MO>KHO BBIBECTH Ha 3KpaH C IIOMOIIbIO
CJIeqyIOIled KOMaH/IbI:

show interface {name} {index} scan

ITpumep 45. CkaHuposaHue paduoagupa

RAPIRA: show interface Wireless @ scan
Cell @1 - Address: 60B.6B37.4DC3
ESSID:"IVYA"

Type: ap

Freq: 2.412 GHz (Channel 1)
Quality=8/70 Signal level=87 dBm Noise level=95 dBm
Bit Rate: 1.0 Mb/s

Bit Rate: 2.0 Mb/s

Bit Rate: 5.5 Mb/s

Bit Rate: 11.0 Mb/s

Bit Rate: 6.0 Mb/s

Bit Rate: 9.0 Mb/s

Bit Rate: 12.0 Mb/s

Bit Rate: 18.0 Mb/s

Bit Rate: 24.0 Mb/s

Bit Rate: 36.0 Mb/s

Bit Rate: 48.0 Mb/s

Bit Rate: 54.0 Mb/s

o Pexum CKaHHUPOBAaHUA MOKET OBITH BKJIIOUEH TOJHKO Ha KJIMEHTCKOM CTaHIIUH.
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o CkaHUpPOBaHHe MOXKeT OBITH BBHIIIOJIHEHO TOJIBKO IIPHU IMOJHATOM 6eCIIpOBOJHOM
UHTepderice.

Hacrtpoyka MAC-agpeca

1t cmensl MAC-ampeca Ha MHTepderice HCIIOIBL3YETCs CIeAyroIas KoMaHIa, UMeIoIast OfuH
006513aTeIbHBIH apTyMEHT:

interface {name} {index} mac-address {mac-address}
Ommcanue. YcraHOoBKa MAC-apeca uHTepdeiica.
IIpepuxc NO. He ucriosnbsyercs.

ApryMeHTHI.

mac-address

MAC-azipec B IIeCTHa/IIaTePUYHOM GpopMaTe C pa3/ieIUTeIeM B BU/IE TOUKH: XXXX . XXXX . XXXX.

ITpumep 46. Hacmpoiika MAC-adpeca uHmepdgeiica

RAPIRA: interface FastEthernet @ mac-address 1234.5678.90ab
MAC address 1is set to '1234.5678.90ab"'.

o KomaHma mnpuMeHMMa TOJBKO K HHTepdeiicam Ha 6ase Ethernet, kak To:
FastEthernet, Wireless v Bridge.

o Eciin uHTepderic ckoHPuUrypupoBaH Kak DHCP-K/IHMEHT, TO IIOCJIe M3MeHEeHUS
MAC-azgpeca 0OH MOKeT I10JIy4aTh pasju4dHble [P-anpeca.

Jl1s mpocMoTpa Tekyiero MAC-agpeca uHTepdetica UCIIOIb3yiTe KOMaHy: show interfaces.

HacTpoiika pe>kuMa Ipo3pavyHoro Mocra

CM. TaKkXKe [Ipumepsbl KoHPu2ypauuil

Co3gaHue MPO3pPavHOro MOCTa

cM. Takke HacTpoiika 6a30BO¥ CTaHITUHU B PeXKUMe IIPO3PavHOT0 MOCTa

o Ecoi 1Ipo3payHBIM MOCT C YKasaHHBIM HOMEPOM y»Ke OBLI CO3/laH paHee, TO
IIePBBIN 18T HeOOXOJUMO IIPOIyCTUTh.

o CIIMCOK [OCTYIIHBIX CeTeBBIX HHTep(peMrCcOoB BBl MOYKeTe IIPOCMOTPETH 3apaHee
[P IIOMOIIM KOMaH/bI show interfaces.

IIporiecc co3/faHUS ¥ HACTPOHKH IIPO3PAYHOTO MOCTA COCTOUT M3 IISITH ITIaroB:
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1. Cospmanite uHTepdeiic Bridge. Boibepure cBo60omHBIN ID mMHTepderica MocTa, HauMHasA ¢ 0 U
Habepure:

RAPIRA: 1interface Bridge 0
Bridge 0 is created.

2. BkrouuTe MOCT:

RAPIRA: interface Bridge @ no shutdown
Interface 'Bridge @' is up.

3. Hactpoiite IP-azgpec 1 Macky:

RAPIRA: interface Bridge @ ip address 192.168.1.1
Device 'Bridge @' address 192.168.1.1 netmask 255.255.255.0

4. YcraHoBute ¢uiar WDS Ha 06ecripoBOfHOM HHTepdelice, YTOOBl BKJIKYHUTH IIPO3PAYHYIO
peTpaHciadnuio ethernet-gppeiiMoB:

RAPIRA: interface Wireless @ wds-mode
WDS mode 1is turned on.

5. /lobaBbTe IIPOBOLHOM U 6€CIIPOBOJHOMN HHTepPEeChl B IPYIIILY CO3JaHHOI0 MOCTA:

RAPIRA: interface Wireless @ bridge-group 0

Interface '"Wireless @' was added to the bridge group 0.
RAPIRA: interface FastEthernet @ bridge-group 0

Interface 'FastEthernet @' was added to the bridge group 0.

BaoicHo:

[Tocse Toro, Kak uHTepdelic mobaBieH B IpymnIiy MocTa, IP-agpec mHTepdeiica
ymansiercs. Ecau  ympaBieHme 060pyZOBaHUEM — OCYIIIECTBJIIETCS — Uepes
o uHTepdelic, nobaBiIgeMblil B IPYIIly MOCTa, TO ClefyeT yOeIUThCs, YTO MOCT U
uHTepderic UMeT OOUHAKOBBIN [P-ampec. B mpoTHBHOM ciydae, KOHTPOJIb Ha[
obopymoBaHueM OyzeT IIOTepsH, B 3TOM Cjy4ae HeoOXOAWMO 3aHOBO
MOJK/IIOUUTHCS K MapIIPyTU3aTOPY, UCII0Ib3YsI IP-afipec cO3aHHOTI0 MOCTA.

[IpoBepKa cTaTyca MOCTa 10 OKOHUYaHUM HaCTPOUKU:
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RAPIRA: show interfaces
Bridge @ is up, link state is up
Hardware address: 18fd.74b9.b310
Internet address: 192.168.0.6 mask 255.255.255.0
broadcast: 192.168.0.255, MTU: 1500
Wireless @ is up, link state is up
Hardware address: 18fd.74b9.b311 VLAN: none
Internet address: 0.0.0.0 mask 0.0.0.0
broadcast: 0.0.0.0, MTU: 1500
Type: ap, SSID: "YVY", Mode: ht40+
Speed: @ Mb/s (auto), Access point: N/A
Channel: 152, Frequency: 5760 MHz, Tx-power: 25 dBm
RTS: off, Distance: 3000, WDS: on
WMM: off, Beacon: 100
Antenna: auto, IEEE 802.11g Protection: ?
FastEthernet @ is up, link state is up
Hardware address: 18fd.74b9.b310 VLAN: none
Internet address: 0.0.0.0 mask 0.0.0.0
broadcast: 0.0.0.0, MTU: 1500
RAPIRA: show bridge-group
bridge name bridge 1id STP interfaces
Bridge 0 8000.000347df32a8 no FastEthernet 0

VnajsneHue MocTa

UT06BI yAAJUTh MOCT, HEOOXOJUMO Has3HAUUTh TaK Has3blBaeMOTO «HacJaeJHUKa» - IP legatee
uHTepderic. Ilocie ypaneHHss MocTa HHTepemc-HacJeLHUK IIOJy4uT ero IP-agpec. Y mocra
MOJKeT OBITh TOJIBKO OJWH HacaeJHUK. EcM y MocTa, HeT HacjlefHUKa, TO er0 HeBO3MOXKHO
yaanuTh. Kak IIpaBHUiIo, HACIeJHUKOM MOCTa SBJIIE€TCHd TOT MHTeperc, KOTOPBIM HUCII0Ib3yeTCs
I/ HACTPOMKU 000py/f0BaHUS.

RAPIRA: interface Bridge @ ip legatee FastEthernet 0
Bridge legatee assigned.

RAPIRA: no interface Bridge 0

Bridge @ is removed.

g Hesb3ga 1oc/iefoBaTeNIbHO yAasaTh HHTepeMchl W3 TIPyHIIbl MocTa. MOXKHO
TOJILKO yJJaJIUTh CAM MOCT, TeM CaMbIM y/IaJIUB BCce HHTepP(EeChl U3 ero IPyIIIIbL.

IIpocMoTp cTaTryca MocCTa

IIpocMOTpeTH cTaTyc IPyNIibl MocTa M Tabuuiy MAC afpecoB MOXKHO C IIOMOIIBI0 KOMaH show
bridge-group u show interface mac-table:
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RAPIRA: show bridge-group 0

Bridge name Bridge ID STP Interfaces

Bridge 0 8000.06026f23138c no Wireless @
FastEthernet 0

RAPIRA: show interface Bridge @ mac-table

Interface MAC address Local Ageing timer
FastEthernet @ 0003.475f.4a5¢c No 0.75
Wireless 0 0011.95df.8870  Yes 0.00
FastEthernet @ 000e.ab1b.cef6 No 77.30
FastEthernet @ 0018.f3bc.dded Yes 0.00
FastEthernet @ 001b.6394.51b0 No 47.89
FastEthernet @ ©050.8b01.7b35 No 28.82
FastEthernet @ 0014.c2d8.8b3e No 126.81
FastEthernet @ 000d.293d.9%9e81 No 11.10
FastEthernet @ 0001.6cd2.f27a No 59.11

Crmmucok KoMaH[

interface {name} {index} bridge-group {bridge-group-index}
OnucaHue. /lo6aBieHre nHTepderica B TPYIIIy MOCTA.
IIpedpuxc NO. He ucrosb3yercs.

AprymMeHTEI.

bridge-group-index
HHpekc Bridge-mHTepdeiica, KOTOPBIM IIpeJBapUTeJbHO CJeyeT CO03[aTh, BK/IIOUUTH H
HaCTPOUTh, IIpe’Kze ueM L00aBJIATh 0T/eIbHbIe MHTePPENChl B €T0 IPYIIILY.

ITpumep 47. lobasieHue uHmepdgetica 8 cpynny mocma

RAPIRA: interface Bridge 0

Bridge @ has been created.

RAPIRA: interface Bridge @ ip address 192.168.0.1

Device 'Bridge @' address 192.168.0.1 netmask 255.255.255.0.
RAPIRA: interface Bridge @ no shutdown

Interface 'Bridge @' is up.

RAPIRA: interface Wireless @ bridge-group 0

Interface '"Wireless @' was added to the bridge group '0'.

interface {name} {index} ip legatee {legatee-name} {legatee-index}

Onucanue. HasHaueHue [P-HacsemHUKa Mocra. I[Ipu ymajeHHMH MOCTa HHTep¢erc-HacleTHUK
Iojy4aeT COOTBeTCTByroIHe IP-ampec M Macky. KomaHpa IIpUMeHMMa HCK/IHYHTEIBHO K
nHrepdeiicaMm Bridge.

IIpeduxc NO. OTkirroueHue IP-HaciIefHUKA

ApryMeHTEI.
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legatee-name

Hma uHTepdeiica-HacaegHUKa. HacjeqHUK 0J/DKeH 00513aTesIbHO BXOAUTH B IPYIILY MOCTA.
HeB03MO>XHO yaaauTh uHTepderic Bridge, eciiv B ero rpyniy 1o6aBaeHbl HHTEPPEUCHI, HO HET
HacJlegHUKa.

legatee-index

WHpaekc nHTepdelica-HacaeJHUKA.

ITpumep 48. HasHa4eHue IP-Hac/edHUKA MOCmMa

RAPIRA: no interface Bridge 0

Bridge 'Bridge @' doesn't have a legatee.
RAPIRA: interface Bridge @ ip legatee Wireless 0
Bridge legatee assigned.

RAPIRA: no interface Bridge @

Bridge @ has been removed.

show bridge-group [bridge-group-index]
Onucanme. [[pocMOTp YIEHOB IPYIIIIBI MOCTA.
IIpeduxc NO. He ucrosb3yercs.

AprymMeHTHI.

bridge-group-index
WH/IeKC IpyHIlbl MOCTA, KOTOPBIA HE0OX0AUMO IIPOCMOTPeTh. EC/IU apryMeHThI OTCYTCTBYIOT, TO
0TOOpa’karoTcs BCe TPYIIITHI MOCTA.

IIpumep 49. IIpocmomp U/1eHO8 2pynnevl Mocma

RAPIRA: show bridge-group 0

Bridge name Bridge ID STP Interfaces

Bridge 0 8000.06026123138c no Wireless @
FastEthernet 0

show interface {name} {index} mac-address-table

Onmcanue. [IpocmoTp MAC-aspecoB uHTepderica Bridge.
IIpeduxc NO. He ucronb3yeTcs.

ApryMeHTBI. ApTYMeHTHI OTCYTCTBYIOT.
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ITpumep 50. IIpocmomp MAC-adpecos npo3pauHo20 mocma

RAPIRA: show interface Bridge @ mac-table

Interface MAC address Local Ageing timer
FastEthernet @ 0003.475f.4a5¢c No 0.75
Wireless 0 0011.95df.8870  Yes 0.00
FastEthernet @ 000e.abl1b.cef6 No 77.30
FastEthernet @ 0018.f3bc.dded Yes 0.00
FastEthernet @ ©01b.6394.51b0 No 47.89
FastEthernet @ 0050.8b01.7b35 No 28.82
FastEthernet @ 0014.c2d8.8b3e No 126.81
FastEthernet @ 000d.293d.9e81 No 11.10
FastEthernet @ 0001.6cd2.f27a No 59.11

Hactporika VLAN

OO0I1IHe M0I0KEHUS

Hctionb3ys VLAN MOKHO C03ZaBaTh JIOTUYeCKHe I'PYIHIEI B ceTU. BupryanbHble VLAN ABJIAI0TCA
HeOTheMJIEMBIMU KOHCTPYKTHBHBIMH 3JIeMeHTaMK 2 YpOBHA, IIpu 3TOM Ioxcetu IP
IIPEeJICTaBJISA0T U3 Cebd KOHCTPYKTHUBHBIE 3JIeMeHThI 3 ypoBHs. VLAN co3zaroTcs s 06ecrieueHus
paspeseHHUs CeTH Ha CeIMEHTHI, KOTOPYI B TPagUIMOHHBIX LAN HacTpoMkax 006eCIleduBarOT
MapIIpyTHU3aTOPHI.

Kaxxgpiii VLAN mipezcTaBiisieT U3 cebOsl JIOTUYECKYIO CeTh U ITaKeThl, He OTHOCAIINeCS HU K OHOMY
n3 uMeronmxcsd VLAN 10JDKHEI IIepechlIaThCa yepes MapIipyTU3aTop.

IIpu HacTpo¥ke BUPTyaJabHBIX LAN ucnosbsyerca nmporokosi IEEE 802.1Q. IEEE 802.1Q mo6aBigeT
Ter K Ethernet ¢peiimam. Pybpuka 3arosioBok nakera IEEE 802.1Q comep>XUT 4-X GUTOBBIM TeT,
KOTOPBIN, B CBOIO OYepe/b, COCTOUT U3 2-0UTOBOI0O Tera uaeHTUdUKaTopa nporokosa (TPID) u 2-
6UTOBOIO Tera ynpasJdrolieit nHopMmanuu (TCI). TPID uMmeeT puKcupoBaHHOe 3HaueHUe 0x8100,
yKasbIBallllee Ha TO, UTO JJaHHBIM ITaKeT cofepKUT Ter 802.1Q. TCI BKIOUaeT B cebs cieAyrolye
3JIeMeHTHI:

* Tpex-6UTOBOE I10JIe IPUOPUTETA
* Mupukartop popmara (CFI) iiruHOM B OGUH GUT
* Vpentudpukarop VLAN mirHOM B ABeHaAaTs 60Ut (VID). Upentudunupyet VLAN, K KOTOpOMY

IIPHHaIJJIEXXKUT Kaap.

HuTepdericel VLAN cuctembl RAPIRA RS3 Bcerga mepegarT U IIPUHUMAIOT Kaipbl, CHa0KeHHbIe
TeroM. BuprtyasbHble LAN pa6oTtatoT Ha 2 ypoBHe mopenu OSI. Kaxkaeiii VLAN ycTaHaB/IMBaeT
COOTBETCTBHE C CEeTHbI0 MJIM II0[CeThbI0 IP, UTO BHeIIHe BBIIVIAAUT KaK BK/IIOUYeHHe B pabory 3
ypoBH:A. RAPIRA RS3 nopmepsxuBaeT 10 32 BUPTYaaIbHBIX LAN-UHTepdencos.

VLAN-uHTepdenchl MOXKHO cO3JaTh Ha (QU3UYeCKUX HHTepdeiicax Ha 6ase Eternet, Tuma
FastEthernet miu Wireless. Ilocie Toro, kak VLAN-tioguHTepdeiic co3gaH, MOXKHO HaCTPOUTH
I Hero IP-azgpec.
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ITpumep 51. CosdaHue noduHmepdgeiica VLAN

RAPIRA: interface FastEthernet 0.1 vlan 101
Interface 'FastEthernet 0.1' created.
VLAN ID: 101.
RAPIRA: interface FastEthernet 0.1 ip address 172.16.0.10/26
Device 'FastEthernet 0.1' address 172.16.0.10 netmask 255.255.255.192.
RAPIRA: show interfaces FastEthernet 0.1
FastEthernet 0.1 is down
Hardware address: 0003.47df.32a8 VLAN: 101
Internet address: 172.16.0.10 mask 255.255.255.192
broadcast: 172.16.0.63, MTU: 1500

VLAN-tioguHTepderickl MOryT paboTaTb B KaueCcTBe AaBTOHOMHBIX UHTepdercoB CeTH,
obecrieurBas TPaHCIOPTHUPOBKY IakeToB IP Mexxny BUpTyasabHBIMU ceTasMu VLAN. Kpome Toro,
cucteMa RAPIRA RS3 mos3BosigeT IIOCTPOUTH MOCTBI, MCIIOJIB3ysd HMHTepdeiticbl VLAN u SSID B
KauecTBe IIOPTOB MocTa (cMm. Hacrporika MHOXeCcTBeHHBIX SSID). O6e QYHKIIMHM MOXKHO
KOMOWHUPOBATh B OJJHOM U TOM >Ke MapLIpPyTH3aTOpe B 3aBUCUMOCTHU OT pelllaeMOM 3aZjayy, 4To
obecrreyrBaeT JOCTaTOYHO TMOKUU MeXaHU3M UHTEIPHUPOBaHUA CETH.

BapHaHT C UCII0JIb30BaHUEM MHOKeCTBeHHBIX SSID: Ha 6a30BOM CTaHIIUM HacTpauBaeM Wireless-
noguHTepderc ¢ ssid "test101”, Ha KIMEeHTCKOM cTaHIIUM UHTepderickl FastEthernet u Wireless
moMellaeM B IPO3pavyHbIi MOCT, IIpoItuchiBad "test101" B kauecTtBe SSID:

ITpumep 52. ITomeweHue VLAN 6 npo3pauHulil Mocm Ha 6a3080l CmaHyuu ¢ UCNO/Ab308aHUCM
MHOHCeCm8eHHbIX SSID

RAPIRA: interface FastEthernet 0.1 vlan 101

Interface 'FastEthernet 0.1' created.

VLAN ID: 101.

RAPIRA: interface Wireless @ type ap

Interface '"Wireless 0': type 'ap'.

RAPIRA: interface Wireless 0.1 ssid test101

Interface '"Wireless 0.1' created.

SSID 'test101' registered.

RAPIRA: interface Bridge 1

Bridge 1 has been created.

RAPIRA: interface Bridge 1 no shutdown

Interface 'Bridge 1' is up.

RAPIRA: interface Bridge 1 ip address 172.16.0.10/26

Device 'Bridge 1' address 172.16.0.10 netmask 255.255.255.192.

RAPIRA: interface FastEthernet 0.1 bridge-group 1

Interface 'FastEthernet 0.1' was added to the bridge group '1'.

RAPIRA: interface Wireless 0.1 bridge-group 1

Interface '"Wireless 0.1' was added to the bridge group '1'.

RAPIRA: show bridge-group

Bridge name Bridge 1id STP Interfaces

Bridge 1 8000.000347df32a8 0 FastEthernet 0.1
Wireless 0.1
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HaxkoHell, BO3SMOXHO TepMUHUpPoBaTh VLAN Ha 6ecIipoBOJHOM HUHTepdelice U IepeaBaTh Kaipbl
B ceTh 0e3 Tera CJeIyIIUM 00pa3oM: Ha 6a30BOM cTaHITUU UHTepdetickl FastEthernet u Wireless
IIOMeIllaeM B IIPO3pavyHbIN MOCT, Ha KJIMEHTCKHX YCTPOMCTBAX HacTpaWkBaeM COOTBETCTBYIOIIHE
Wireless-moguHTeppeMCchl U II0MelllaeM UX U IIPOBOJHOM HHTepdelic B IIPO3PavyHbIi MOCT:

ITpumep 53. [TomeweHue VLAN 8 npo3payHbwlil MOCM HA KAUEHMCKOU CmaHyuu 015 nepedayu 8 cemso 6e3
meza

RAPIRA: interface Wireless 0.1 vlan 101

Interface '"Wireless 0.1"' created.

VLAN ID: 101.

RAPIRA: interface Bridge 1

Bridge 1 has been created.

RAPIRA: interface Bridge 1 no shutdown

Interface 'Bridge 1' is up.

RAPIRA: interface Bridge 1 ip address 172.16.0.10/26

Device 'Bridge 1' address 172.16.0.10 netmask 255.255.255.192.

RAPIRA: interface FastEthernet @ bridge-group 1

Interface 'FastEthernet @' was added to the bridge group '1'.

RAPIRA: interface Wireless 0.1 bridge-group 1

Interface '"Wireless 0.1' was added to the bridge group '1'.

RAPIRA: show bridge-group

Bridge name Bridge 1id STP Interfaces

Bridge 1 8000.000347df32a8 0 FastEthernet 0
Wireless 0.1

BaojicHo:

Eciii BBl XOTHUTe IlepefaBaTh IIOMeUYeHHBble TeraMH KaJphl IIPO3PauHO MeXXIy

o ¢usuueckumu uHTepdericamu, To HET HEOBXOAMMOCTU co3gmaBath VLAN-
noauHTepdencel. Heo6Xomumo mpocTo nob6aButh uHTepderichl FastEthernet u
Wireless HertocpeZCTBEHHO K IIpO3payHOMY MOCTY.

BaoicHo:
o B Tom cayuae, eciu VLAN-moguHTepdelchl C03JaHbl Ha OeCcIpOBOJHOM
uHTepderice, OHU HCIOJb3YIOT SSID OCHOBHOIO 6eCIpOBOAHOIO HMHTepderica.

Jlorlo/THUTeIbHBIe ToAuHTepdetickl SSID He cHa6G>KeHBI TeTaMU.

CucoK KoMaH/[|

interface {name} {index} vlan {vlan-id}

Onucanue. Co3maHue nopuHTrepderica VLAN. M3MeHeHue Tera VLAN, eciiu nmoguHTepdeiic yxe
CYII[eCTBYeT.

IIpedpuxc NO. He ucrnosb3yercs.

AprymMeHTEI.
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vlan-id

Hpentupuxarop VLAN. /lomycTUMBIe 3Ha4YeHU: oT 1 10 4094.
CM. Taroke OOIIUe TI0JI0KeHUs

CM. TakKe HacTpoiika MHOKeCTBeHHEBIX SSID

QoS

[Ipouiepypa ImpuopuTesanuu Tpadpuka paboTaeT ciaeLyroiuM obpasoM. CHauajia OIIpefeJisieTcs,
SIBJIIeTCA JIU KaZp TeTHpoBaHHBIM (802.1q). Ecitu 1a, To mpropuTesanud ¢perMa OCYILeCTBIIIeTCS
Ha OCHOBaHUM IIPUOPUTETA, BHICTABJIEHHOI'O B Tere. EC/IM IPUOPUTET B Tere HYJIEBOM, TO CUCTeMa
npocMaTpuBaet mosie ToS ip-riakera.

Eciin Ter B KaZpe OTCYTCTBYeT, Cpasy ’Xe IIpocMaTpuBaeTcsd mosie ToS. 3HaueHUdA [OJIEU U
COOTBETCTBYIOII[MEe UM KaTeropuu TpadpukKa IpejcTaBaeHb] B TaOJIUIe.

Tabauua 8. 3HaueHue noas TCI 6 802.1q meeze.

1,2,3 CTaHZAPTHBIN TpaPuK
4 BUJIe0-TpapUK
5,6,7 T0JI0COBOM TpaduK

CM. TaKJKe winin

CootBeTcTBHe 3HaueHUs 11011 ToS (DSCP) kaTeropuu Tpadprka IIpe/icTaBIeHbl HIDKe:

TOS (DSCP) Priority
0 BK
1 BK
2 BK
3 BK
4 BK 4 reset to VO
5 BK 5 reset to VO
6 BK 6 reset to VO
7 BK 7 reset to VO
8 BK
9 BK
a BK
b BK
C BK creset to VO
d BK d reset to VO
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TOS (DSCP) Priority
e BK e reset to VO
f BK freset to VO
10 BK
11 BK
12 BK
13 BK
14 BK 14 reset to VO
15 BK 15 reset to VO
16 BK 16 reset to VO
17 BK 17 reset to VO
18 BK
19 BK
la BK
1b BK
1c BK 1creset to VO
1d BK 1d reset to VO
le BK 1le reset to VO
1f BK 1f reset to VO
20 VI
21 VI
22 VI
23 VI
24 VI 24 reset to VO
25 VI 25 reset to VO
26 VI 26 reset to VO
27 VI 27 reset to VO
28 VO
29 VO
2a VO
2b VO
2¢ VO 2c reset to VO
2d VO 2d reset to VO
2e VO 2e reset to VO
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TOS (DSCP) Priority
2f VO2 freset to VO
30 VO
31 VO
32 VO
33 VO
34 VO 34 reset to VO
35 VO 35 reset to VO
36 VO 36 reset to VO
37 VO 37 reset to VO
38 VO
39 VO
3a VO
3b VO
3c VO 3creset to VO
3d VO 3d reset to VO
3e VO 3e reset to VO
3f VO 3freset to VO

Hactpolika IP-mapamMmeTpoB

ITapamMmeTpsI uHTEepdeiica
Kaxxnpii muHTepderic ceTu B MapuipyTusaTope RAPIRA RS3 umMeeT cieyrolye rmapaMeTphl:

1. TP-agpec U ceTeBYIO MacKy
2. IIIUPOKOBeIllaTeJ bHbIN [P-ampec

3. pasmep MTU - MmakcuMaJIbHBIA pa3sMep 6/i0Ka B 6aiiTaX, KOTOPBIM MOJKeT OBITH IlepeflaH Ha
KaHaJIbHOM ypOBHe IIpoToKosa TCP/IP

IP address

interface {name} {index} ip address {ip-address} | ip-address/prefix | ip-address netmask}
[secondary]

OnucaHue. YkasaHue [P-azpeca ¥ ceTeBOM MacKu UHTeperica.
IIpepuxc NO. VraneHue IP-agpeca uHTepderica.

ApryMeHTEI.
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ip-address

IP-ampec nHTepdeiica.

prefix

ceTeBas MacKa C COKpallleHHOM HOTalluu (BLI6OPOYHO)

netmask

ceTeBasg MacCKa C CTaHJapTHOM HoTanuu (BBI60pOo4YHO).Ecim apryMeHTHI prefix MM netmask
OIIyII[eHbl, TO YCTaHaBJIUBAaeTCd CTaHAAapTHas ceTeBasg MacKa, COOTBETCTBYIOIIasd Kjaccy A, B
winu C B 3aBUCUMOCTH OT YCTaHOBJIEHHOTO [P-ampeca.

secondary

JloTIOJTHUTe/IbHOE KJII0UeBOe CJIOBO, YKasblBalolllee, YTO [o0aBisgeMbl IP-azmpec sBisgeTcs
nceBgoHUMOM. MapipytusaTop RAPIRA RS3 mopmepskuBaeT [0 16 BTOPHUYHBIX aJpecoB Ha
OJ{MH UHTepQecC.

ITpumep 54. Ykazarue IP-adpeca u cemegoil macku uHmepdgetica

Brl MOJKeTe yCTaHOBUTH HOBBIM azapec 192.168.0.1 ¢ ceTeBoit Mackou 255.255.255.0, ucronb3ysa
JIFOOYI0 U3 TpeX IIPUBEIeHHBIX HIDKe KOMaH/:

RAPIRA: interface FastEthernet 1 ip address 192.168.0.1

Device 'FastEthernet 1' address 192.168.0.1 netmask 255.255.255.0.
RAPIRA: interface FastEthernet 1 ip address 192.168.0.1/24

Device 'FastEthernet 1' address 192.168.0.1 netmask 255.255.255.0.
RAPIRA: interface FastEthernet 1 ip address 192.168.0.1 255.255.255.0

Device 'FastEthernet 1' address 192.168.0.1 netmask 255.255.255.0.
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ITpumep 55. lobas.ieHue 8mopuuHslx IP adpecos

RAPIRA: interface Wireless @ ip address 10.0.0.1

Device 'Wireless @' address 10.0.0.1 netmask 255.0.0.0.

RAPIRA: interface Wireless @ ip address 192.168.1.0/24 secondary
Secondary IP 192.168.1.0 netmask 255.255.255.0 was added.

RAPIRA: show interfaces

Wireless @ is up

Hardware address: 0002.6f23.138c

Internet address: 10.0.0.1 mask 255.0.0.0
broadcast: 10.255.255.255, MTU: 1500

Secondary address: 192.168.1.0 255.255.255.0

Type: station, SSID:"test", Mode: 802.11a

Speed: @ Mb/s (auto), Access point: Not associated
Channel: 56, Frequency: 5280 MHz, Tx-power: 16 dBm
RTS: off, Distance: 300, WDS: off, FastFrame: on
Burst: on, Compression: off, WMM: on, Beacon: 0
Antenna: auto, IEEE 802.11g Protection: none
FastEthernet @ is up

Hardware address: 0003.42df.32ac

Internet address: 192.168.0.5 mask 255.255.255.0
broadcast: 192.168.0.255, MTU: 1500

ITpumep 56. Yoanenue smopuunozo IP-adpeca

YTO0OH! yaIUTh KaKOM-TO OIIpe/ie/IeHHBIN IP-affpec M3 BTOPUYHLBIX a/ipecoB, ClIelyeT BBECTH ero C
IIpeHUKCOM no:

RAPIRA: interface Wireless @ no ip address 192.168.1.10
Secondary IP '192.168.1.10' was removed.

ITpumep 57. YoaneHue ocHosHo20 IP-adpeca

Ecsu yasieH 0oCHOBHOM IP-afipec, TO yAaIgrTCI U BCce BTOpUUHLBIe [P-anpeca.

RAPIRA: interface Wireless @ no ip address 10.0.0.1
A1l IP addresses of 'Wireless @' were cleared.

Aunamudeckuii IP-agpec (DHCP)

RAPIRA RS3 moppmep>kuBaeT suHaMuueckue IP-ampeca. /Ui aTUX ITejiei HUCII0JIb3yeTCs IIPOTOKOJI
DHCP. /lyi1 TOro, 4TO6BI 3allyCTUTh WJIKM OCTaHOBUTHL KyreHTa DHCP ucmosb3yeTcs cieayrolias
KoMaHza:

interface {name} {index} ip dhcp

Onucanue. 3anyck DHCP-kyiieHTa Ha ceTeBOM HMHTepderice. HeBO3MOKHO BBIIIOJHUTH JTAHHYIO
KOMaH/y I CyouHTepderica.
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IIpeduxc NO. OctanoB DHCP-ki1ueHTa.
AprymMeHTBI. ApTYMEHTEI OTCYTCTBYIOT.

IIpumep 58. 3anyck DHCP-kaueHma

RAPIRA: interface Wireless @ ip dhcp
DHCP client enabled.

RAPIRA: interface Wireless @ ip no dhcp
DHCP client disabled.

DHCP-kyineHT aBTOMaTU4YeCKU mosydaeT IP-azgpec, mMapuipyT 1o ymosyaHuiro U DNS-anmpeca ¢
cepBepa DHCP. Bce ykasaHHBIE AUHaMHUYECKHE ITapaMeTphl MO’KHO IIPOCMOTPETEH C IIOMOIIBI0
ceyrInuX KoMaHZ: show interfaces, show ip route u show ip name-server

IITupoxoBeaTeabHbIN IP-afgpec

KoMaH/ja ycTaHaBIUBaeT Ha UHTepdeiic MUpoKoBelaTebHbIN [P agpec. /151 MCIIOIB30BaHUS B
KayeCTBe IITMPOKOBEIaTeILHOTO a/ipeca MOKHO Ha3HAYUTh JIF000% IP-azmpec.

interface {name} {index} ip broadcast-address {broadcast-address}

Ommcanue. VYkasaHue [P-ampeca, KOTOPBIM [OJ/DKeH OBITH YCTAHOBJIEH B KaueCTBe IIyHKTA
HasHavyeHH B IITHPOKOBeIaTeJIbHBIX IIaKeTax.

IIpedpuxc NO. He ucrnosb3yercs.

AprymMeHTEI.

broadcast-address

[ITupokoBelaTeJabHBIN [P-afgpec uHTEpdetica.

ITpumep 59. YkazaHue wupoxosgeuiameibHo20 IP-adpeca

RAPIRA: interface FastEthernet 1 ip broadcast-address 192.168.255.255
Broadcast address is set to 192.168.255.255.

[Tocie u3MeHeHus IP-agpeca uHTepdelica cUCTeMa aBTOMaTHUYECKU MeHseT
o IIIUPOKOBeIllaTeJIbHBINM aZjpeCc Ha YCTAHOBJIEHHBIU II0 YMOJYaHUI [JI1 HOBOIO
¢dparmeHTa II0/[CETH.

Pasmep MTU

11 BBITIOJTHEHUSI TOUHOM HACTPOMKU IapaMeTpPOB CEeTH MOYKHO M3MeHUTh 3HaueHue MTU IP-
IIPOTOKOJIa MHTepdeiica ¢ IIOMOIILI0 KOMaH/bI:

interface {name} {index} ip mtu {mtu}

Omucanue. Hactpoiika pasMepa MTU Ha ceTeBOM HHTepderice.
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IIpeduxc NO. He ucrosnb3yercs.
ApryMeHTEI.

mtu

Pasmep MTU B 6ariTax. BO3M0>KHBIN [Halia3oH sHaueHUU oT 60 1o 1500.

ITpumep 60. Hacmpoiika pasmepa MTU

RAPIRA: interface FastEthernet 1 ip mtu 1400
MTU is set to 1400.

DNS

CIHCOK JOMeHHBIX UMeH B MapuipyTudaTtope RAPIRA RS3 coxpaHsieTcsd C IIOMOIIbI0 KOMaH/bI ip
name-server. KomaHia o6aBisseT HOBBIE 3aIIKMCH B CIIMCOK JJOMEHHBIX UMEH.

[IpocMOTpeTH COEPIKUMOE CITMCKA MO>KHO C IIOMOIIIBE0 KOMaHAbI show ip name-server.
ip name-server {ip-address}

Onucanue. /lo6aByieHue [P-agpeca DNS-cepBepa B CIIUCOK UMEH.
IIpedpuxc NO. VnasneHue IP-ampeca DNS-cepBepa U3 CIIMCKa UMEH.

AprymMeHTEI.

ip-address

IP-ampec DNS-cepBepa.
ITpumep 61. lobasieHue IP-adpeca DNS-cepgepa 8 cnuCoK UMeH

RAPIRA: ip name-server 10.0.0.2
Name server address added.

RAPIRA: no ip name-server 10.0.0.2
Name server address deleted.

show ip name-server

Onucanwue. IIpocMOTP CIIMCKA UMEH.
IIpedpuxc NO. He ucrosb3yercs.

AprymMeHTHI. ApTYMEHTEI OTCYTCTBYIOT.
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IIpumep 62. DNS - npocmomp cnucka umeH

RAPIRA: ip name-server 10.0.0.1
Name server address added.
RAPIRA: ip name-server 10.0.0.2
Name server address added.
RAPIRA: show ip name-server
Name server: 10.0.0.1

Name server: 10.0.0.2

NMsa nomeHa

NMs moMeHa — 3TO UM JIOKAJIbHOTO JOMeHa. bOoJIBIITMHCTBO 3aIlIpOCOB Ha UM€HAa BHYTPH NJaHHOTIO
AJOMEeHa MOTIYT IIOJIb30BATHCA OTHOCHUTEJILHO KOPOTKHMMH HMEHAMHU. Jltsa YCTaHOBKH JOMEHHOTIO
HMEHH HCIIOJIB3YeTCd CIIeAYIOIasd KOMaH/aa:

ip domain-name {name}
OmmcaHue. YKasaHHe HMeHH JIOKAJILHOTO JOMeHa.
IIpedpuxc NO. YiaseHHe UMeHHU JIOKAJIbHOIO JJOMeHa.

AprymMeHTEI.

name

WM J10KaJIBLHOTO JOMEHa.

IIpumep 63. YkasaHue umMeHU 10KAAbHO20 00MEHA

RAPIRA: ip domain-name my-domain.lan
New domain name: my-domain.lan
RAPIRA: no ip domain-name

Domain name cleared.

show ip domain-name

Onmcanwue. [IpocMOTP MMEHH JIOKAJILHOIO JOMeHa.
IIpedpuxc NO. He ucrionbayercs.
AprymMeHTBI. ApTYMEHTEI OTCYTCTBYIOT.

ITpumep 64. IIpocmomp umMeHU A0KAAbHO20 00MEHA

RAPIRA: show ip domain-name
Domain name: my-domain

MO’KHO Tak>Ke IIPOCMOTPETh UM IOMeHa, QUILTPYs JaHHbIe TeKyIero ¢aiaa KOHQUIYpaIlUH C
IIOMOIIBI0 IIOMCKOBOTO0 KyIro4a domain:
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RAPIRA: show running-config domain
ip
domain-name my-domain

HNMmsa xocta

M4 xocTa — UM4 JIOKAJILHOTO X0CTa. ITO CTpOKOBLIfI I/I,ZLeHTI/I(l)I/IKaTOp, YHI/IKaJILHLIfI B ITHaIla30He
JIOKAaJIbHOT'O IOM€EHaA.

ip hostname {name}

OnucaHue. YCTaHOBKA UMEHHU JIOKAaJIbHOTO X0CTa.
IIpedpuxc NO. VraseHre UMeHU JIOKaJIbHOTO X0OCTa.

AprymMeHTEI.

name

HWMs JT0KaJIBbHOTIO XOCTa.

IIpumep 65. Hacmpolika UMeHU A0KA/TbHO20 Xocma

RAPIRA: ip hostname my-host
Host name set.

RAPIRA: no ip hostname

Host name deleted.

show ip hostname

Omnucanue. [IpocMOTp KMEHH JIOKaJIbHOI'O XOCTa.
IIpeduxc NO. He ucrosb3yercs.
AprymeHTHI. ApTYMEHTBI OTCYTCTBYIOT.

IIpumep 66. [Ipocmomp uUMeHU A0KANbHO20 XOCma

RAPIRA: show ip hostname
Hostname: my-host

MO>KHO TakKKe IIPOCMOTPeTh HUMsI X0CTa, QUILTPYS AaHHBIE TeKyIero ¢aiiia KOHQUTypaIuu ¢
IIOMOIIIHI0 TIOMCKOBOTO KJTto4a hostn:

IIpumep 67. IIpocmomp UMeHU 0KATbHO20 Xocma 8 paiine KoH@pueypayuu
RAPIRA: show running-config hostn

ip
hostname my-host

Hactpoiika pajuomapuipyrusaropa — Hacrporika IP-nmapaMmeTrpos | CTp. 83



000 «HIIO PAITHPA» o RAPIRA RS3

Ta6smma ARP

Tabsniia ARP (IpoTOKOJIa paspelieHus afpecoB) IIPeACTaBJIsIeT U3 Ce6s1 Kelll, B KOTOPOM XPaHSATCSA
COOTBETCTBUA MeXJy ajpecaMu KaHaJabHOro ypoBHs (MAC) u azpecaMu ceTeBoro ypoBHH (IP).
OnepariioHHas cucTteMa coxpaHseT Kelll ARP B RAM, keIl MOXKeT JUHAMHUUYEeCKH OOHOBJIATHCS C
IOMOIIBI0 IPOoTOKOoJIa ARP. B TaGIUITy MOXKHO 00aBJISITh CTaTUUYECKUEe ITYHKTHL.

Jia HacTporku Tabsuibl ARP B mapiupytusatope RAPIRA RS3 HCHOb3yHTe CIIeYIOIIYEO
KOMaH[y:

ip arptable arp {ip-address} {mac-address}

OnucaHue. /lo6aBeHre HOBOM CTaTUYeCKOM 3aIIrcu B TabuIry ARP.
IIpedpuxc NO. VraseHue sanucu U3 Ta6IuIbl ARP.

AprymMeHTEI.

ip-address

IP-azpec HOBOI 3aTIUCH.

mac-address

MAC-azpec HOBOM 3aTIUCH.

ITpumep 68. YoaseHue 3anucu uz mabauyst ARP

RAPIRA: 1ip arptable no arp 83.166.121.12 000e.34b8.3345
Specify an IP address to delete an ARP record.

RAPIRA: 1ip arptable no arp 83.166.121.12

ARP record deleted.

ip arptable size {size}
Omucanue. YcTaHOBKA MaKCHMaJIbHOTO KOJIMYeCcTBa 3alrriceit B ARP-Tabiuile
IIpedpuxc NO. He ucrnosb3yercs.

AprymMeHTEI.

size

KosimuecTBO 3artvceit B TabJIHIle, BOSMOYKHBIM UariasoH ot 128 mo 8192.

IIpumep 69. Hacmpoiika MakcumMa/ibHo20 Koauvecmeaa 3anucetil 8 ARP-mab.auue

RAPIRA: ip arptable size 4096
New table size: 4096.

show ip arptable arp

Omnucanwue. IIpocmoTtp Kemra ARP.
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IIpeduxc NO. He ucrosnb3yercs.
AprymeHTBI. ApTYMEHTEI OTCYTCTBYIOT.

IIpumep 70. IIpocmomp kewa ARP

RAPIRA: show ip arptable arp

Address HWaddress Device

83.166.121.7 000e.ab1b.cefb FastEthernet 0
83.166.121.8 0001.6cd0.d7ea FastEthernet @
83.166.121.1 000d.293d.9e81 FastEthernet 0

show ip arptable size

Omnucanwue. IIpocMmoTp pasmepa kerrra ARP.
IIpedpuxc NO. He ucronbayercs.
AprymMeHTBI. APTYMeHTbI OTCYTCTBYIOT.

IIpumep 71. IIpocmomp pasmepa keua ARP

RAPIRA: show ip arptable size
ARP table size: 128

CTaTuuecKas MapIIPyTH3an¥s U IIUTI03 110 YMOTYaHHUIO0

JlJ1s1 ©U3MeHeHUsI TaGJIUIThI CTaTUUeCKON MapIIpyTHU3alluU CYIIleCTBYeT ABe KOMaH/bL: ip route U ip
default-gateway. ITepBast UCIOJIL3yeTCS [JIS YIIPaBJIeHHUS 3aIIUCIMHU B Ta6JIMIle MapIIpyTU3allny;
BTOpAs — /I YCTAHOBKH IILJIF03a 10 YMOJTYaHHIO.

YTo6bl H06ABUTHL HOBYI0 3allMCh B TAOJUIly MaplIpyTU3al[uH, CjlefyeT 3aJaTb CeThb IIYHKTa
HasHavyeHUs U JIUO0 U103, 160 uHTepderic. MOXKHO TakKe 3alaTh MeTPUKY. [Ipu 106aBIeHUU B
ceThb HOBOI'0 MapIIpyTa UCIIOJIb3yeTcsd ceTeBOM IP-ampec ¢ MacKoM 60 B CTaHZApPTHOM, JIU60 B
KOMITaKTHOM HOTAI[HUU.

ip route {ip-address netmask | ip-address/prefix} {gateway | interface} [metric]

Onucanue. /lo6aBeHHe CTaTUYECKOT0 MapIIpyTa.
IIpedpuxc NO. VrasieHre CTaTUYECKOr0 MapIIpyTa.

ApryMeHTEI.

ip-address

IP-azipec ceTH IIyHKTAa Ha3HAYEeHUS.

netmask

Macka cetu IIYHKTad Ha3HaAYeHUd (CTaHI[apTHaH HOTaLII/IFI).
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prefix

JITMHa MaCKH CeTH ITyHKTa HasHaueHUs (KOMIIaKTHAas HOTaIlus).

gateway

IP-azpec 1Iro3a.

interface

Ha3BaHue U HOMEP CETEBOTO UHTepeica.

metric

MeTpHKa.

ITpumep 72. Hacmpoiika cmamuueckoll Mapupymusayuu

RAPIRA: 1ip route 192.168.0.0 255.255.255.0 10.0.0.1
Static route added.

AbTepHAaTUBHBIN BapHUaHT:

IIpumep 73. Hacmpoiika cmamuyueckoil Mapupymu3ayuu - A1bmepHamueHblii 6apuaHm

RAPIRA: ip route 192.168.0.0/24 10.0.0.1
Static route added.

Ecsim uHTepdeiic ceTH IyHKTa Ha3HaueHWs1 He Ethernet, To BMmecTo IP-ajipeca OTHaJI€HHOTO
IIJTI03a MOYKHO Ha3HAUUTh UHTepdeic:

Ipumep 74. Hacmpolika cmamu4eckoll Mapupymusayuu - HasHadeHue uHmepdgeiica

RAPIRA: ip route 192.168.0.0/24 PPP 0
Static route added.

ip default-gateway {gateway}

OmnucaHue. YcraHOBKa [P-afipeca muIro3a 110 yMOJIYaHUIO.
IIpedpuxc NO. VraseHMe yCTaHOBJIEHHOTO 110 YMOJIYaHHUIO [IUII03a U3 TaOJIUIIBI MapIIPyTH3allHuH.
ApryMeHTEI.

gateway

IP-azgpec nIro3a.
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ITIpumep 75. YemaHoska IP-adpeca w/it03a no YMOAUAHUKO

RAPIRA: ip default-gateway 10.0.0.1
Default route changed.

RAPIRA: no ip default-gateway
Default route deleted.

show ip route

Onucanue. [IpocMOTpP TaOGIUITBI MapIIPYTHU3ALAH.
IIpedpuxc NO. He ucrosb3yercs.
AprymMeHTBI. ApTYMEeHTEHI OTCYTCTBYIOT.

ITpumep 76. IIpocmomp mabAulbl MAPWPYMUIAUULL.

RAPIRA: show ip route

Destination Mask Gateway Metric Iface
83.166.121.0 255.255.255.240 * 0 FastEthernet 0
192.168.0.0 255.255.255.0  * 0 Wireless @
default 0.0.0.0 83.166.121.1 1 FastEthernet 0

CtaTH4yeckue X0CThI

RAPIRA RS3

Tabuinily IIorcKa CTaTUYeCKUX XOCTOB MOXKHO HCIIOJIB30BAaTh Kak JoIojHeHHe K DNS. B ovinuue

ot DNS maHHas TabuIla KOHTPOJIUPYETCS aIMUHUCTPATOPOM MapIIpyTU3aTopa.

,Z[JIH YIIpaBJIEHUS Ta6HHHEﬁ CTaTHUYECKHX XO0CTOB HUCIIOJIB3YyeTCd CJIeAYIOIlasi KOMaH/1a:

ip host {ip-address} {hostname}

Omnucanue. /lo6aBieHre HOBOM 3aIIMCH B TaOJIMIy CTATUYECKUX XOCTOB.
IIpedpuxc NO. VraseHre 3alIUCHA U3 TaOJIUIIBI XOCTOB.

AprymMeHTHbI.

ip-address

IP-agpec xocTa.

hostname

M4 xocTa.

ITpumep 77. lobasieHUe HOBOU 3anucu 8 mabaAuly cmamu4eckux Xxocmoe

RAPIRA: ip host 192.168.0.3 my-static-host.lan

Static host record '192.168.0.3 my-static-host.lan' was added.
RAPIRA: no ip host my-static-host.lan

Static host record 'my-static-host.lan' was deleted.
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show ip hosts

Onucanue. [IpocMOTp TabJIUIIBI CTATHYECKHUX XOCTOB.
IIpedpuxc NO. He ucnosb3yercs.
AprymeHTBI. APTYMEHTBI OTCYTCTBYIOT.

ITpumep 78. IIpocmomp mabAulybl cmamuHeckKux Xxocmos.

RAPIRA: show ip hosts

IP address Host
192.168.0.1 my-static-host.lan
10.0.0.1 second-static-host.lan

DHCP-cepBep

O6u1as nHdopmanusa

Dynamic Host Control Protocol (DHCP) — IpOoTOKOJI AUHaMHU4YeCKOM KOHQUIYpaIuU XOCTa
II03BOJISIET aBTOMAaTH4YeCKM IIpHUCBaWBaTh MHOTOKPaTHO HCIIOJIL3yeMble [P-aspeca KiveHTaM
DHCP. RAPIRA RS3 1103B0OJISIET IIOJTHOCTHIO pean30BaTh GYHKITMOHAJIbHbBIE BO3MOKHOCTU CepBepa
DHCP.

basa maHHBIX cepBepa DHCP 1ipescraBiigeT co60i Hab0p MyJsI0B. KaXKAbIi IIyJI UMeeT YHUKaJIbHOe
uMs, IP agpec, ceTeBy10 MacKy U TUIL THII IIpe/icTaB/IeH JBYMs BapHaHTaMU: JIU60 CeTh JIUO0 XOCT.
IIysie1 OpraHu30BaHbl B BHJE JlepeBa, TaKUM 00pa3oM, YTOOBI IIPU HaJIUYUH eJUHOI'0 CeTeBOIO
ajgpeca IIyJael ¢ 6oJiee QJIMHHBIMH CeTeBBIMHM MacKaMH OKasaMCh BJIOKEHBI B IIyJIBI C OoJiee
KOPOTKMMH MackaMu. Hampumep, ceTeBoit IryJ1 p1 = 10.0.0.0/16 gBIgeTCI pogUTEIeM CEeTeBOI0
oyaa p2 = 10.0.0.0/24, a p2 ABIAeTCd AOYEPHHM 3jieMeHTOM Iryya pl. CeTeBrle IIYJBI p3 =
192.168.1.0/24 v p4 = 192.168.2.0/24 ABJIAOTCA 3/7IeMEeHTaMH OJHOI'0 YPOBHSIL.

I[TIysibl XOCTa BCerfa IPeACTaBIAT U3 cebs JIUCThA AepeBa. [Io yMO4YaHUIO IIyJIbl XOCTa UMEIOT
MackKy 255.255.255.255, 6irarogaps yeMy OHU SBJIAIOTCS JIMCThIMU CaMbIX Y3KHUX ITYJIOB CeTH. Ecau
YCTaHOBUTH MACKy CeTH, TO MOKHO IIOMEeCTHUTh IIyJI X0CTa B 60Jiee BHICOKHUE POJUTEJIbCKUE CEeTH.
Hampumep, eciy cyljecTByeT ABa Iysa ceTu: pp = 192.168.0.0/16 u p3 = 192.168.1.0/24, To 11y
xocta h1 = 192.168.1.101 gBisgeTca JOUEepHUM p3, a Iy xocta h2 = 192.168.1.102/16 gBisgeTrca
IOYEePHUM pp H3-3a MacKH CeTH.

[IpuMep JiepeBa ITyJa:
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-

|
cets"pp" 192.168.0.0 255.255.0.0

|
Fcetb"p3" 192.168.1.0 255.255.255.0

I
| Lxoct"h1" 192.168.1.101 255.255.255.255

|
|
|
|
I
| Fcerb"p4" 192.168.2.0 255.255.255.0
|
|
|

|
Lxoct"h2" 192.168.1.102 255.255.0.0

cetb"p1" 10.0.0.0 255.255.0.0

|
Lcets"p2" 10.0.0.0 255.255.255.0

JlouepHUe IIyJIbI HACIEAYIOT POUTENbCKUE TTapaMeTphl. [I09TOMY 06IIHe TapaMeTphl, K IPUMEDY,
IOMeHHOe HMs, Cjle[[yeT HacTpauBaTb Ha 0oJiee BBHICOKMX YPOBHSX JlepeBa. YHacjeJoBaHHbIE
IapaMeTphl MO>KHO IIOAMEeHSThb. Hampumep, ecyii IlapaMeTp OIpefieieH KaK B POAUTEIHCKOM
CeTH, TaK U B MOJICETH, TO JIJII XOCTOB IIOJICETH HUCITOIb3YeTCs OIpeiesieHUe IO/ICeTH.

ITapamMeTpsI myJIa:

* lease - Bpems cyurectBoBaHusg DHCP-myuia, 1o 8 mHelt

default-router - IP-azpec 111r03a 110 yMOJIYaHUIO, OITyCKaeTCs 10 8 aZjpecoB

* dns-server - anpec DNS-cepBepa, foIlycKaeTcs 0 8 aipecoB

* range - [uaIa3oH ceTeBhIX aipecoB DHCP-Iyiia, JaHHBIN TapaMeTp IBJsIeTCs 06513aTeIbHBIM

* mac-address - MAC-agpec xocta DHCP-11yJ1a, JaHHBIN IIapaMeTp SABJSETCS 0093aTeJTbHbIM
ITocsie Toro, xak cepBep DHCP BkiIroueH, IIyJIbl U AUAIIa30HbI CETHU CBSA3BIBAIOTCA C peabHBIMU
uHTepdericamMu ceTd. HecMOTpsi Ha TO, 4TO IpolleAypa OObeJUHEHUs B IIyJ aBTOMAaTHUYeCKU

IPOM3BOJUT KJIacCUPUKAIIHIO, BCe JKe peKoMeHAyeTcs Iiepen 3amyckomM DHCP cepBepa
CKOPPeKTHUPOBATh AUAa30HbI.
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IIpumep 79. Hacmpoiika cemegozo nyaa
RAPIRA: ip dhcp pool p1

RAPIRA: (dhcp-config): network 10.0.0.0 255.255.0.0
Pool"p1": network 10.0.0.0 255.255.0.0

RAPIRA: (dhcp-config): default-router 10.0.0.1 10.0.0.3
RAPIRA: (dhcp-config): dns-server 10.0.0.1 94.66.78.1

RAPIRA: (dhcp-config): range 10.0.1.10 10.0.1.120
Added range: 10.0.1.10 10.0.1.120.

RAPIRA: (dhcp-config): range 10.0.1.140 10.0.1.160
Added range: 10.0.1.140 10.0.1.160.

RAPIRA: (dhcp-config): exit

RAPIRA: (config): show running-config p1
ip

dhep

pool p1

network 10.0.0.0 255.255.0.0

range 10.0.1.10 10.0.1.120

range 10.0.1.140 10.0.1.160
default-router 10.0.0.1 10.0.0.3
dns-server 10.0.0.1 94.66.78.1

IIpumep 80. 3anyck cepsuca DHCP

RAPIRA: service dhcp
DHCP service enabled.
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ITpumep 81. Hacmpoiika nyaa xocma

RAPIRA: ip dhcp pool sue
RAPIRA: (dhcp-config): host 10.0.1.121
Pool "sue": host 10.0.1.121

RAPIRA: (dhcp-config): mac-address 00c5.45e3.112a
Pool"sue" mac-address: 00c5.45e3.112a

RAPIRA: (dhcp-config): exit
RAPIRA: show running-config sue
ip

dhep

pool sue

host 10.0.1.121 255.255.255.255
mac-address 00c5.45e3.112a

Ilys1 XocTa sue HUCIOJBb3yeTCd [JI CTaTUUYeCKOTO HasHaueHud I[P-agpeca 10.0.1.121 MAC-azgpecy
00c5.45e3.112a. Bce ocTaJbHBIE ITapaMeTphl, KaK HaIIpUMep, ajpeca IIUI03a II0 YMOJMYaHHUIO U
aznpec DNS-cepBepa, Hace[yr0TCd U3 I1yJjia ceTH pl.

Crmmucok KoMaH[

ip dhcp pool network

Onmcanue: Onpe/esieHUe THIIA I1yJla KaK ceTeBOM, HagHaueHUe [P-ajjpeca 1 MacKH.
[Ipeduxc NO: OrpenesieHre TUIIA ITyJIa Kak 'He onpeAenéH' (undefined).
AprymeHTsI:

* IP-azpec

e Macka

Obpamume gHUMAHUe:

VKasaHHe MaCKH BO3MOJKHO KaK B CTaHJApTHOM, TaK U B COKpAaIl[eHHOH
HOTAITUH.

ITpumep 82. OnpedeneHue cemegozo nyia (nepavle 08€ KOMaHObL FYHKUUOHATbHO UOEHMUUHDBL)

RAPIRA: ip dhcp pool p1 network 10.0.0.0 255.255.0.0
Pool"p1": network 10.0.0.0 255.255.0.0

RAPIRA: ip dhcp pool p1 network 10.0.0.0/16
Pool"p1": network 10.0.0.0 255.255.0.0

RAPIRA: 1ip dhcp pool p1 no network
Pool"p1": disabled
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ip dhcp pool host

Onucanue: OlpeJe/ieHHe TUIIA IIyJa KaK XOCT, Ha3HadeHUe IP-agpeca U (BHIGOPOYHO) MaCKHU.
Macka 110 ymosgaHuro: 255.255.255.255.

[Ipedukc NO: OrpeesieHHe TUIIA ITyJIa Kak 'He onpefaesieH' (undefined).
AprymMeHTBI:

* IP-azpec

* Macka

ITpumep 83. OnpedeneHue ny.1a XoCT

RAPIRA: ip dhcp pool h1 host 10.0.0.4
Pool"h1": host 10.0.0.4

ip dhcp pool range

Onucanue: /lo6aBieHMe pauamnasoHa afapecoB DHCP-kiimeHTa B ceTeBOM IIyJl. B0O3MO’KHO
nobaByieHHMe HECKOJbKHX JUalla3oHOB. ECIM yKasaHHBIM [HUalla30H IIepeceKaeTcs C yKe
CYII[eCTBYIOILIIUM - ZIaIia30Hbl aBTOMATUYECKU 00beIUHSIOTCS.

[Ipepuxc NO: Vpasenne DHCP-guanasoHa. CyljecTBYROIMe [AMalasOHbl aBTOMAaTHUYeCKHU
paszmessIIoTCd WX YCeKAKTCI B COOTBETCTBUY C apIYMEHTOM.

AprymMeHTBI:

* IlepsrIii [P-afpec fuamasoHa

* [Tocieguuii IP-agpec fuamnasoHa

ITIpumep 84. /lobasneHue duanasoHa adpeco8 DHCP-kaueHma

RAPIRA: ip dhcp pool p1 range 10.0.0.1 10.0.0.6
Added range: 10.0.0.1 10.0.0.6.

RAPIRA: 1ip dhcp pool p1 no range 10.0.0.3 10.0.0.4
Deleted range: 10.0.0.3 10.0.0.4.

RAPIRA: show running-config p1
ip

dhep

pool p1

range 10.0.0.1
range 10.0.0.5
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Obpamume gHUMAaHUe:

o [Iyapl XOCT WM HeOoNpeJeseHHBIM IIyJ MOIyT IIPUHUMATh HAaCTPOUKH
ouamnasoHa Jake YUYWTBHIBas, UTO HUKAKOro 3pQpeKTa AaHHOe [eHCTBUe He
BO3BIMeEET.
ip dhcp pool lease

Ommcanue: HacTpolika BpeMeHH cyliecTBoBaHUA DHCP-miysia B JHAX, yacaX M MUHYTaX, JIUOO
6eccpoyHO (infinite).

[Ipedukc NO: YcTaHOBKa BpeMeHHU cylecTBoBaHUsA DHCP-11ys1a Kak 6eccpouHo (infinite).
AprymMeHTHI:

» /lHu, m60 - 10 7, 1160 infinite (6eccpouno)
* Yacsl (Bb1I60pOYHO), OT 0 10 23

* MUHYTHI (BEIOOPOUYHO), OT 0 710 59

IIpumep 85. YemaHosKka gpemeHu cyuecmeosarust DHCP-nyaa
RAPIRA: ip dhcp pool p1

RAPIRA: (dhcp-config): lease 0 12 0
Pool"p1": lease time is set to 43200 sec

RAPIRA: (dhcp-config): lease infinite
Pool"p1": lease time is set to infinite

ip dhcp pool default-router

Onmucanwue: YcraHoBKa [P-agpeca niurro3a 1mo ymosrgyasuio i1 DHCP-KIMeHTOB.
[Ipedpurkc NO: VraseHue IP-aspeca 1rosa 1o ymoadaHuio s DHCP-KIreHTOoB.
AprymMeHTBI:
» Jlo 8 IP-azipecosB IIIIO30B.
ITpumep 86. Yemanosxa IP-adpeca wi103a no ymoadarutro 019 DHCP-kaueHmos
RAPIRA: ip dhcp pool p1

RAPIRA: (dhcp-config): default-router 10.0.0.10 10.0.0.11

ip dhcp pool dns-server

Omnucanue: YcraHoBKa IP-agpeca DNS-cepBepa g1 DHCP-K/IMeHTOB.

[TIpedukc NO: Vnanenue IP-agpeca DNS-cepBepa m1a DHCP-K/IMeHTOB.
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AprymMeHTBbI:
» Jlo 8 IP-axpecoB DNS-cepBepoB.

ITpumep 87. Yemanosxa IP-adpeca DNS-cepgepa 015 DHCP-K/ueHmo8

RAPIRA: ip dhcp pool p1

RAPIRA: (dhcp-config): dns-server 10.0.0.100 10.0.0.101

ip dhcp pool mac-address

Omnucanue: YcraHoBka MAC-azpeca 1 I1yJia XOCT.
[Ipeduxc NO:Vrasnenue MAC-agpeca AJjs mysa XocCT.
AprymeHTsI:

* MAC-azpec
ITpumep 88. Yemaroeka MAC-adpeca 0419 nyaa

RAPIRA: ip dhcp pool sue

RAPIRA: (dhcp-config): mac-address 00c5.45e3.112a
Pool"sue" mac-address: 00c5.45e3.112a

Obpamume gHUMAHUe:

o [Iysel network (cers) mim undefined (He ompeaesnéH) MOTryT OpPUHUMATh
HacTpoMku MAC-afpeca, [Ja’ke Y4UWUTBHIBas, YTO HHUKaKOro spdekra [gaHHOe
IleiCTBUe He BO3bIMeeT.

Firewall u NAT

CIuCcKu KOHTPOJIS AOCTyIIa

Crrcku KoHTpoJid gocryta (Access Control Lists — ACLs) mapmipytusaTopa RAPIRA RS3 1103BOJISIIOT
IIPOITYCKATh MJIN OTKJIOHATH ITaKeTHl, IIOCTYIIAIOIye C OlIpeesleHHBIX IP-afpecoB oTIpaBUTEIA
Ha oIlpefesieHHble [P-asmpeca MIM IIOPTHEI Iojaydaresd. OHM Takyke II03BOJIIIOT HasHauvaThb
passnuHble TUIBI TpaduKa, Kak HarrpuMep, ICMP, TCP mau UDP.

TunuuHas 3anrch ACL BKIro4aeT B ce0s1 UeThIpe OCHOBHBIX YaCTH:

* Identifier (uaenTudukarop) crmcka ACL - [TOJIOKUTEJNbHOE IIeJIoe  YHCJIO,
UaeHTUUIIMPYIOIee CIIMCOK. HoBbIe 3aIIMCH T00aBJISIOTCS B KOHEI] CITHCKA.

* Action (geiictBue) Ha maHHBINI MOMEHT BO3MOJKHBI [IBA [eMCTBUS: pa3pelluTh (permit) u
OTKJIOHUTH (deny).
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* Source (MCTOYHHMK) — yKa3blBaeT XOCT WJIM CETeBOM ajipec, II0CJie KOTOPOT0 OIIMOHAJIbHO
ykasbiBaeTcd TCP viu UDP mopT.

* Destination (mosyyartesb) — mapaMeTp HJET IIOCJIe Source U UMeeT TOT >Ke caMblii popmar
(mopo6HOe omrcaHue GopMaTa CM. HIDKE).

3almch TakKKe MOXKeT COomep>KaThb HECKOJIBKO Heo0s13aTeJILHBIX I10JIe:

 Tum nmpoTokoJia, BO3MOKHbIe 3HaUeHUs: icmp, tcp wiu udp.

* CocTosiHMEe COeJUHEHUsI, BO3MOKHbIe 3HAaUeHUS: new (HoBoe), established (ycTraHoB/1eHHOE)
unu related (cBsI3aHHOe C Yy)Ke YCTaHOBJIEHHBIM coeauHeHueM). POC RAPIRA RS3
OpUMeHseT THII MHOTOYpOBHeBoro OpaHamayaspa SPI (stateful packet inspection), T.e.
OTCJIe’KUBaeT IIaKeTbl B KOHTEKCTe IIPeABbIAYIIUX COeNVHEeHUN MeXXAy TeM >Ke CaMbIM
UCTOYHUKOM M IIojJy4aTesieM. MOXHO KOMOWHHPOBATh KJIKOUEBBIE CJI0Ba COCTOSHUS
(coemyHEeHUS) B OTHOM U TOM >Ke 3arricu ACL, OTHesIsIsI UX 3aIISITOM («,»).

C yueTOM BHIIIIEN3JI0>KEHHOT0, KoMaH1bl ACL UMeIoT cileIyIoniuil popMar:
access-list {id} {permit | deny} [protocol] {source} {destination} [state state]

[Ipoxopdiye IaKeThl CPaBHUBAKOTCA C 3amucaIMHU crrcka ACL B TOM IIOps/iKe, B KaKOM 3TH
3alMCH IIOSIBJIAIOTCI B cOucKe. HoBBle 3amucu [o00aB/SIIOTCI B KOHeI[ cHoucka. Korga
COOTBETCTBYIOIIlAA 3allUCh Hal/eHa, K IIaKeTy HeMeJJIeHHO IIPpUMeHseTCs [eHCTBHe: JIHUO0
paspemuTh (permit) — 60 OTKJIOHUTH (deny) IIpoxoskaeHUe mMakera. I[loaToMy cienyeTr
II0CTaBUTh 4aCTO yIIOTpebssieMble 3alIMCH B Ha4daJslo CIIMcKa. Kpome aToro, 1ocjefHel 3alichbio B
ACL crmcke OJDKHA CTOSTH IIOJIUTHKA 110 YMOJYaHUI0, KOTOpasl 6JI0KUPYeT UJIU IIPOITyCKaeT BCe
He COOTBETCTBYIOIIIME CITUCKY ITaKeThL.

CunenmudukaTopsl IapaMeTpPoB source u destination

Kaxkmas sammck ACL MO’KeT COOTBETCTBOBATH HMJIM aJipecy XOCTa WJIM I'pyIllle aapecoB. B ciyuae
OJTHOI'0 XOCTa, CJIe/lyeT MCII0JIb30BaTh KI4YeBoe ca0BO host + IP-axpec. I'pymiy agpecoB MOXKHO
OITMCaTh C IIOMOIIbI0 IP- afipeca ¥ IIepeBepHyTOM MAacCKH CEeTH.

ITocste 3TOTO0 MCTOYHUK U KOHEYHBIM ITYHKT MOKHO OIIMCATh O0Jiee TOUHO, HMCII0JIb3ys HOMeEp
IIOpTa C COOTBETCTBYIOIIIUM OIIEPAaTOPOM CpaBHEHUS.

* eq - "paBHO"

* neq - "He paBHO"

* It - "MeHbIIIe YeM"

* gt - "6osbllIe yeM"
HaxkoHeIl, KJIr0ueBOe CJIOBO any HCIIOJIL3YeTCs, eCJId He06X0QUMO paspelluTs 6ol IP-agpec u
IIOPT.
Tabauua 9. ITepeveHb cneyu@uKkamopos

T dopmar

OIMHOYHEIH afipec host {ip-address} [eq | neq | 1t | gt port]
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T dopmar
['pyIIa aJpecoB {ip-address} {wildcard} [{eq | neq | 1t | gt}
port]
JIroboi1 agpec ¥ IIopT any

CBsi3pIBaHMeE CIIHMCKaA JOCTyIIa

YTo6hl aKTUBUPOBAaThb ACL -CIIMCOK, ero HeoO6XO[MMO CBsI3aTh C CeTeBBIM HHTepdercoM IIpU
TIOMOIITY CJIe/IyIoIe KOMaH/IbL:

interface {name} {index} access-group {ACL -id} {in | out}

IIpuMepsI HACTPONKH

ITpumep 89. ACL - no/iHblil 3anpem npoxoxcoeHust mpagpuxa

access-list 100 deny any any
interface FastEthernet @ access-group 100 in
interface Wireless @ access-group 100 in

IIpumep 90. ACL - paspewuums TCP

access-list 100 permit tcp any any
access-list 100 deny any any

interface FastEthernet @ access-group 100 1in
interface Wireless @ access-group 100 in

ITpumep 91. ACL - paspewwums TCP 024 yKasaHHOIU nodcemu

access-list 100 permit tcp 192.168.1.0 0.0.0.255 any
access-list 100 deny any any

access-list 101 permit tcp any any state established,related
access-list 101 deny any any

interface FastEthernet @ access-group 100 1in

interface Wireless @ access-group 101 in

IIpumep 92. ACL - omkpsims pas/iuvHbsle TCP-nopmbl

access-list 100 permit tcp 192.168.1.0 0.0.0.255 any eq 80 state new
access-list 100 permit tcp 192.168.1.0 0.0.0.255 any eq 110 state new
access-list 100 permit tcp host 192.168.1.25 any eq 25 state new
access-list 100 deny any any

access-list 101 permit tcp any any state established,related
access-list 101 deny any any

interface FastEthernet @ access-group 100 in

interface Wireless @ access-group 101 in
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Obpamume gHUMAaHUe:

o O6bpiyHO mpaBuiaa TCP  OTMeHSIOTCI IIPAaBUJIOM, paspelIaroluM  BCe
yCTAaHOBJIEHHbIE U CBSI3aHHBIE JIPYT C APYTOM I1aKeThbl. B 60JBIIMHCTBE CIydaeB
9TO0 HEOOXOUMO IS YIIpaBJIEeHUs CoeJUHeHUIMU IpoToKoJsia TCP.

IIpocmoTtp cricka ACL
Komanpa show access-1ist BEIBOZUT Ha 3KpaH CoZleprKaHUe CIIMCKA KOHTPOJIS JOCTYIIOM.
show access-list [list-id]

IIpumep 93. IIpocmomp ACL

access-list 100 permit tcp 192.168.1.0 0.0.0.255 any eq 80 state new
Rule added to access list '100'.

RAPIRA: access-list 100 permit tcp 192.168.1.0 0.0.0.255 any eq 110 state new
Rule added to access list '100'.

RAPIRA: access-list 100 permit tcp host 192.168.1.25 any eq 25 state new
Rule added to access list '100'.

RAPIRA: access-list 100 deny any any

Rule added to access list '100'.

RAPIRA: access-list 101 permit tcp any any state established,related
Rule added to access list '101'.

RAPIRA: access-list 101 deny any any

Rule added to access list '101'.

RAPIRA: show access-list

access-list 100

deny tcp any any

permit tcp 192.168.1.0 0.0.0.255 any eq 80 state new

permit tcp 192.168.1.0 0.0.0.255 any eq 110 state new

permit tcp host 192.168.1.25 any eq 25 state new

deny any any

access-list 101

permit tcp any any state established,related

deny any any

RAPIRA: show access-list 101

access-list 101

permit tcp any any state established,related

deny any any

NAT

[IpeobpasoBaHue ceTeBBIX azapecoB (NAT, Network Address Translation, BTopoe HasBaHUe -
Network Masquerading) — sTo MeTOJI IIpUEMO-TIepelaui TpadrKa I10 CeTH Uepe3 MapIIIpyTU3aTop.
NAT BxuIroyaeT B cebsg TpaHC/AAMIO [P-afipecoB MCTOYHWKA WM IIOJydaTessd, a TakkKe (Kak
npaBuio) HoMmepoB TCP/UDP moproB IP-llakeTOB II0 Mepe HX IIPOXOXKIOEHUSA B CeTH.
MapipytusaTop RAPIRA RS3 TpaHcaupyeT Kak afpeca mmosaydaress (destination), Tak 1 ajfpeca
uctouHuka (source) - coorseTcTBeHH0 DNAT 1 SNAT.
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SNAT 3aMmeHseT ajipec UICTOUYHHKA I1aKeTa OIIpe/iesieHHBIM IP-amjpecoM. B GOJIBIIIMHCTBE CJIy4aes,
OIlpe/le/IeHHBIM ajZpec - 3TO OJUH M3 CeTeBBLIX aJ[pecoB MHTepderica MaplupyrusaTopa. MHorga
azpec MapuIpyTusaTopa ABJadeTcd IUHAMHUYeCKUM. B 3ToM ciiydyae B MOMEHT HacTPOuKU NAT oH
HeusBecTeH. B gorosiHeHHe K SNAT u DNAT mapurpytusaTtop RAPIRA RS3 mpejiaraeT OIILIHIO,
HasbpiBaeMyrw MACKAPA/IMHIOM - oHa aBTOMAaTHUYeCKU TIO/ICTABJISIET TEKYIUN ajpec
uHTepderica ceTH BMeCTO ajipeca NUCTOYHHUKA.

IIpaBuia DNAT, SNAT 1 MacKapaJUuHT MO>KHO OITMCaTh C IIOMOIIbI0 KOMaH/AbI nat-list. CHHTaKcuC
KOMaH/Ibl OYeHb II0X0’K Ha CUMHTaKcUcC crrcka ACL. Kaxxzmas sanuch B NAT uMeeT uieHTUGUKATOP
CIIMCKa, JeMCTBHe, HICTOYHHUK U II0JIydyaTesd. Pasjmuyue COCTOMT B TOM, UTO IIpaBUjIa snat 1 dnat
HMeEIOT JIOIOJHUTEJBHBIM pasfesa to, B KOTOPOM OITHMCBIBAIOTCS afpec MJIX [HAalla3sOH aJpecos,
KOTOpPBIE UCII0JIb3YyeTCs [JI TPaHCIALMU. Pasies to MOYKHO TaKyKe UCII0Ib30BaTh /I TOI'0, YTOOBI
ykasaThk Te opThl TCP/UDP, KoTOpble HE06X0AMMO IIOMECTUTEL B TPAHCIHMPyeMBble IIaKeThI.

nat-list {id} {snat | dnat} [protocol] {source} {destination} to {new-address-or-range} [eq |
1t | gt port]

nat-list {id} {masquerade} [protocol] {source} {destination} [eq | 1t | gt port]
J17151 TOoro UTO6BI CITcOK NAT 3apa60Tajt, OH 0/DKeH OBbITh IPUCOeTUHEH K CeTeBOMY UHTepdecy:

interface {name} {index} nat-group {list-id}

o BaoicHo:
KaxapIii ceTeBOM HHTepeC oA ep KUBaeT TOJIbKO OUH CITMCOK NAT.

IIpuMepsI HACTPOMKH

ITpumep 94. Hacmpoiika NAT

1. B ToM ciayyae, eciu yacTHasg ceTb 192.168.1.0/24 mopcoenuHeHa K FastEthernet 0, a
6ecripoBoiHOM MHTepdetic Wireless 0 nmeeT BHelrHUM ajpec 10.0.0.1, To MOYKHO BKJIHOUYUTH
SNAT nono6HBIM 06pa3oM:

nat-list 110 snat 192.168.1.0 0.0.0.255 any to 10.0.0.1
interface Wireless @ nat-group 110

2. Ecyii BHeIlTHUM afjpec UHTepelica HeU3BeCTeH:

nat-list 120 masquerade 192.168.1.0 0.0.0.255 any
interface Wireless @ nat-group 120

3. Ecii y 4yaCcTHOM CeTH MMeeTCsl BHYTPeHHUU Beb-cepBep 192.168.1.10 U K HeMy He0O6X0IHUMO
IIpeIoCTaBUTH TOCTYII:
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nat-list 120 dnat any any eq 80 to 192.168.1.10 eq 80
nat-list 120 dnat any any eq 443 to 192.168.1.10 eq 443
nat-list 120 dnat any any eq 8080 to 192.168.1.10 eq 8080
interface Wireless @ nat-group 120

IIpocMmoTp cricka NAT
KoMmanzia show nat-list BEIBOJUT Ha 9KpaH cofiep>Kumoe cricka NAT:

show nat-list [list-id]

PPP

O61mas nHGopmanus

Mapurpytusatop RAPIRA RS3 moazepskuBaet 40 10 mmapasiie/IbHBIX COeJUHEeHUHN KIHeHTOB TOYKa-
Touka (PPP). Kaxkmoe coemyvHeHMe MO’KHO HaCTPOUThL CHavasa B pasfese interface, a 3ateMm
YCTAaHOBUB COOTBeTCTBYIOINMM TUII (PPP) 1 nHAeKc uHTepderica. PPP B mapiipyrusatope RAPIRA
RS3 ucnosb3yeTcs B KauecTBe TPaHCIIOPTA [JIA IIPOTOKoJIa IP U mmoamep’kKuBaeT WHKAIICYJIALTHIO
PPTP u PPP over Ethernet.

it obecrieyeHus PPP coeMHEeHHsS C CepBEpPOM JOCTyHa KaKAbI PPP-uHTepdeiic mMeeT Kak
MUHUMYM TpPHA HeOOXOJUMBIX YCTaHOBKM: HWHKAIICyJdalug (encapsulation), aBTopusaus
(authentication) u Ha6bop MaHgaToB (credentials) - paaa aBTOpusanuu. HHKaICYJIAIIUA
yCTaHaBJIUBaeTCs C IIOMOIBI0 KOMaH7, interface pptp wiaH interface pppoe, 3a KOTOPBIMHU CJIeLYIOT
KOHKpeTHbIe IlapaMeTpbl WHKAIICYJIAIIUU. ABTOpPHU3alied MOKeT OBITh OWH U3 CJIEeAYIOIUX
nporokosioB: PAP, CHAP, MSCHAP wim MSCHAPv2Z. Hexotopsle PPP cepBeprl gocTyma MOTYT
TaK>Ke II0Tpe6oBaTh IPOTOKOJI MPPE.

Y, HakoHell, B HAa60p MaHZaTOB BXOAUT identity u password.

[Tocsie HAaCTPOMKU BCeX HEOOXOAMMBIX YCTAaHOBOK, MHTepderic PPP aBTOMaTH4YeCKH HayUHAET
yCTaHAaBJIUBaTh IIPOOHBIE COEJUHEHUS C yhaJeHHbIM PPP-koHIleHTpaTOpoM. BBl MOKeTe
OTMEHUTh aBTOCOeAWHEHUe, BhIOpaB KOMaHAY N0 connect MM 3allyCTUTh €ro C IIOMOIIbIO
KOMaHJEBI connect.

[Tocsie ycIielrHoOM ycTaHOBKH PPP-coequHeHUs, 3aIlyCKaeTCd IIPOIlecC JIOKAJIBHOIO COeqVHEeHUS
TOYKA-TOYKa, IIPU 3TOM yJaJIeHHBIN [P-asipec CIy>KUT MapIIpPyTOM II0 YMOJIYaHHUIO U IIPHHUMAaeT
azpeca, JAUHAMHWYECKU IIPUCBOEHHBIe yaajeHHBIM DNS-cepBepomM. MOXHO H3MEHHUTH
IIpeyCTaHOBJIEHHOE II0 YMOJIYaHUI0 II0BeJleHHe, MCII0JIb3ysd KoMaHAbl interface ip no default-
gateway " interface ip no name-servers.
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RAPIRA: interface
Interface 'PPP 3'
RAPIRA: interface

RAFIRA RAPIRA RS3

ITpumep 95. HHmepdgetic PPTP

PPP 3
has been created.
PPP 3 no connect

PPP autoconnection disabled.

RAPIRA: interface

PPP 3 pptp pptp.example.net

PPTP encapsulation enabled.

Using server pptp.

RAPIRA: interface

example.net.
PPP 3 authentication identity DOMAIN\0@334

Using identity 'DOMAIN\0@334'.

RAPIRA: interface
Password has been
RAPIRA: interface
MSCHAPv2 enabled.
RAPIRA: interface
MPPE enabled.

RAPIRA: interface
PPP default route

PPP 3 authentication password eeoiu3098
saved.
PPP 3 authentication mschap-v2

PPP 3 encryption mppe

PPP 3 ip no default-gateway
disabled.

RAPIRA: show running-config

I
interface PPP 3

interface PPP 3
no connect

pptp pptp.example.net

authentication

identity DOMAIN\00334
password eeoiu3098

mschap-v2
encryption
mppe
ip

no default-gateway
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ITpumep 96. HHmepdgeiic PPOE

RAPIRA: interface PPP 3

Interface 'PPP 3' has been created.

RAPIRA: interface PPP 3 pppoe FastEthernet @ STREAM
PPPoE encapsulation enabled.

Using interface FastEthernet 0.

RAPIRA: interface PPP 3 authentication identity ppp0989330@mtu
Using identity 'ppp0989330@mtu’.

RAPIRA: interface PPP 3 authentication password 90I39foi
Password has been saved.

RAPIRA: interface PPP 3 authentication chap

CHAP enabled.

RAPIRA: show services

Name Enabled Running
Connector PPP 2 No No
Connector PPP 3 Yes Yes

RAPIRA: show running-config
!
interface PPP 3
interface PPP 3
pppoe FastEthernet @ STREAM
authentication

identity ppp0989330@mtu

password 90I39foi

chap
!

RAPIRA: no interface PPP 3
Interface 'PPP 3' has been removed.

Cucox KoMaH/[

interface {name} {index} pptp {pptp-server}

Onmucanue. BkiroueHre PPTP-UHKaICYyJIAIUN.
IIpedpuxc NO. BrikiaroueHre PPTP-UHKAIICYJISAITUU.
AprymMeHTEI.

pptp-server

IP-agpec manu M4 xocta PPTP-cepBepa, ¢ KOTOPBIM IIPeAIIoIaraeTcsa CoeJuHeHHe.
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IIpumep 97. BkaroueHue PPTP-uHKancyasyuu

RAPIRA: interface PPP 1 pptp pptp.example.net
PPTP encapsulation enabled.
Using server pptp.example.net.
RAPIRA: interface PPP 1 no pptp
PPTP encapsulation disabled.
interface {name} {index} pppoe {interface-name interface-index} [access-concentrator [service]]

Onucanue. BkiroueHre PPPoE-MHKAICYIAITUN.

IIpedpuxc NO. BrikiaroueHre PPPOE-UHKAIICYJISITUN.

AprymMeHTEI.

interface-name

HM4a Toro uHTepdeiica Ha 6a3e Ethernet, KoTopslii IIpeAIIosIaraeTcs UCI0JIb30BaTh 11 PPPOE.
MoryT 65ITh UCII0Ib30BaHbI MHTepdelichl: FastEthernet u Bridge.

interface-index

HHpekc Ethernet-u"tepderica.

access-concentrator

HpenTudukaTtop KOHIeHTpaTopa poctyma PPPoE. /[laHHBIM napamMeTp HeoOXOJUMO
HUCII0/Ib30BaTh, €CJIM BHIOPaHHBIN cerMeHT Ethernet MeeT MHOIO KOHIIEHTPATOPOB.

service

HUpentudukatop cepBuca PPPoE. /JlaHHBIM HIapaMeTp HeOOXOAMMO HCIIOJIb30BaTh, €CIHU
BBIOPaHHBIN KOHIIEHTPATOP AOCTYIIa BBIIIOJIHIET MHOKeCTBO CEPBHCOB.

IIpumep 98. BkaroueHue PPPoE-uHKancyasuuu

RAPIRA: interface PPP 1 pppoe FastEthernet @ STREAM
PPPoE encapsulation enabled.

Using interface FastEthernet 0.

RAPIRA: 1interface PPP 1 no pppoe

PPPoE encapsulation disabled.

interface {name} {index} authentication identity {login}
Ommcanwue. HacTtpoiika j1oruHa PPP-ayTeHTUQUKAITA Y.
IIpeduxc NO. VoasneHue sorvHa PPP-ayTeHTUUKAITUH.

ApryMeHTEI.

login

VKkasaHue JIOTUHA aYTeHTI/I(l)I/IKaHI/II/I.
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ITpumep 99. Hacmpoiika si02uHa PPP-aymenmugukayuu

RAPIRA: interface PPP 1 authentication identity pango
Using identity 'pango’.

RAPIRA: interface PPP 1 authentication no identity
Identity has been cleared.

interface {name} {index} authentication password {password}

OmnmcaHue. YKaszaHue 11apoJid PPP-ayTeHTUQUKAITNN.
IIpedpuxc NO. YaaseHue napoJit PPP-ayreHTUQUKAIIUN.

AprymMeHTHbI.

password

BBoj mapoJis ayTeHTUQUKAITUHU.

ITpumep 100. YkazaHue napossi PPP-aymenmuguxayuu

RAPIRA: interface PPP 1 authentication password 508.drill?door
Password has been saved.

RAPIRA: interface PPP 1 authentication no password

Password has been cleared.

interface {name} {index} connect

Onucanue. BkiroueHre PPP-aBTOCOEIUHEHUS.

IIpedpuxc NO. OtkiaroueHue PPP-aBTocoequHeHUs. [10 yMOTYaHUIO JaHHBIM IIapaMeTp BKIIOYEH.
CocTosgHMe, KOIZla aBTOCOeAMHEHHWEe BBIKIIYEHO, MOXKHO IIPOCMOTPETh TOJIBKO IIPU IIPOCMOTpE
running-config.

AprymMeHTHI. ApTYMEHTEI OTCYTCTBYIOT.

ITpumep 101. BkaroueHue PPP-asmocoeduHeHuUs

RAPIRA: interface PPP @ connect
PPP autoconnection enabled.
RAPIRA: interface PPP @ no connect
PPP autoconnection disabled.

interface {name} {index} encryption mppe
Omucanue. BxiatoueHre MPPE-mpoBaHus.
IIpedpuxc NO. BrikiaroueHve MPPE-mmuppoBaHus.

ApryMeHTBI. ApTYMeHTHI OTCYTCTBYIOT.
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ITpumep 102. BkaroueHue MPPE-wug@posanus

RAPIRA: interface PPP 2 encryption mppe
MPPE enabled.

RAPIRA: interface PPP 2 encryption no mppe
MPPE disabled.

interface {name} {index} authentication pap
Omnucanue. BxitoueHue PAP-1r$ppoBaHusa
IIpedpuxc NO. BrikiaroueHHUe PAP-mmuppoBaHus.
AprymMeHTBl. APTyMEHTBI OTCYTCTBYIOT.

ITpumep 103. BkaroueHue PAP-wuugposarus

RAPIRA: interface PPP 1 authentication pap

PAP enabled.
RAPIRA: interface PPP 1 no authentication pap

PAP disabled.

interface {name} {index} authentication chap

Ommcanue. BxiroueHue CHAP-mmmuppoBaHus.
IIpedpuxc NO. Boikinrouenve CHAP-muppoBaHUs.
AprymMeHTBI. ApTYMEeHTBbI OTCYTCTBYIOT.

ITpumep 104. Bkarouenue CHAP-wugpposaHus

RAPIRA: interface PPP 1 authentication chap

CHAP enabled.
RAPIRA: interface PPP 1 no authentication chap

CHAP disabled.

interface {name} {index} authentication mschap

Onucanue. BkiroueHre MSCHAP-1mippoBaHus.
IIpedpuxc NO. Brikiarouenve MSCHAP-mppoBaHUs.

AprymMeHTHI. ApTYMEHTBI OTCYTCTBYIOT.
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ITIpumep 105. BkarwoueHue MSCHAP-wugposaHus

RAPIRA: interface PPP 1 authentication mschap

MSCHAP enabled.
RAPIRA: interface PPP 1 no authentication mschap

MSCHAP disabled.

interface {name} {index} authentication mschap-v2
Omnmcanue. BxiatoueHre MSCHAPvV2-mmuppoBaHus.

IIpedpuxc NO. BrikinroueHue MSCHAPvV2-1II$pOBaHU.

ApryMeHTBI. ApTYMEHTHI OTCYTCTBYIOT.

ITpumep 106. BxaroueHue MSCHAPv2-wugposarus

RAPIRA: interface PPP 1 authentication mschap-v2

MSCHAPv2 enabled.
RAPIRA: interface PPP 1 no authentication mschap-v2

MSCHAPv2 disabled.

interface {name} {index} ip default-gateway

Omnucanue. Vcrob30BaHUe B KaUecTBe IILI03a I10 YMOJIYaHHUI0 yaaaeHHoro IP-axpeca.

IIpedpuxc NO. OTK/IHOUEHME HCI0Jb30BaHUI B KaueCTBe IIJIF03a 110 YMOJYaHUK yAaJeHHOro IP-
anpeca. CocrogHHe, KOIZa NaHHBIM I1apaMeTp OTKJIKYeH, MO)XHO IIPOCMOTPEThb TOJBKO IIPHU

IIpocMoTpe running-config.
AprymMeHTHI. ApTYMEHTEI OTCYTCTBYIOT.

ITpumep 107. Hcno/ib308aHUe 8 KaHecmaee war3a no yMoA4aHur yoaieHHoz2o IP-adpeca

RAPIRA: interface PPP 1 ip default-gateway
PPP default route enabled.

RAPIRA: interface PPP 1 ip no default-gateway
PPP default route disabled.

interface {name} {index} ip name-servers
Omnucanue. YUuThsIBarTca [P-afgpeca DNS-cepBepoB.

IIpepuxc NO. HrHopupyrTcd agpeca IP-agpecoB DNS-cepBepoB. CocTosiHHe, KOTZa JaHHBIA
IapamMeTp OTKJIHOYEH, MOKHO IIPOCMOTPeTh TOJIBKO IIPH IIpocMOoTpe running-config.

ApryMeHTBI. ApTYMeHTHI OTCYTCTBYIOT.
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ITpumep 108. Yuém IP-adpecoe DNS-cepgepos.

RAPIRA: interface PPP 1 ip name-servers
PPP name servers enabled.

RAPIRA: interface PPP 1 ip no name-servers
PPP name servers disabled.

Hactpoiika RADIUS

OO0111Iee onrcaHue

Mapuipytusatop RAPIRA RS3 mopzepskuBaeT aBTopu3anui Ha 6asze RADIUS. [lyig HacTpOMKHU
RADIUS Heob6x0AMMO c03aTh IIPoduIb cepBepa RADIUS. B kaxknoM npoduiie COAep>KUTCS CITUCOK
3amnuceirn RADIUS-cepBepa. Kakmas 3amuch cofzep>KUT Habop mapamMeTpoB RADIUS-cepBepa: IP-
agpec RADIUS cepBepa, IOPT aBTOPU3AI[UH, IIOPT CTATUCTUKU COeJUHEHUs U CEKPEeTHOe CJI0BO.

Ec/ii aBTOPHU3aIys U IIOPT CTATUCTUKU He YKa3aHbI, TO 3aIlHCh UCIIOJIb3yeTcs B KaueCTBe cepBepa
aBTopu3anuu ¢ moptoMm 1812. Ecyi ycTaHOBJIEHBI 06a MapaMeTpa: U IIOPT aBTOPU3aIlMH U MOPT
CTaTUCTHKH, TO 3aIIUCh HUCIIOIb3yeTCcs IJIs1 000UX.

Ha MOMeHT HaIlMCaHUs HaCTOsIeM MHCTPYKIUH, Ipo¢uan RADIUS HUCIIONB3YIOTCA TOJIBKO IS
aBTopusanu WPA.

Crmmucok KoMaH[

radius-profile {name}

Onucanue. Co3aHre WM HaCTPOMKa CyIiecTBYyoIero mpo¢uisa RADIUS.
[Ipeprkc NO: ViaseHue IIpOoQUIIA.

AprymMeHTHbI.

name

Vmsa npouis.

radius-profile {name} server {ip-address} [auth-port auth-port] [acct-port acct-port] [key
secret]

OnucaHue. /lo6aByieHue B IIpoduiib 3anucu RADIUS-cepBepa.
[Ipeduxc NO: YoaseHue 3amvicy U3 IIPOPUIIAL.

ApPrymMeHTHI.

name

VM4 ripodud.

ip-address

IP-agpec RADIUS-cepBepa.
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auth-port

ITopT aBTOpPHU3aiH (BEIGOPOYHO) , II0 YMOJIYaHHUIO UCII0/Ib3yeTcs 1812 MopT.

acct-port

ITopT cTaTUCTUKU (BBIOOPOYHO), II0 YMOIYaHUIO He HCII0JIb3YeTCs.

secret

CekpeTHOe KJIX0UeBOe CJIOBO (BLIOOPOYHO).

ITpumep 109. [JobasaeHue 8 npoduas 3anucu RADIUS-cepsepa

RAPIRA: radius-profile r1
Created profile 'r1'.

RAPIRA: (config-rad-profile): server 10.0.1.40 auth-port 8012 key eRFiduKdjfr55
Added RADIUS server 10.0.1.40 to profile 'r1'.

RAPIRA: (config-rad-profile): server 10.0.1.41 acct-port 8013 key fkdIjehffid]24
Added RADIUS server 10.0.1.41 to profile 'r1'.

RAPIRA: (config-rad-profile): server 10.0.1.42
Added RADIUS server 10.0.1.42 to profile 'r1'.

RAPIRA: (config-rad-profile): no server 10.0.1.42
Server '10.0.1.42' deleted.

RAPIRA: (config-rad-profile): exit

RAPIRA: show running-config rad

radius-profile r1

server 10.0.1.40 auth-port 8012 key eRFiduKdjfr55
server 10.0.1.41 acct-port 8013 key fkdIjehffid]24

HacTpoiika SNMP

OO01Iee omucaHue

[IpoToxos SNMP HcCIIob3yeTcss A1 MOHUTOPHHIA COCTOSHUS CETEBBIX YCTPOMCTB, KOTOPBIE
TpeOyIOT y4acTusd aAMHUHUCTPATOPA.

SNMP-areHT obecrieyuBaeT MHTepdeic [yId MOHHUTOPHHIA COCTOSHUSA YCTPOMCTBA C IIOMOIBIO
COOTBETCTBYIOLLIETO IIPOTOKOJIA.

SNMP-areHT I103BOJIIET CETEBHIM AIMHUHHUCTpaTOpaM OCYIIeCTBJIATE MOHHUTOPHHT paﬁoTI)I CeTH,
HaXO0OUTH U OIIEPAaTHUBHO PENIaTh BO3HUKAIOIIKE CETEBbLIE HpOﬁJIGMBI.

Cucox KoMaH/[

snmp {allow | community | contact | location}
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Omnucanue. HacTpoiika mapaMeTpoB areHTa SNMP.
[Ipedukc NO: yraseHre mapaMeTpa.
AprymMeHTEI.

allow {ip} | {ip}/ {mask-length} | {ip} {mask}

Afpeca yCTPOMCTB, C KOTOPHIX paspelléH JOCTYII K MapIlIpyTU3aTopy.

community {community-name}

ITapoJsib focTyIia K YCTPOMCTBY.

contact {contact-info}

KonTakTHas nHGOpMAaLys OTBETCTBEHHOTO JIHUIIA.

location {location-string}

OmmcaHUe PACIIoIO>KeHHUs YCTPOMCTBA.

ITIpumep 110. Hacmpolika napamempos azeHma SNMP

RAPIRA: service snmp
SNMP agent is enabled.

RAPIRA:snmp allow 192.168.0.130
An allow entry was added.

RAPIRA:snmp contact support@nporapira.ru

A contact string is set to 'support@nporapira.ru’.

RAPIRA:snmp community AsDfGhJk
A community name is set to 'AsDfGhJk'.

RAPIRA:snmp location here
A location string is set to 'here'.

RAPIRA: show running-config snmp
snmp

community AsDfGhJk

contact support@nporapira.ru
location here

allow 192.168.0.130

service

snmp

RAPIRA RS3
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OOHOBJICHIE CUCTEeMBbI

3arpy3Ka 1 OOHOBJIEHHE IIporpaMMHOrIo obecreueHusa

Onucanue

Mapipytusatop RAPIRA RS3 mMeeT BCTpPOeHHYI0 QYHKIIMI0 OOHOBJIeHHA. UTOOBI OOHOBUTH
CHUCTeMHOe IIporpaMMHoe obecriedeHue (I10), He06X04UMO 3aIlyCTUTh U HAaCTPOUTH tftp-cepsep
(MMeeTca Ha IIpUIaraeMOM KOMIIaKT-AYCKe), IIOMeCTUTh B €ro KOPHeBYyI0 IIanKy Hosoe IIO, a
3aTeM BBIIIOJTHUTE CJIe/IyIolIiee:

1. 3arpysutb HOBoe cucTeMHoe IIO, ucmosnb3ysa KomaHAay copy tftp flash {xxx.xxx.xxx.xxx}
{filename}, rme XXX.XXX.XXX.XXX - ip-azpec tftp-cepBepa, filename - nMsg 3arpykaemMoro
¢aiina, pacIios0>kKeHHOro Ha tftp-cepsepe

2. BBIIIOJIHUTH KOMaHJy system update, mOATBeprKIasi MOCIEAYIONIHE BOIPOCHI 0TBeTOM Yes (C
COOJIIOZIeHYIeM PerucTpa CHMBOJIOB IIPH BBOJIE).

ITpumep 111. O6HO8AEHUE cucMeMHO20 T10
RAPIRA: copy tftp flash 192.168.0.1 RAPIRA.img

392659 bytes copied.
780755 bytes copied.

14376358 bytes copied.
14768038 bytes copied.

New system update downloaded.
RAPIRA: system update

WARNING. Do you want to upgrade system ? (Yes/No) : Yes
WARNING. Are you sure? (Yes/No) : Yes

Hu B KoeM ciydyae HeJb3s Ilepe3arpy’kaTb CHCTeMY BO BpeMsl OOHOBJIEHUS

A cucteMHOTO0 I10. 3TO MOJKeT IIPHUBECTH K HepaboTOCIIOCOOHOCTH BCEH CHUCTeMBI!
O6HoBJieHHe IIO 3aHHMMaeT He 6Oojiee 5 MHHYT, IIOCJIe Yero YCTPOMCTBO OyneT
aBTOMaTHYeCKHU I1epe3arpy’keHo.

Crmucoxk KoMaH[

copy tftp flash {ip-address} {filename}

OnucaHue. 3arpyska obpasa CUCTEMHOIO IIpOTpaMMHOTI0 obecrieueHus ¢ TFTP-cepBepa.
IIpeduxc NO. He ucronb3yeTcs.

ApryMeHTHI.
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ip-address

IP-agpec TFTP-cepBepa.

filename

HMs4a ¢aitia obpasa.

ITpumep 112. 3azpy3ka cucmemHo20 Npo2pammHozo obecneueHus ¢ TFTP-cepgepa

RAPIRA: copy tftp flash 192.168.0.1 RAPIRA.img
392659 bytes copied.
780755 bytes copied.

14376358 bytes copied.
14768038 bytes copied.
New system update downloaded.

system update

Onucanue. OOHOBJIEHHMEe CHCTEMHOIO IIPOTPaMMHOIO ofecliedeHUsT C HCIIOJIb30BaHHUEM
3arpy>keHHOro obpasa.

IIpedpuxc NO. He ucrosb3yercs.
AprymMeHTBI. APTYMeHTbI OTCYTCTBYIOT.

ITpumep 113. O6HOBAEHUE CUCMEMHO20 NPO2PAMMHO20 06€cneveHUs C UCNO/1b308AHUEM 3A2PYHCEHHO20
obpasa

RAPIRA: system update
WARNING. Do you want to upgrade system ? (Yes/No) : Yes
WARNING. Are you sure? (Yes/No) : Yes

Ilepesarpyska cucTeMbl

[Tepesarpyska cucTteMbl RAPIRA RS3 BBINIOJIHAETCHd C IIOMOIIBLI0 KOMAaHIbI reboot. BRI Tak ke
MOKeTe 3allJIaHHUpPOBaTh OTJIOJKEHHYIO Ilepe3arpysKy, HUCIIOJIb3ysd HeoOsg3aTeJlbHBIM apryMeHT
KOMaH/Ibl. /laHHasg QYyHKIIMSI MOYKET ObIThH I10JIe3Ha, eC/IU BhI BIIepBhIe paboTaeTe ¢ CUCTEMOM U He
yBepeHHI B KOPPEKTHOCTU BBOJAUMBIX KOMaH/. /[JIs1 9TOrO:

1. YcTaHOBUTe BpeMeHHOU UHTepBaJI Ilepe3arpysKH.

2. BBemuTe HeoO6XO[MMble KOMAaH/bl He coxpaHsas ¢aity KoHPurypauuu. Eciu B pesysbTaTe
HACTPOMKHU CHUCTeMa paboTaeT He TaK KaK BBl TOTO XOTEJIH, TO IIOCJIe IIepe3arpysku CUCTeMa
BOCCTaHOBUT IIPEIBIAYIIYI0 KOHQUTYPAITHIO.

3. Ecyti pe3yIbTaT HACTPOMKU CHCTEMBI Bac yCTpauBaeT, BBl MOKeTe OTMEHUTH Ilepe3arpysKy C
IIOMOIIILI0 KOMAH/BI no reboot. TeKyIUi cTaTyc TaliMepa Iiepe3arpy3ku MO>KHO IIPOCMOTPETH
C TIOMOIITBI0 KOMaH/bI show reboot.
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RAPIRA RS3

Ans ycemapesuwiux modeieil, noddepicusarousux mosibko npomoxosvt 802.11a/b/g:

He nmpuMeHsITe 0TJIO’KeHHYIO Ilepe3arpysKy, eCJId Bbl MeHsIeTe YaCTOTHYIO CETKY
o (cMm. CmeHa Texyliero countrycode), HO IIpU 3TOM He YBepeHBl B IIPaBUJILHOCTH
BBIOPAHHOIO 3HAYeHWs, II0CKOJIbKY COXpaHeHHe HOBOIO 3Ha4YeHUs IIPOHUCXOLUT

HeMe/lJIEHHO I10CJIe CMeHEI countrycode!
reboot [seconds]
Omnucanue. HememieHHas UM OT/I0KEHHAs Ilepe3arpyska CUCTEMEL.
IIpedpuxc NO. OTMeHa Ilepe3arpysKu.
AprymMeHTHbI.

seconds

Heo6si3aTe/JIbHBIN BpeMeHHONM UWHTepBaJl B CeKyHAAX, IIOCJIe
Iepe3arpys3Ka CUCTEMBI.

IIpumep 114. OmaoxceHHas hepe3azpysKa Cucmemul

RAPIRA: reboot 60
Rebooting after 60 second(s).

RAPIRA: no reboot
Reboot timer stopped.

show reboot

Omnucanue. [IpocMOTp cTaTyca TariMepa Iiepe3arpysKH.
IIpedpuxc NO. He ucrionbayercs.

ApryMeHTBI. ApTYMeHTHI OTCYTCTBYIOT.

KOTOoporo

ITpumep 115. OmaodceHHAs nepe3azpys3xka U npocmomp cmamyca matimMepa nepesazpy3xku

RAPIRA: reboot 100

Rebooting after 100 second(s).
RAPIRA: show reboot

Reboot after 97 second(s).
RAPIRA: no reboot

Reboot timer stopped.

RAPIRA: show reboot

Reboot timer disabled.

CM. TaKoKe YaJieHHas Ilepe3arpys3ka MapIIpyTH3aTopa

TIPOU30UET
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HacTpouka JaThl U BpeMeHH

YcTraHOBKAa AAaThl H BpEMEHH BPYYIHYIO

/laTy U BpeMs MOXKHO YCTaHOBHUTH JUO0 aBTOMAaTUYECKH, HCIIONAb3ys NTP, gu60 Bpy4HYIO,
HICITOJTB3YSI CIIEAYIONTYI0 KOMaH/y:

system date {hours:minutes:seconds} [day [month [year]]]
Onucanne. YCTaHOBKA CUCTEMHOM JJaThl ¥ BpeMeHU.
IIpedpuxc NO. He ucrnosb3yercs.

AprymMeHTEI.

hours

Yacrkl, BO3SMOKHbBIe 3HaueHUsd 0T 0 10 23

minutes

MuHYTEL, BO3MO>KHbIe 3HaueHUd 0T 0 710 59

seconds

CexyH/IbI, BO3MOXKHEIE 3HaueHUd 0T 0 10 59

day

Z[eHI:: MecdIa. Eciin dAPTyYMEHT OIIYIIIeH, TO ITapaMeTPhI OCTA0TCA ITPEKHUMU.

month

A66peBHaTypa COOTBETCTBYIOILlEr0o Mecdria: an, feb, mar, apr, may, un, ul, aug, sep, oct, nov
wiu dec. Ecii apryMeHT ONyIlleH, TO YCTaHABIMBAETCS TEKYILUI MeCdlLl,

year

T'om, Bo3MOKHEIe 3HaueHUA OoT 1970 mo 2068. Ecoiu apryMeHT OIIyIlleH, TO YCTaHaBJIHUBAETCA
TeKYIIHHI IO,

JIJIs1 TPOCMOTpa TeKYIIIUX IaThl U BpeMeHU UCII0JIb3yeTcst KoMaHza show date.

ITpumep 116. Hacmpotiika cucmemHoll 0amsl U 8peMeHU

RAPIRA: system date 10:26:00 5 mar
Date and time adjusted.

RAPIRA: show date
Mon Mar 5 10:26:00 2007

NTP

CuHxXpoHU3UpyOIIUi ceTeBOM IpoToKos (Network Time Protocol, NTP) — 3To IIpOTOKOJI,
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A RAPIRA RS3

UCII0JIb3YeMBIX VI CUHXPOHU3AIlMM 4YacoB CHUCTeMBl uepe3 HMHTepHeT. /11 CHHXPOHU3AITUN
BpeMeHU cucreMa RAPIRA RS3 ucniosibsyet cepBuc NTP.

ITapaMeTpsI cepBHCa:

» Crmcok agpecoB NTP-cepBepoB

» TaiiMayT: ITIepUOJ, O’KUIAHUSI OTBETA OT cepBepa NTP mpexkze, ueM 6yIeT IPUHSITO PellleHue 0
€ro HeIOCTYITHOCTH

» [lepyog;, CHHXPOHU3AIIUU:  BpPEeMEHHOU
CUHXPOHU3AIUSIMU

UHTEpPBaJ  MeXAy [AByMs  YCIIEeIIHBIMHU

* YacoBoH 1odc: pasHuIia Bo BpemeHu oTHocuTeabHO UTC (Coordinated Universal Time)

¢ Ko/IM4ecTBO IOIIBITOK COEJUHEHUS: MAaKCHUMAaIbHOE KOJMYECTBO ITOIBITOK CoeiHeHUs ¢ NTP-
cepBepoM

* MHTepBasI MeXXAy IIONLITKAMU: BpeMEeHHOM MHTepBaI MeKy ITOIBITKaMHU coefuHeHus ¢ NTP-
cepBepoM

ITo yMO/TUaHHUI0 YCTaHOBJIEHHI CIEVIOIIe HACTPOUKY cepBuca NTP:

* TatimayT: 5 CeKyH[,

* Ilepuoj CHHXPOHM3AIUU: 4*7%24*60%60 ceKyH[

e Yacosoii mtosc: 0

* KoJsiMuyecTBO IIOIILITOK COeIHHEHUA: 3

* MHTepBas Me’KAY IIOIBITKAMHU: 5 CEKYH],

Ecsi 3HaueHUs], yCTaHOBJIEHHBbIE 110 YMOJIYAaHUI0 HM3MEHEHBI, TO OHHU IIOSBJIIKOTCS B running-
config. Cexnuio NTP M0>KHO IPOCMOTpPETH C IOMOIIILI0 KOMaHbI show running-config, McIoIB3ys
1T yIo06CTBa KaKOU-IM60 IIOMCKOBBIM KJII0Y, HallpuMep - show running-config ntp.

ITpumep 117. Hacmpotiika NTP

RAPIRA:

Server

RAPIRA:

Server

RAPIRA:

Server

RAPIRA:

Server

RAPIRA:

ntp server ntp.ufes.br
"ntp.ufes.br' has been added.

no ntp server ntp.ufes.br
"ntp.ufes.br' has been removed.

ntp server europe.pool.ntp.org
"europe.pool.ntp.org ' has been added.

ntp server ntp.karpo.cz
"ntp.karpo.cz' has been added.

ntp retry-period 15

NTP retry period is set to 15 second(s).

RAPIRA:

ntp timezone-offset 180

NTP local timezone offset is set to 180 minute(s).
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RAPIRA: ntp sync-period 86400

RAPIRA RS3

NTP synchronization period is set to 86400 second(s).

RAPIRA: service ntp
NTP client has been started.

RAPIRA: show running-config ntp
ntp retry-period 15

sync-period 86400
timezone-offset 180

server europe.pool.ntp.org
server ntp.karpo.cz

CIrcok KOMaH/J,

service ntp

Omucanue: 3anmyck NTP-kiimeHTa
IIpedpuxc NO: OCTaHOB KJIUEHTA.
ApPrymMeHTBI: APTYMEeHTHI OTCYTCTBYIOT.

Ipumep 118. 3anyck NTP-kaueHma

RAPIRA: service ntp

NTP client successfully started.

RAPIRA: no service ntp

NTP client successfully stopped.

ntp server

Onucanue: /lo6aByieHue NTP-cepBepa B CIIMCOK CEPBEPOB.

[Ipedukc NO:VraseHue BeiopaHHoro NTP-cepBepa U3 CIiucka.

AprymeHTsI:
» JlomernHoe uMs miad IP-agpec NTP-cepBepa.

ITpumep 119. /JobasaeHue NTP-cepgepa

RAPIRA: ntp server ntp.ufes.br
Server 'ntp.ufes.br' successfully added.

RAPIRA: no ntp server ntp.ufes.br
Server 'ntp.ufes.br' successfully removed.
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MakcuManpHOe KoauyecTBO NTP cepBepoB — 8. Eciii NTP-cepBep He ykasaH, TO CepBHC
HCII0JIB3YeT CIIMCOK CepBepoB II0 YMOJIYaHHUIO.

ntp retries

Onucanue: MakcuMaabHOE KOJIMYECTBO IIOIIBITOK COeJUHEeHU ¢ KaXKIbIM NTP-cepBepoM.
[Ipedurkc NO: Bo3BpaT K ycTaHOBKAM I10 YMOJIYaHUIO.
AprymeHTHI:

* KoJsimuecTBO IIOIIBITOK coefuHeHUd. /luanasoH oT 1 1o 10. 3HayeHue 110 yMOJIYaHUIo: 3.

ITpumep 120. Hacmpolika K01uuecmea Nonslmok CoOeOuHeHUs ¢ kaxcovim NTP-cepgepom

RAPIRA: ntp retries 5
NTP retry count is set to 5.
ntp retry-period
OnmcaHue: YCTaHOBKAa BpeMEeHHOI'0 HHTepBaJsla MeXKAy HeyTauHbIMU IOIIBITKAMU COeIUHEeHUSI.
[Ipedukc NO: Bo3BpaT K yCcTaHOBKAM I10 YMOJIYAHUIO.
AprymMeHTBI:
e MHTepBasl B CEKYH/AX, IIeJI0e YKcJI0. /luarasoH oT S5 10 3600. 3HaueHMe 10 YMOJIYAHUIO: 3.

IIpumep 121. YemaHo8Ka 8peMeHHO20 UHMep8ana Mexcoy HeyoauHbLMU NONLIMKAMU COeOUHeHUS

RAPIRA: ntp retry-period 10
NTP retry period is set to 10 second(s).

ntp sync-period

OnucaHue: YcTaHOBKa BPEMEHHOIO HHTEpBaJia MEXAY VYCIEITHBIMHA CHHXPOHHU3AIIUAMU
BpeMEHH.

[Ipedukc NO: Bo3BpaT K ycTaHOBKAM I10 YMOJIYaHUIO.
AprymeHTHI:

* BpeMeHHOU HHTEepPBaJ B CEKYHIAX MeXXIy CMHXPOHU3aITUAMY, I1ejioe 4yucio. /uamnasoH oT 60
o (28 * 24 * 60 * 60). IIo yMo/JTYUaHHIO YCTAaHOBJIEHO 3HAaYeHHe, paBHOE IIPUMEPHO 1 MecdIry:
(28 * 24 * 60 * 60).

ITpumep 122. YemaH08Ka 8peMEHHO20 UHMEPBANAA MeNHCOY YCNEeWHbIMU CUHXPOHUSAUUAMU 8peMeHU

RAPIRA: ntp sync-period 3600
NTP synchronization period is set to 3600 second(s).

Hacrtpoiika gaTsl 1 BpemeHd — NTP | Ctp. 115



000 «HIIO PAITHPA» o RAPIRA RS3

ntp timeout

OnucaHue: YCTaHOBKa TaliM-ayTa coefrHeHUs ¢ NTP-cepBepoM.
[Ipedpukc NO: Bo3BpaT K yCTaHOBKaM I10 YMOJIYaHUIO.
AprymMeHTBbI:

* 3HaueHMe TaliM-ayTa B CeKyHIaX, Ilejoe uywuciao. [uamasoH: oTr 1 o 60. 3HaueHHe IIO
YMOJIYaHHUIO: 5.

IIpumep 123. YemaHogka matim-ayma coeduHeHus ¢ NTP-cepgepo.

RAPIRA: ntp timeout 15
NTP timeout is set to 15 second(s).

ntp timezone-offset

OnmcaHue: YCTaHOBKa 4aCOBOIO II0sica - pasHUIla BO BpeMeHU oTHocUTeabHO UTC (Coordinated
Universal Time).

[Ipedukc NO: Bo3BpaT K ycTaHOBKAM I10 YMOJIYAHUIO.

AprymeHThI: * COIBUI B MHHYTAaX, Iiejioe 4yuciao. /JuarasoH: oT -780 mo +780. 3HaueHHe II0
yMoJT4aHuIo: 0.

Ilpumep 124. YcmaHO8Ka 4aco8020 nosca

RAPIRA: ntp timezone-offset +240
NTP region timezone offset is set to +240 minute(s).
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CMeHa nmapoJig A0CTymna B CUCTEeMY

/I CMeHBI YCTaHOBJIEHHOTO IIapoJIst UCIIOb3yeTcss KoMaHa system password. Komanzma TpebyeT
IBa 00s13aTeJIbHBIX apryMeHTa:

system password {old-password} {new-password}
Omnucanue. CMeHa I1apoJs.

IIpedpuxc NO. He ucriosnb3yercs

AprymMeHTEI.

old-password

Crapslil HapoJIb.

new-password

HoBBIA 11apOJIb.

IIpumep 125. CmeHa napoas

RAPIRA: system password 123 fgHg#4552
Password changed.

B ciydyae yTepu TmTapoyidi B KOHCOJH OIIEPAI[MOHHOM CHCTEMBI 3aIlyCTHUTE YTHJIUTY
Power_soft_reset, pacroyio)KeHHYI0 Ha ITprjiaraeMoOM KOMIIaKT-J[HCKe, C ITapaMeTpPoM Scan.

Hamuminre B COyXO0y CIy>KO0M TeXHUYECKOM IIOAJep KKHU Halllell KOMIIaHUKW M COOOIUTe
pesy/bTaT BBIIIOJIHEHUA YKa3aHHOM KoMaH/bl. HeobxXoguMasa HHPoOpMaIys [JId BOCCTAHOBJIEHUSA
yTpadyeHHOro 1apoJis 6yeT BrIc/IaHa B OTBETHOM ITUCHME.

cM. Taxoke COpoC TapaMeTpOB MapIIPyTH3aToOpa B CTAHAAPTHBIE 3HAUEHUS

cMm. Takke [losyuenue IP-anpeca mapipyrusaropa
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MOHHUTOPHHT M CTATUCTHKA

HO,Z[KJIIO‘-IEHHG K yAaJICHHOMY MApPIHIPYTH3aATOPY
[TogkJIF0UeHHUE BBITIOJIHSAETCS C IIOMOIIBI0 CeyIoIe KOMaHIbI:
utilities ssh {admin@ip_address}

Onucanme. KoMaH/ja I103BOJIIeT IIOAKIIOUYUTHCA K yAaJleHHOMY MaplIpyTH3aTOpy M3 TeKylel
KOHCOJIU. /I7151 3aBepIlIeHNs ceaHca BBeUTe KOMaH/y exit.

IIpedpuxc NO. He ucrnosb3yercs.
AprymMeHTEI.

ip_address

IP-azmpec xocTa.

ITpumep 126. [Iodkr0HeHUe K YOANEHHOMY MAapupymusamopy

RAPIRA: utilities ssh admin@192.168.0.130

TecT Host Echo

TecT BBITIOIHSIETCA C IIOMOIIBIO CIIEAYIOIEN KOMaH/bI:
utilities ping {host}

Onucanue. KomaH/ia HaurHaeT IIUHTOBKY JaHHOI'O X0CTa. YTOOGBI OCTAaHOBUTH IIPOLIECC, CJIEAYET
Ha’kaThb Enter.

IIpedpuxc NO. He ucrnosb3yercs.
AprymMeHTEI.

host

IP-azpec miu UM X0CTa.

IIpumep 127. IluH208Ka YKA3AHHO20 X0cma

RAPIRA: utilities ping google.com

PING google.com (64.233.187.99) 56(84) bytes of data.

64 bytes from jc-in-f99.google.com (64.233.187.99): icmp_seq=1 tt1=242 time=148 ms
64 bytes from jc-in-f99.google.com (64.233.187.99): icmp_seq=2 tt1=242 time=142 ms
64 bytes from jc-in-f99.google.com (64.233.187.99): icmp_seq=3 tt1=242 time=141 ms
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AHanu3s ceTeBOro rpadpuka

RAPIRA RS3 maeT BO3MO>KHOCTH I10JIb30BAaTEJII0 IPOCMAaTPUBATh COJleprKaHHe CeTeBbIX IIaKeTOB,
POXOIAINUX Yepe3 cucreMy. [[ppHHMass BO BHHUMAaHHE BBICOKYI0 HHTEHCHBHOCTH TpaduKa,
11es1eco06pasHo yMeHbIaTh II0TOK UHGOpMaly C IIOMOIIbI0 QUIBTPOB. /IId aHar3a CeTeBbIX
IIaKeTOB UCII0JIb3yeTcsd KoMaHaa utilities tcpdump, MMeroIias ciIeAyroIuil CUHTAKCUC:

utilities tcpdump [{iface-name} {iface-number}] [proto] [{node} | src {node} | src {node} dst
{node} | dst {node}] [syslog]

ApryMeHTHI.

iface-name iface-number

Ha3BaHue u HoMep uHTepdetica.

proto

OnuH W3 BO3MOYKHBIX IIPOTOKOJIOB: tcp, udp, icmp u ip, e ip — 3TO aHaIM3 BCeX Tpex
IPOTOKOJIOB tep,udp, 1 icmp.

node

Anlpec UCTOUHHMKA U/WJIH II0JIy4YaTesIs, T/e YKa3bIiBaeTcs [P-ajipec U1K UM X0CTa C BO3MOKHBIM
yKa3aHUeM MOopTa WX Jualia3oHa mopToB: {ip-address | host-name} [{port} | {port} {port}],
I7le a/ipec yKa3blBaeTcs B BUJIE:

* src {node} - ykasaHMe TOJbKO aJjpeca UCTOUHHUKA.

* src {src-node} dst {dst-node} - ykazaHue U azipeca UICTOUYHUKA, U aJipeca I10JaydaTes.

* dst {node} - ykaszaHue TOJILKO aJpeca I1oaydaTes.

syslog
KiroueBoe €JI0BO, C IIOMOIIBIH KOTOPOTO MOXKHO OTIIPaBJIATH BCe COOpaHHBIE IAaKeThl Ha
yAAJIEHHBIN Syslog service.

Hampumep, Heob6xoaumo cobpath TCP makeTsl Ha uHTepderice Wireless 0, agpec MCTOYHHUKA
192.168.0.1, puanasoH moptoB [0—1023], agpec mosyuatesns 10.0.0.1, puanaszoH mopToB [1024—
65535] ¥ OTIIPaBUTH COJlePKUMOE BCeX COOPaHHBIX ITaKeTOB Ha yJa/leHHbIN syslog:

ITpumep 128. Hcnoaw3ogaHue tcpdump

RAPIRA: utilities tcpdump wireless @ tcp src 192.168.0.1 @ 1023 dst 10.0.0.1 1024
65535 syslog
Logging to syslog...

CucreMa 6yzieT co6UpaTh ITaKeThl, [I0Ka He OyzeT Haj)kaTa KyiaBuiia Enter.

TpaccupoBKa Mmapuipyra

JlJ1s1 TpacCUPOBKU IP-MapuIpyTOB HUCIIOIb3YyeTCs CIeIyIoIas KoMaH/a:

utilities traceroute {host}
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Onucanue. KomaH/a HauMHAaeT TPACCHUPOBKY M 3aKaHUYMBAaeT IIPOIlecC, KOIZa BeCh MapIIpyT
nporifeH. [Iporiecc MO>KHO OCTaHOBUTD, Ha)kaB KJIaBUIy Enter .

IIpeduxc NO. He ucrosb3yercs.
AprymMeHTHI.

host

IP-azmpec xocTa.

IIpumep 1. Tpaccupogka mapwpyma

RAPIRA: utilities traceroute google.com

tp-noc.ru (183.16.21.1) 1.652 ms 1.095 ms 1.326 ms

cs-main.ru (183.16.96.41) 2.204 ms 1.454 ms 1.495 ms
msk-m9-b1-ge1-3-0-vlan2.fiord.ru (62.140.239.25) 3.716 ms 2.868 ms 3.539 ms
mow-b2-1ink.telia.net (213.248.97.237) 3.875 ms 3.768 ms 3.076 ms
s-bb2-1ink.telia.net (80.91.249.98) 27.668 ms 28.077 ms 27.602 ms
kbn-bb2-1ink.telia.net (213.248.65.166) 38.792 ms 37.341 ms 38.076 ms

S Ul BEW N -

BemeHue JXypHajia

RAPIRA RS3 nogzmep>kuBaeT QyHKIHUIO BeleHUS JKypHaJsla Ha ylaJeHHOM XocTe. /IJ1d 3allycKa WiIn
oCTaHOBa (IIpX HCIIOJIbL30BAaHWHU IIpepHKCa NO) CepBHUCa BeleHUs >KypHajla MUCIIOJIb3yeTCs
cIefyroIas KOMaHa:

service syslog {ip-address} [port]

OmnucaHue. 3allyCK CepBMCa, OTIIPABJIAIOIIETO 3allMCH )KYpHaJla Ha yKa3aHHBIN XOCT.
IIpedpuxc NO. OcTaHOB cepBHCaA.

AprymMeHTEI.

ip-address

IP-agpec xocTa.

port
Howmep UDP-1iopTa yzaseHHOro syslog-cepBuca, 3Ha4eHHe 110 YMOJIYaHUI0 paBHO 512.

ITpumep 1. BedeHue JCypHANA HA YOANEHHOM X0Cme

RAPIRA: service syslog 192.168.0.9

Syslog has started using the remote log server 192.168.0.9:514.
RAPIRA: no service syslog

Syslog has stopped.
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HNHPpopMaIua o cucreMe - CHUCOK KOMaH/I
BeTBH SHOW

CucreMma RAPIRA RS3 mipegycMaTpUBaeT HECKOJIbKO KOMaH/ [JIsI IIPOCMOTPA TEKYILEro COCTOSIHUA
CHCTeMBI. Bce KOMaH/BI CTPYIIIUPOBAHBl B KOMaH/HOM BETBH show.

Cnucok komaHja BeTBH SHOW

access-list

OmmcaHHe: cM. access-list

bridge-group

OnucaHue: IPOCMOTP UHTepPeHCcoB, 106aBIeHHBIX B IPYIIITY IIPO3PavHOT0 MOCTA, ITI0Ip06GHEe CM.
B pasjese Co3maHue IMpo3pavyHOro MOCTa.

certificates

OmmcaHue. I[[pOCMOTP COJEP>KMMOIO peIlo3UTOpHs cepTUOUKATOB. Kakjas 3alnich MOXKET
cofleprKaTh cepTUPUKAT UK CeKPeTHHIN KiItod. O6a MOTYT GBITH 3aIIMPPOBAHEI.

IIpedpuxc NO. He mcrionb3yeTcs.
AprymeHTHI. ApTYMEHTEI OTCYTCTBYIOT.

IIpumep 129. IIpocmomp co0epAHcUMO20 peno3umopust ceprmugduxKkamos

RAPIRA: show certificates

Name Certificate Encrypted Key Encrypted
ivanov.crt Yes Off No N/A
ivanov.key No N/A Yes On
ivanov.pem Yes Off Yes On

cpu

OnmcaHue: IIPOCMOTP CPeiHero YpoBHA 3arpysKHy IieHTpaJIbHOTO IIporeccopa (CPU).
AprymMeHTHI: ApTYMEHTEI OTCYTCTBYIOT.

IIpumep 130. [Ipocmomp ypo8Hs 3a2py3KU UeHMpatbHO20 npoueccopa

RAPIRA: show cpu
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date
Onmcanwe: [IpoCMOTpP CUCTEMHOM AATHI U BpEMEHH.
AprymeHTHI: ApTYMEHTEI OTCYTCTBYIOT.

IIpumep 131. Ilpocmomp cucmemHoll damul U 8peMeHU

RAPIRA: show date

INTERFACE (mogBeTBb)

show interface {name} {index} {komaHpa}

OnucaHue: [I[pocMOTp JleTaTbHOM MHOOPMAIIHHU 0 TTapaMeTpax UHTeperica.

AprymMeHTBI:

name

Hwmsa unTepderica.

index

Homep unTepderica.

Komanzas! nogsetTBu Interface

* access-group

* associated

* channel-list

* mac-access-list
* nat-group

* polling-rules

* polling-tolerance
* scan

* signal

* statistics

* tX-power-range
* wds-table

e wireless-statistics

access-group

OmnmcaHue: [IpocMOTP access-group, B KOTOPYIO BXOAUT YKa3aHHBIN UHTepderic

CM. TakyKe CBs3bIBAHUE CIIMCKA HOOCTVIIa

RAPIRA RS3

VHpopmaIus o cucTeMe - CIIMCOK KoMaH BeTBU SHOW - Criricok KoMaHf BeTBU SHOW | Ctp. 122



00O «HIIO PAITHPA» RAPTRA RAPIRA RS3
CM. TaK>Ke access-list
AprymMeHTBI: ApTYMEHTHI OTCYTCTBYIOT.

IIpumep 132. Ilpocmomp access-group

RAPIRA: show interface wireless @ access-group

associated

associated [watch]

Onucanme: OToOpakeHHe KIMEHTCKUX CTAHITUH, aCCOITMHPOBAHHBIX ¢ 6a30BOM CTAaHITHEH.

o KoMaHzia [OCTyIIHa TOJIBKO [UII pPaguoMapIIpyTH3aTOPOB THIla «basoBas
CTaHITUSI».

CM. TaxoKe HacTpoiika THIlla 060pyA0BaHUsS
CM. TaK)Ke KOMaHJy signal

CM. TaK>Ke KoMaHy show interfaces
AprymMeHTBI:

watch

IIO3BOJIET IIPOCMATPHUBATL XadPaKTEPHUCTHUKH adCCOIIMAIIMHM B pe€aJlbHOM BPEMEHMH. [[JIH
IIpeKpanieHud BhIIIOJTHEHHUA KOMaH/Ibl HA’JKMUTE Enter.

IIpumep 133. OmobpadsiceHue KAUEHMCKUX CMAaHUUl, acCoyuupos8aHHblx ¢ 6a3080li cmaHyueil

RAPIRA: show interface wireless @ associated watch

channel-list

OnucaHue: [IpocMOTp CIIMCKA JIOCTYIIHBIX YacTOT. EcJiM Heo6XoguMasi 4acTOTa OTCYTCTBYeT B
CITHICKe - BOCIIOJIB3yHTeCh KOMAaH/IOH system countrycode.

CM. TakKe OTOOpakeHue TeKyllero countrycode
AprymMeHTBI: APTYMEeHTbI OTCYTCTBYIOT.

ITpumep 134. [Ipocmomp cnucka 00CMyNHbLX UACMOM

RAPIRA: show interface wireless @ channel-1list

mac-access-list

OmmcaHue: [IpoCMOTP COZIEPKIMOTO CITUCKA YIIPABJIEHUS JOCTYTIOM.
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cM. Takoke dunbTpanusa Ha ocHoBe MAC-apeca
AprymeHTBI: ApTYMEHTEI OTCYTCTBYIOT.

ITpumep 135. [Ipocmomp co0epIHcUMO20 CNUCKA ynpasaeHUst 00CMynom

RAPIRA: show interface wireless @ mac-access-1list

nat-group

Onucanue: I[IpocMoTp crcka NAT, IprcoefMHEHHOIO K yKa3aHHOMY UHTepQercy.
CM. TaxKe NAT

AprymeHTBI: ApTYMEHTEI OTCYTCTBYIOT.

IIpumep 136. Ilpocmomp cnucka NAT

RAPIRA: show interface wireless @ nat-group

polling-rules

OnucaHue: [IpoCMOTP IIpaBUI ITOJUTUHTA.
ApryMeHTBI: ApTYMeHTHI OTCYTCTBYIOT.

IIpumep 137. IIpocmomp npasui NOAAUH2SA

RAPIRA: show interface wireless @ polling-rules

polling-tolerance

OnucaHue: HpOCMOTp 3HaUE€HHUsI BpPEMEHH, B Te€UueHHe KOTOpPOro 6asoBas CTaHIIHA HeE 6y,Z[6T
IIBITATHCA OIIPOCHUTHL CTaAHIUH, He IIepedarolre JTaHHbIX.

AprymMeHTHI: ApTYMEHTEI OTCYTCTBYIOT.

IIpumep 138. [Ipocmomp 3HAUEHUS 8peMeHU, 8 meUeHUe Komopozo 6a308as cmaHyus He 6ydem
NbIMAmuCcsi ONPOCUMb HeaKMuegHble CMAaHUUU

RAPIRA: show interface wireless @ polling-tolerance

scan

scan [freq yacToTa]

OnucaHue: CKaHI/IPOBaHI/Ie BCeX YaCTOTHBIX ITHAIIa30HOB H 0T06pa)KeHI/Ie I/IH(l)OpMa]'_II/II/I 00
06Hapy>KeHHBIX 0a30BBIX CTaHITHAX.
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o KoMaHa [OCTyIIHa TOJBKO JJIs1 pajUOMapIIpyTH3aTOPOB THUIIA «KJIHMEHTCKas
CTaHITHUS».

CM. Taxoke HacTpoiika Trlla 060pyz0BaHUs

AprymeHTHI:

freq

apryMeHT HCIOJIb3yeTcs TOJbKO B MIMO-yCTpoMCTBax M II03BOJIIET CKAaHHUPOBATh TOJIBKO
YKa3aHHYI 4YacTOTy, YTO 3HA4YUTeJbHO COKpalllaeT BpeMsi CKaHHUPOBAHHWs, OCOOEHHO IIpHU
paboTe B pacIIMpeHHOM CIIHMCKe YacCTOT.

ITpumep 139. CkaHupogaHue ecex 00CMYNHbIX HACMOMHbLX OUANA30HO8

RAPIRA: show interface wireless @ scan

IIpumep 140. CkaHuposaHue uacmomsl 5800 MI'y

RAPIRA: show interface wireless @ scan freq 5800

signal
signal [watch]

OnucaHue: OT06pa>1<eHHe XdpaKTEepPUCTUK IIPMHUMAEMOI'0 CUT'HaJId.

o KOMaH,U;a OOCTYIIHA TOJIBKO [JId PaIrOMapIIPyTH3d4TOPOB THIIA «KJIIKMEHTCKas
CTaHIIHA».

cM. Taxoke HacTpotiika Tuita 060pyzoBaHUs
CM. TaKKe KOMaHy associated
CM. TaK>Ke KoMaHy show interfaces

AprymeHTHI:

watch

03BOJIAET IPOCMATPUBATh XapaKTepPUCTUKUA IPUHUMAaeMOT0 CUTHaJIa B peaJlbHOM BpeMeHH.
J17151 TIpeKpallieHus BHIIIOJTHEHHUSI KOMaHAbI HaXKMUTe Enter .

IIpumep 141. OmobpasceHue XxapaKkmepucmuk NPUHUMAeMo20 CUSHANA

RAPIRA: show interface wireless @ signal watch

CM. TaKXKe beeper
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statistics
statistics

OnucaHue: [I[pOCMOTpP CTaTUCTUKU YKa3aHHOTO MHTepdeica.
ApryMeHTBI:

watch

II03BOJIAET IIPOCMATpUBATh XdPAKTEPUCTUKU IIPHUHUMAEMOI'0 CUTHaJIa B p€aJlbHOM BPEMEHH.
[[JIH IIpeKpalieHrsd BEIIIOJTHEHUS KOMaH/Ibl HA’)KMUTE Enter.

Ipumep 142. [Ipocmomp cmamucmuku yKazaHHo20 uHmepgetica 8 pea1bHOM 8peMeHU

RAPIRA: show interface wireless @ statistics watch

tx-power-range

tx-power-range

OnmucaHue: [IpoCMOTP AOIIYCTUMBIX 3HAUEHUM MOIITHOCTH pagurouHTepdeiica (1bM).
AprymMeHTBI: APIYMEHTEBI OTCYTCTBYIOT.

Ipumep 143. [Ipocmomp donycCmMuMblX 3HaHeHULl MoujHocmu paduouHmepdgeiica

RAPIRA: show interface wireless @ tx-power-range

wds-table

wds-table

Ommcanue: [IpocMOTp cofepKUMOro Taburisl WDS.
AprymMeHTBI: API'YMEHTBI OTCYTCTBYIOT.

ITpumep 144. Ilpocmomp codeparcumozo WDS-mabauus

RAPIRA: show interface wireless @ wds-table

wireless-statistics

wireless-statistics
Ommcanue: [IpocMOTp ITOAPOOHOM CTAaTUCTUKH O€CIIPOBOSHOIO MHTepderica.
AprymMeHThI:

watch

IIO3BOJILET IIPOCMATPHUBATE XaPAKTEPUCTUKU IIPHMHHUMAEMOI'O CMI'HaJia B PeaJIbHOM BPEMEHH.
[[JIH IIpeKpalieHrsd BEIIIOJTHEHHWS KOMaHIbl HA’)KMUTE Enter.
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ITpumep 145. IIpocmomp nodpobHoll cmamucmuku 6ecnpo8odH020 uHmepdgetica 8 peabHOM 8peMeHU

RAPIRA: show interface wireless @ wireless-statistics watch

interfaces

Onmcanue: [IpocMOTp JieTaJIbHOM MHGOPMAIIUHU O LOCTYIIHBIX CeTeBBIX UHTepdericax.
AprymMeHTBI:

Hms nHTepdelica (BBIOOPOYHO)
watch (Bb160p0o4HO)

[Io3BOJIsIeT OTCJIEKMBATh M3MeHeHHe IlapaMeTpOB B peaJlbHOM BpeMeHH. Yallle Bcero
IIpUMeHseTcs IIPX IIPOCMOTPe MHTepdeHCcOoB Ha KJIMEeHTCKOM CTaHIIUH, II03BOJISIS OIlepaTUBHO
OTC/IEKMBATh HaJIMYMe acCOIMAIlUM C 06a30BOM CTaHIIMeH, TeKYIYI0 CKOPOCTh COeAUHEHMUs,
HCIIOIb3YeMYI0 YacTOTY (€C/IM YacTOTa Ha KJIMEeHTe YCTaHOBJIeHa KakK auto). /J[J1s mpeKpalieHus
BBINIOJTHEHNS KOMaHABI HaKMUTe Enter .

ITpumep 146. [Ipocmomp 0emabHOU UHPHOpMaUuUUu 0 JOCMYNHBLX cemesblx uHmepgeticax
RAPIRA: show interfaces

Bridge @ is up, link state is up
Hardware address: 0015.6d6b.bcbe
Internet address: 10.17.2.3 mask 255.255.255.0
broadcast: 10.17.2.255, MTU: 1500

FastEthernet @ is up, link state is up
Hardware address: d4ca.b6d7e.28fa VLAN: none
Internet address: 0.0.0.0 mask 0.0.0.0
broadcast: 0.0.0.0, MTU: 1500

Wireless @ is up, link state is up
Hardware address: 0015.6d6b.bcbe VLAN: none
Internet address: 0.0.0.0 mask 0.0.0.0
broadcast: 0.0.0.0, MTU: 1500
Type: station, SSID: "rs3", Mode: 802.11a
Speed: 54 Mb/s (auto), Access point: 0015.6d6b.bc54
Channel: 180, Frequency: 5900 MHz, Tx-power: 25 dBm
RTS: off, Distance: 900, WDS: on, FastFrame: on
Burst: on, Compression: off, WMM: off, Beacon: 100, DFS: off
Antenna: auto, ATPC: off

CM. TaK)Ke KOMaHy associated

CM. TaK>Ke KOMaHAy signal
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IP (moABEeTBH)

Komanas! nogsersu IP

* arptable

¢ domain-name
e hostname

* hosts

* name-server

* route

arptable

ip arptable {arp|size}

OnucaHue: [IpocMOTp COIEPIKUMOTO UJIHU pasMmepa Tabmibl ARP.

cM. Takke Tabsmiia ARP

AprymeHTHI:

arp

Copeprxumoe Tabuibl ARP.

size

Pasmep Tabsuisl ARP.

IIpumep:

RAPIRA: show 1ip arptable arp

domain-name

Omnmcanue: OToOpa’keHHe UMEeHHU JIOKaJIbHOTO JOMeHa.
CM. TakK>Ke M joMeHa
AprymMeHTBI: APIYMEHTEI OTCYTCTBYIOT.

IIpumep:

RAPIRA: show ip domain-name

hostname

OnucaHue: OT06pa>1<eHHe HMEHH JIOKaJIbHOTO X0CTa.

RAPIRA RS3
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CM. TaKoKe MM xocTa
ApryMeHTBI: ApTYMEHTHI OTCYTCTBYIOT.

IIpumep:

RAPIRA: show ip hostname

hosts

OnucaHue: HpOCMOTp Ta6HHHBI CTaTHUYECKHUX XOCTOB.

cM. CTaTUYeCKHe XOCThI
AprymMeHTBI: APTYMeHTHI OTCYTCTBYIOT.

IIpumep:

RAPIRA: show ip hosts

name-server

Omnmcanue: [IpocMoTp ip-afipeca cepBepa NMeH.

cM. [IpocMOTp cITHicKa UMeH

CM. Takoke DNS

route

OnucaHue:

cM. IIpocMOTp Ta6IUITEI MapIIPYTU3AIIUH.

cM. TakoKe CTaTHUYecKas MaplIIPyTU3allvs U IILUTI03 10 YMOJTYaHUI0

nat-list

OnucaHue: IIpOCMOTP Oep>KUMOro crrcka NAT.

cM. Takoke NAT

AprymMeHTBI: APTYMeHTHI OTCYTCTBYIOT.

ITpumep 147. [Ipocmomp 0ematbHOU UHGOpMayUU 0 JOCMYNHBIX Cemesblx uHmepgeticax

RAPIRA: show nat-list

RAPIRA RS3
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polling-rules

OnucaHue: [IpoCMOTP IIpaBUI ITOJITHHTA.

o KOMaH,Zl;a MO>KeT OBITh BBHIIIOJTHEHA TOJIbKO Ha 6a30BOM CTaHITHH.

Obpamume gHUMAaHUe:

[Iepen BHIIIOJTHEHMEM KOMaH/bI [IOJUIMHT 0JDKeH ObITh BK/IIOUEH, B IIPOTUBHOM
caydae 6yzeT BbIJaHO coob1eHue: "Polling not operational.”

AprymeHTHI: ApTYMEHTEI OTCYTCTBYIOT.
IIpumep 148. IIpocmomp npasu/i NOAAUH2A

RAPIRA: show interface Wireless @ polling-rules

CM. Taxoke polling

CM. TaxoKe HacTpouka I10JIIMHTa

polling-tolerance

OnucaHue: HpOCMOTp BpeéMEHH, B Te€UeHHe KOTOpOoro b6asoBas CTaHIOUAd He GYAET IIBITaThCA
OITPOCHUTH CTAaHIIWH, HE IIepeaaronirue TaHHbIX.

0 KOMaH/Ia MO>KeT OBITh BBITIOJTHEHA TOJIBKO Ha 6a30BOM CTaHITHH.

Obpamume 8HUMAHUe:

Ilepes BBHIIIOJTHEHHEM KOMaH/bI IIOJUIMHT JI0/DKEH OBITh BKJIIOUEH, B IIPOTUBHOM
ciy4ae 6yzeT BbIJaHO coobireHue: "Polling not operational.”

AprymMeHTBI: APTYMeHTHI OTCYTCTBYIOT.

IIpumep 149. Ilpocmomp 8pemeHU, 8 meUeHUe KOmopozo 6a306ast CMaHuus He 6ydem nelmambsCst
onpocums cCmaHyuu, He nepedaroujue OaHHbHIX.

RAPIRA: show interface Wireless @ polling-tolerance

CM. Taxoke polling

CM. TaxKe HacTpoika I10JIIMHTa

reboot
OmnucaHue: IPOCMOTP CTaTyca Ilepe3arpysKu.

cM. Taxoke [lepesarpyska CrCTeMBbI
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ApryMeHTBI: ApTYMEHTHI OTCYTCTBYIOT.

IIpumep 150. Ilpocmomp cmamyca nepesazpy3Ku

RAPIRA: show reboot

running-config

OnmcaHMe: IIPOCMOTP HUCIIOJTHAEMOHX KOHQUIYPaL[iH.
cM. Takke HacTporika MapipytusaTopa RAPIRA RS3
AprymMeHTBI: APTYMEHTBI OTCYTCTBYIOT.

ITpumep 151. [Ipocmomp UCNOJIHAEMOU KOHPU2ypauuu

RAPIRA: show running-config

services
OmucaHue: IIPOCMOTP CTaTyca CEPBHCOB.
AprymMeHTBI: ApTYMEHTEI OTCYTCTBYIOT.

IIpumep 152. IIpocmomp cmamyca cepeucos

RAPIRA: show services

cM. Takoke Pexxrim WPA EAP (IEEE 802.1X)
CcM. Takxe WPA

cM. Takoke DHCP

CM. TakKe beeper

cM. Takoke DNS

CM. Takoxe NTP

cM. Takoke HacTporika SNMP

startup-config
OmnmcaHue: IIPOCMOTP IIYCKOBOM KOHQUI'YPAIIHHU.
cM. Takke HacTpoiika mapiipyrusatopa RAPIRA RS3

ApryMeHTBI: ApTYMeHTHI OTCYTCTBYIOT.

RAPIRA RS3
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ITpumep 153. [Ipocmomp nyckogoll KOHguU2ypauuu

RAPIRA: show startup-config

SYSTEM (moaBEeTBB)

KomaHas! mogBeTBH System

countrycode

Onucanme: OTo6pakeHHe TEKyIEro countrycode.
AprymeHTHI: ApTYMEHTEI OTCYTCTBYIOT.

IIpumep:
RAPIRA: show system countrycode

cM. TakKe CMeHa TeKyIIero countrycode

cM. Taxoke [[poCMOTp CITHCKA TOCTYITHBIX YaCTOT

uptime

Onucanue: IIpocMOTp BpeMeHH PaGOTHl CHCTEMBI C MOMEHTA
MapIIpyTHU3aTopa.

ApryMeHTBI: ApTYMeHTHI OTCYTCTBYIOT.

ITpumep 154. [Ipocmomp 8pemeHU pabombul CUCMEMbl

RAPIRA: show uptime

version

RAPIRA RS3

IIOCJIEAHETO BKJIIIOYEHHA

Omnmcanue: [IpocCMOTP BepCHH YCTAaHOBJIEHHOTO IIPOTPAaMMHOT0 06€eCIIeueHHSL.

AprymMeHTBI: APTYMeHTHI OTCYTCTBYIOT.

ITpumep 155. [Ipocmomp eepcuu yCmMaHo8.1eHHO20 NPO2PAMMHO20 0b6ecneueHus

RAPIRA: show version

xml-running-config
OnucaHue: [I[pocMOTpP UCIIONIHSAEeMOM KOHUryparuu B popmarte XML.

CM. Taxoke Popmar ¢aityia KOHQUIypariuu
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ApryMeHTBI: ApTYMEHTHI OTCYTCTBYIOT.

ITpumep 156. [Ipocmomp ucnoaAHAeMou KoHgu2ypauuu 8 popmame XML

RAPIRA: show xml-running-config
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HacTpoyka uHTep¢encos

B xomaHmHOM BeTBU Interface crpynmupoBaHBI Bce KOMaH/BI, YIIPaBJISIONINE HaCTPOMKaMHU
BXOJSIIITUX B PaOMapIIPyTHU3aTOP UHTepdercoB, TAKUMH KaK:

* 3aIlyCK U OCTaHOBKa MHTepdeiica

* ycTaHOBKa U usMeHeHue MTU uHTepdeiicoB

* 3aJjlaHHe CKOPOCTH Ilepefjladyy JaHHBIX I UHTepdetica

* usMeHeHue MAC agpeca uHTepderica

* HacTpoMka IP ripoTokosia i1 uHTepdeiica

* HAaCTpPOMKa YHUKAJIbHBIX [TapaMeTPOB 6eCIIpOBOAHBIX HHTepdericoB
* HAaCTpOMKa YHUKAJIbHBIX [TapaMeTPOB IIPOBOAHBIX HHTepdericoB

* IIpUMeHEeHHe CIIMCKOB JI0OCTYyIIa Ha HHTepderice

ITapameTpsI BeTBHU Interface

interface {name} {index}
IIapameTpsr:

name

Wms uaTepdetica. BoOaMoKHBIE 3HAUEHUS:

wireless

HaCTpoMKa 6eCIpoBOIHOTO UHTepdetica

ethernet

HaCTpOMKa IIPOBOTHOTO HHTepdetica

bridge
co3laHue/HacTporKa HHTepdeiica mpo3pauyHoro Mocra. Ilofipo6Hee o paboTe C JaHHBIM
nHTepdericoM cM. B paszese CosjaHre IIPO3pavHOro MOCTa.

index

Homep unTepderica.

Crucoxk komaHa BeTBH INTERFACE

access-group

OnmucaHue: cM. CBsI3bIBaHUE CIIUCKA [OCTYIIA

CM. TaK>Ke access-list
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allmulticast

OmmcaHue: BKIIIOUeHHe pe)XKHMMa MHOT0aJpeCcHOM pacChUIKM (MyJIbTHKAcT). Ilo yMoI4aHHIO
TaHHAsl OIS BBIKIOYEHa. /s paboThl B JAaHHOM peXHMe He0o6XO0[UMO pa3peluThb
MYJILTUKACTHI Ha 6eCIIPOBOHOM HHTepderice KIMeHTCKOTO MapIIpyTH3aTopa.

IIpedpuxc NO. BrikIroueHHe pesKUMa MHOTOQPeCHOMN PaCChLIKH.
AprymMeHTBI: ApTYMEeHTEI OTCYTCTBYIOT.

ITpumep 157. BK/itoOUeHUe pescuma MHO20a0pecHOll paccblaku

RAPIRA: interface Wireless @ allmulticast

antenna

antenna {a|b|auto}

Omucanue: OIpefiesleHHe aHTEHHOIO BBIXO/Aa PaAUOKapThl, KOTOPBIM Oy[eT MCII0JIb30BaH.
Komanpma akrtyasbHa TOJIBKO 11 YCTPOMCTB € HOAMEP>KKOU HpoTokosaoB 802.11a/b/g u He
aKTyaJbHa [Js YCTPOMCTB C TIIOAMepKKoM IpoTokosia 802.11n (MIMO). PexoMeHyeTcs
HCII0JIL30BAaTh IIapaMeTp auto.

ITpumep 158. OnpedesieHue aHMEHHO20 8blX00a paduoKapmul

RAPIRA: interface Wireless @ antenna auto

AUTHENTIFICATION (I10aBeTBB)
ca-cert
OnucaHue: cM. VcraHoBKa CA-cepTudUKaTa

cM. Takke HacTpoiika WPA

client-cert

OnucaHue: CM. YCTaHOBKA cepTUOUKaTa KIUeHTa g ayTeHTUGuKaruu EAP-TLS

cM. Takke HacTpoiika WPA

identity
OnucaHue: cM. YCTaHOBKA ayTeHTUYHOCTH KJIHMeHTa

cM. Takke HacTpoiika WPA

wpa-eap

Ommucanue: cM. Bkirouenue pesxxuma WPA EAP
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CcM. TaxkKe Hactpoirika WPA

md5

Omnucanue: cM. Bxirouenue pesxuma EAP-MDS

CcM. TakKe Hactpoiika WPA

mschap-v2

OmnucaHue: cM. Bxirouenue pesxuma EAP-MSCHAPv2

CcM. TakKe Hactpoiika WPA

password

OnucaHue: CM. YCTaHOBKA I1apO0JId I Pa3/INUHBIX PEXXUMOB ayTeHTUPUKAITUU
CcM. TakKe Hactpoiika WPA

peap

Omnucanue: cM. BxirouerHue PEAP

CcM. TaxkKe Hactpoiika WPA

private-key

OmucaHue: CM. YCTaHOBKA CEKPETHOTO KJIr0Ua KINeHTa

CcM. TaxkKe Hactpoiika WPA

radius-profile

Ommcanue: cM. YeraHoBKa mpoduiisa RADIUS g ayreHTuukarmu WPA EAP
CcM. TaxkKe Hactpoiika WPA

CM. Taxoke EAP

tls

Omucanue: cM. Bxirouenue EAP-TLS

CcM. TaxKe Hactpoiika WPA

CM. Takke EAP

ttls

Onmcanue: cM. Bkirouenue EAP-TTLS

cM. Takke HacTpoiika WPA

RAPIRA RS3
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CM. TakKKe EAP

wpa-psk

Onmcanue: cM. Bkirrouenue WPA-PSK

cM. Takoke Hactporika WPA

beacon

beacon {milliseconds} [hide]

OnucaHue: YCTaHOBKAa HHTepBasla PacChUIKU IIMPOKOBEIATEIbHOIO0 HIeHTUUKATOpa CEeTH.
PacchlIKa OCyIecTBIIsIeTcs 6a30BOM CTaHIUEN /11 CUHXPOHU3aI[UU paboThl 6eCIIPOBOHOM CEeTH.
NHTepBas uHUCUUCAAETCd B MUWUIMCEKYHAX, OOIYCTUMBIEe 3HaveHWsa: oT 25 pgo 20000 wmc.
CragmapTHOe 3HaueHUe - 100 Mc.

He MeHslTe 3TOT ITapaMeTp 6e3 SBHOM He0OX0JUMOCTH!
IIpedpuxc NO. OTK/IIOUEHHEe PACCHIIKU IIIMPOKOBEIaTeIbHOT0 UeHTUGUKATOPA CeTH.
AprymMeHTBI:

milliseconds

VkasaHue BPEMEHHOI'0O MHTEpPBaJid.

hide
[IpomosKeHMe pPacChUIKK C HYJIEBBIM 3HadeHueM Itosig SSID, T.0. pamuvoMapiipyTusaTop
nepexomquT B pexkuM HIDE SSID. [yig OTK/IIOUEHHS JaHHOTO peKrMa TpebyeTcsd BBI3BAaTh

KoMaHZy beacon c ykasaHueM BpeMeHHOIo MHTepBaJja U BE3 ykasaHUs KJIHOUYeBOIO CJIOBa
hide.

ITpumep 159. Hacmpotika beacon

RAPIRA: interface Wireless @ beacon 100

beeper

OnucaHue: BK/IIOUEHHEe 3BYKOBOTO CHTHaJa. /laHHAas KOMaHJa IPUMeEHseTcI IPU IOCTHUPOBKE
aHTeHHBI. IHTepBajibl 3By4YaHHUsI CHUTHaja OOPaTHO HPOIIOPIIMOHAJIBbHBI YPOBHIO IIPUEMHOIO
CUTHAaJIA.

ITIpedukc NO. OTKIHOUeHHe 3BYKOBOT'O CUTHAJIA.
ApryMeHTBI: ApTYMeHTHI OTCYTCTBYIOT.

IIpumep 160. BKaroueHue 38yK08020 CUSHANA

RAPIRA: interface Wireless @ beeper
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CM. TakKe signal

bridge-group

OmmcaHue: IOMellleHre YKa3aHHOTo MHTepdelica B TPYIITy IPO3pavyHOro MOCTa, IOAPo6Hee CM. B
paszesie Co3maHue IIPO3PavYHOTO MOCTA.

burst

OmucaHue: BKJIIUYeHHe peXHUMa OTIpaBKU OOJIBIIEro KOJMYeCcTBa KaJApoB 3a TOT JKe
$UKCHUPOBaHHBIN BpeMeHHOMN HHTepBaJl.

Obpamume 8HUMAHUe:

o Komanpma axktyasmbHa TOJIBKO [ajg YCTPOWMCTB C IIOAMEP>KKOM IIPOTOKOJIOB
802.11a/b/g 1 He mOCTymHA IS YCTPOMCTB C IIOAMEPIKKOM IpoToKosia 802.11n
(MIMO).

IIpepuxc NO. OTK/IIOUEHHEe pPeXHMMa OTIPaBKHU OOJIBIIEro KOJIMYecTBa KaJpoB 3a TOT JKe
$HUKCUPOBaHHBIN BpeMeHHOM! UHTepBaJl.

AprymMeHTHI: ApTYMEHTEI OTCYTCTBYIOT.

ITIpumep 161. Hacmotixka burst

RAPIRA: interface Wireless @ burst

channel

OnucaHue. HacTpoiika KaHasla HeCyIled 4acTOThL

IIpedpuxc NO. He ucrnosb3yercs.

AprymMeHTEI.

frequency

VKaswpIiBaeT 3HaueHMe HeCylllell 4acTOoThl B Merarepriax. KiroueBoe cI0BO auto IIpUMeHUMO
UCKJIHUYUTEJIBHO K KJIMEHTCKOMY YCTPOMCTBY. EciiM KaHas CTaHIIMU yKas3aH Kak auto, TO
CKaHUPYIOTCA BCe IOlep KUBaeMble KaHaJIbl I faHHoro SSID.

BaoicHo:

o Ecyi BBI OIIpefie/INTe KOHKPETHYI0 YacCTOTy IS 060pyZ0BaHUs, pab0TaroIero B
peXuMe «KJIHMeHTCKasd CTaHIUSA», TO CTaHIUA Oy[eT OIIpallvBaThb TOJIBKO 3Ty
YacToTy.

o Ob6pamume @HUMAHUe:
J11s1 pexkuMa «6a30Basi CTaHITUSI» HesIb3s UCII0Ib30BaTh 3HaUeHHe auto.
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ITpumep 162. Hacmpoiika KaHaaa Hecyulell Hacmombl

RAPIRA: interface Wireless @ channel 5805
Channel 1is set to '5805'.

CM. TaKXe HpOCMOTp CITKMCKa JOCTYIIHBIX YaCTOT.

cM. Takke CMeHa countrycode

clientbridge

Ommcanue. BkiIoueHHe  peXkMMa  IIPOXOXKAeHUsA  TpaduKa  MeXAy  KIHeHTCKUMHU
MapIIpyTHU3aTOpaMH IIPH HCII0JIb30BaHUM KOHQUIYpalluM "TOYKa-MHOIroTouek'. 1o yMoI4aHUIo
JAaHHBINA PEXKUM BBIKIIOUEH.

ITpedukc NO. 3ampeT IIPOX0OKAEHUS TpaPUKa MEXKTY KIMEHTCKUMHI MapIIPyTH3aTOPaMHU.
ApryMeHTBI: ApTYMeHTHI OTCYTCTBYIOT.

ITpumep 163. BK/itoueHue pexcuma 3anpema npoxoHcoeHUst mpapurka MexHcoy KAUEHMCKUMU
Mapupymusamopamu npu UCnN0/1308aHUU KOH@PuU2ypauyuu "mouka-mHo20mouex".

RAPIRA: interface Wireless @ no clientbridge

dfs

OnucaHue. BKIIOUeHHe pe)KMMa aBTOMAaTHUYeCKOTO BhIGOpa ONTHUMaIbHOM yacToThl (Dynamic
Frequency Selection). Pe>kuM M0O>KeT GBITh HCII0JIb30BaH TOJIHLKO Ha 6a30BOM CTaHIIUH, IIPU 3TOM
mapameTp channel Ha Bcex MapIIpyTH3aTopax [I0J/DKeH GBITH YCTaHOBJIEH B auto.

IIpeduxc NO. OTK/II0OUeHNe perkKUMa aBTOMAaTHUeCKOT0 BhI60pa OIITUMAaJIbHOM YacTOTEI.
AprymMeHTBI: APTYMeHTHI OTCYTCTBYIOT.

ITpumep 164. BKAWOUEHUE PeACUMA A8MOMAMUHUECKO20 8bl60pa ONMUMAIbHOU Wacmomsl

RAPIRA: interface Wireless @ dfs

cM. Takyke channel

distance
OmnucaHue. YCTaHOBKA JUCTAHIMY MeXKIy MaplIpyTH3aTOpaMU.
IIpeduxc NO. He UCII0Ib3yeTCH.

ApryMeHTEI.
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distance

JUcTaHIIUA H3MepseTcs B MeTpaX, 3HaueHue IO/DKHO OBITH KpaTHO 300. IIpuemiieMbIi
nuarasoH ot 0 1o 100200 meTpoB.

ITpumep 165. YemaHogka ducmaHyuu mexcdy Mapupymusamopamu 8 3 KM.

RAPIRA: interface Wireless @ distance 3000
A distance value is set to '3000'.

cM. TakKe HacTpoiika mapameTpa pacCTOSHUS

ENCRYPTION (mogBETBB)

ccmp

Ommcanue: cM. Brirouenue mmdposanusg CCMP (WPA2)
cM. Takke [EEE 802.111 WPA2

key

OnucaHue: CM. YCTaHOBKA WUJIU BLIOOP CyIlecTBYOIero kiarnua WEP
cM. Takke WEP

cM. Takke Hactpoiika Wired Equivalent Privacy (WEP)
tkip

Omnucanue: cM. BriroueHue mudpoBanus TKIP (WPA)
cM. Takke Hactpoiika WPA

wep

OmnucaHue: cM. Bxirouenue murdposanusg WEP

cM. Takxke WEP

cM. Taxoke Hactpoiika Wired Equivalent Privacy (WEP)

fast-frame

OnucaHue: BKIIIOUEHHE pexuma OGLEILHHEHI/IH KaJapoBs.

Obpamume gHUMAHUe:

o Komanpma axktyasnbHa TOJIBKO [gj1g yCTPOMCTB C IIOAJEP>KKOM IIPOTOKOJIOB
802.11a/b/g 1 He aKTyaJIbHA JJI YCTPOMCTB C IIOAAEP>KKOM IIpoToKosaa 802.11n
(MIMO).
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ITIpedukc NO. OTKIIOUeHHE pesKUMa 00beJUHeHUs KaIpoB.
ApryMeHTBI: ApTYMeHTHI OTCYTCTBYIOT.

ITpumep 166. Hacmpolika fast-frame

RAPIRA: interface Wireless @ fast-frame

IP (mogBEeTBB)

cM. [TapaMeTpsl HHTepdetica

kick-mac
OnucaHue: cM. OTCOeIMHEeHMe KJIUeHTCKOM CTaHI[UU 0T 6a30BOM

CM. Taxke PuiIbTpariyg Ha ocHoBe MAC-agpeca

mac-access-list

OmnmcaHue: cM. B pasfese OunbTpaius Ha ocHoBe MAC-azpeca

macnat-mode

OnucaHue. BkiwueHHe peXMMa COBMEeCTHMOCTH CO CTaHZapTHBIM Wi-Fi - o6opyzoBaHueM.
TpaHcsamus 4-X afgpecHOM CcXeMBbl mac-afpecoB B 3-X aZpecHyr. IIpy BK/IIOUYEHUHU JAHHOTO
pexxuMa ¢irar WDS He UCIIOJIB3yeTCsI U CHUMaeTCsl aBTOMaTUUeCKU.

IIpedpuxc NO. OTKITOUEeHHUE pPesKMa COBMECTUMOCTH €O CTaHAapTHRIM Wi-Fi - 060pyioBaHrEeM.
AprymMeHTHI: ApTYMEHTEI OTCYTCTBYIOT.

IIpumep 167. BKAIOUEHUE PeACUMA COBMECMUMOCMU CO cmaHOapmHbvlm Wi-Fi 06opydogaHuem

RAPIRA: interface Wireless © macnat-mode

CM. Tak>ke wds-mode

mode

OnucaHue i1 yCTPOMCTB C HOAAeP>KKOM IPoToKoJ10B 802.11a/b/g/n

KoMaH/ia yKasblBaeT IIUPUHY I10JI0CHI IIPOITYCKAHUA U MOXKET OBITH IIpefCTaBjieHa B OJHOM M3
BapuaHTOB: noht, ht20, ht40- miu ht40+. B pesxuMme noht ucmosb3yercs IIpoTokosa 802.11a wiau
802.11g - B 3aBUCUMOCTH OT UCII0JIb3yeMOI'0 YaCTOTHOI'O JUaria3oHa.

IIpedpuxc NO. He rcriosib3yeTcs.

AprymMeHTEI.
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mode

Pexxum: onmH U3 noht, ht20, ht40- rau ht40+ (pexomeHyeTcs).

Ipumep 168. Ycmarogka pesxcuma ht40+

RAPIRA: interface Wireless @ mode ht40+
The mode is set to 'ht40+'.

OnucaHue Jjis1 yCTPOMCTB C HOAAeP>KKOM IPOoTOK0JI0B 802.11a/b/g

Komanpa ykaseiBaeT pesxuM IEEE 802.11, KOTOpBIEI MOJKeT OBITH IIpe[CTaBJIeH B OJHOM U3
BapuaHToB: 802.11a, 802.11b miu 802.11g.

IIpedpuxc NO. He rciosib3yeTcs.
ApryMeHTEI.

mode

Pe>kKuM: OMH U3 a, b, g wim auto (pekoMeHayeTcs)). ECIM peXXUM yCTaHOBJIEH B auto, TO
IpaiiBep MapIIpyTH3aTOpa aBTOMAaTHUUEeCKH BBIYUC/SIET ONTUMAJIbHBINA PeXKUM [JIs1 JaHHOMU
YacTOTHI ¥ CKOPOCTH ITepe/laud JaHHBIX.

IIpumep 169. YemaHo8Ka pexcuma auto

RAPIRA: interface Wireless @ mode auto
The mode is set to 'auto'.

nat-group

OnmcaHue: cM. NAT

polling

Onucanue: BkiroueHue pexuma I10JIJIMHTA. KOMaH,ZLa JOJI>KHa OBITH BHITIOJTHEHA Ha 6a30BOM U Ha
KIIMEHTCKHX CTaHIIHAX.

IIpedpuxc NO. BrIkiIroueHUe pesKruMa II0JIJIMHTA.
AprymMeHTBI: ApTYMEHTEI OTCYTCTBYIOT.

IIpumep 170. BKAroUeHUe percuma NoAAUH2A

RAPIRA: interface Wireless @ polling

cM. Takke polling-rules

CM. TaxKe HacTporika II0JIIMHTa
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polling-stations-max

polling-stations-max {number of stations}

OnucaHue. YKazaHUe MaKCUMaJIbHOTO KOJIM4YecTBa abOHEHTOB, KOTOpPhIe OYAYT 0OCIyKUBaThCSA
06asoBol cTaHITUel. KoMaHIa MOKeT OBITH BHIIIOJTHEHA TOJIHKO Ha 6a30BOM CTaHITHH.

IIpedpuxc NO. He ucriosnbsyercs.
ApryMeHTHI.

number of stations

MakcuMaJbHO OOITyCTHMOE€ YHCJIO IIOAK/TFI0YaeMBbIX KIIMEHTOB.

ITpumep 171. YkazaHue MakCuUMaabHO20 KOAUHECMB8a AOOHEHIMO08

RAPIRA: interface Wireless @ polling-max-station 25

cM. Takke polling-percentage
cM. TakKe polling-tolerance-max

CM. TakKe HacTpoiika IIoJIMHTa

polling-max-rate
polling-max-rate {MAC-apgpec} {3HAYEHME}

Onucanue. YcTaHOBKa MaKCHMaIbHOM CKOPOCTH Iepefadyd B IIpAMoM (0T 6a3bl K KIWEHTY) U B
obpatHOM (0T KyiMeHTa K 6ase) HalpaBeHUAX. KoMaHa MOKeT OBITH BBIIIOJIHEHA TOJIBKO Ha
06a30BOM CTaHITUU.

IIpeduxc NO. He UCIIOIb3yeTCH.
ApryMeHTHI.

MAC-azpec

MAC-azipec 6ecIIpoBO/THOTO HHTepdelica KIMeHTCKONM CTaHIIHH.

3HAYEHWE

COCTaBHOE 3HaueHWe CKOPOCTH [Id IIPIMOr0 M O0OpaTHOIO HallpaBJeHHs B BH/JE
3HAYEHUE_IIP/3HAYEHUE_OBP. CKOpOCTH MOXKeT YyKasblBaTbCd KakK OHTaX, TaK U B
COKpallleHHOM HOTAaIlUuHU C IIOMOIbI0 CyGPUKCOB "M" - MerabuT U "K" - KMII0OUT (CyQPUKCEI He
UyBCTBUTEJIbHBI K PETUCTPY).

ITpumep 172. YemaHO08KA MAKCUMAALHO 00NYCMUMOU CKOpocmu nepedaqu 8 npaMoMm U 8 06pamHoM
Hanpas/eHusx

RAPIRA: interface wireless @ polling-max-rate 00:15:6d:54:31:0f 16M/6M
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Eciu 3HAYEHUE_ITP miu 3HAYEHUWE_OBP paBHO "0", TO CKOpPOCTh B TaHHOM HallpaBJIEeHUU
KOHTPOJIMPOBAThLCA He OyneT (ecsd HeT IIpaBUJjIa II0 YMOJIYaHUIO - CM. HIKe). TakuM obpasom,
ecJI He0OX0/IMMO 0TKa3aThbCA OT OJHOIO M3 paHee BBeJeHHBIX IIapaMeTPOB HYKHO IIPOCTO ellfe
pas3 BBI3BATH JAHHYI0 KOMAaH/y CO 3Ha4YeHHeM PaBHBIM 0, IIPH 3TOM, eC/IH IIOCTaBUThH paBHBEIM "0"
o6a mmapametpa ( 0/0 ), To mpaBUJIO YIAJIUTCI TaK >Ke, KaK IIPH HUCII0JIb30BAaHUU KOMaH/ bl polling-
delete.

Eciii B kauectBe MAC-azipeca OyzeT yKasaH IIHMpPOKoBelllaTebHbIN aapec: FE:FF:FF.FF.FF:FF - To
JaHHOe IIPaBWIO OyZeT SABJATHCA IIPAaBUJIOM II0 YMOJIYaHUI0 U OyJeT UCII0JIb30BaThCA IS BCeX
KJIMEHTOB, Y KOTOPHIX He 3a/laHbl JaHHbIe ITapaMeTphI.

IIpumep 173. YcmaHo8Ka npaguaa no ymoaA4aHuro

RAPIRA: interface wireless @ polling-max-rate FF:FF:FF:FF:FF:FF 1M/0

Taxkum 06pa3om, /I BCeX KJIMEHTOB, Y KOTOPBIX OTCYTCTBYeT IIPaBUJIO Ha OrpaHUYeHHe CKOPOCTHU
B IIpgMoM HarpaBieHuu (3HAYEHUE_IIP), ckopocTh OyzeT orpaHudeHa 3HaueHueM 1M. Ha
CKOPOCTh B 00paTHOM HallpaBJIeHUM KOHKPeTHO JaHHas KOMaH/ja He [IOBJIUSET.

CM. Tak>ke polling-min-rate

CM. Takke HacTpoiika IoJutiHTa

polling-min-rate
polling-min-rate {MAC-agpec} {3HAYEHWE}

Onucanue. YCTaHOBKa MUHHUMAaJIbLHOM CKOPOCTH Ilepefadyd B IIPAMOM (0T 6asbl K KJIHEHTY) U B
obpaTHOM (0T K/iMeHTa 6ase) HallpaBjeHUsX. KoMaHa MO>XeT OBITH BBIIIOJIHEHA TOJIBLKO Ha
6a30BOM CTaHITUH.

CrcTeMa MBITaeTCSa He JOIYCTUTh CHIDKeHUs CKOPOCTH HIDKe 3alaHHOM (IIpU HaJIMYUU pecypca,
pasyMeetcs). IIpx HeocTaTKe pecypca CKOPOCTh paclipeiessieTCs IIPOIIOPIIMOHAIBHO 3alaHHOMY
3HaUeHUI0, HallpuMep, eCJIU peajlbHas CKOPOCTh Ilepefauu cocTasisieT 10 MOUT/c, HO IIpU 3TOM B
IpaBWIaxX OJHOMY KJIHeHTy rapaHTupoBaiu 20 M6wurt/c, a apyromy 10 M6uT/C, TO HUTOroBas
CKOPOCTh y KaK[IOr0 KJIMeHTa OyieT COOTBETCTBEHHO 6.66 MouT/c 1 3.33 Mourt/c. Eciu ke ofHOMY
KJIMEHTY HUYEero He rTapaHTUPOBaJIU, TO eMY I0CTaHyTCs JIUIIL OCTaTKU pecypca.

Bce BrIIlIecKasaHHOe BEPHO IIPH pacIIpenejeHruN CKOpOCTeﬁ KaK B IIPsAMOM, TaK H O6paTHOM
HalIpaBJIEHUAX, KaK [IJId OJHOT'O, TaK U [IJIsI HECKOJIBKHUX K/JIMEHTOB.

IIpedpuxc NO. He ucrosb3yercs.

AprymMeHTEI.

MAC-agpec

MAC-azpec 6eCIIpoBOZHOTO HHTepdetica KINeHTCKOM CTaHITUH.

3HAYEHUE

COCTaBHO€ 3Ha4YeHHE CKOPOCTH [JId IIpAMOIo H OﬁpaTHOI‘O HaIlpaBJIEHHUdA B BH]IE
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3HAUEHUE_ITP/3HAUEHUE_OBP. CKOpOCTh MO>KeT yKasblBaThbC KaK OHTaXx, TaK U B
COKpall[eHHON HOTAI[UU C IOMOIIbI0 CypPUKCcoB "M" - Mmerabut 1 "K" - Kmy1o6UT (cyQPUKCHI He
UyBCTBUTEJbHBI K PETUCTPY).

IIpumep 174. YemaHO8KA MUHUMA/IbHO 0ONYCMUMOUL CKOpocmu nepedadu 8 NPSAMOM U 8 06paAmHOM
HANpasAeHusx

RAPIRA: interface wireless @ polling-min-rate 00:15:6d:54:31:0f 10M/5M

Eciu 3HAYEHUE_ITP miu 3HAYEHUWE_OBP paBHO "0", TO CKOpPOCTh B IaHHOM HallpaBJIeHUU
KOHTPOJIMPOBAThCSA He OyzeT (ecy HET IIpaBWja II0 YMOJYaHHUIO - CM. HIDKe). TakuM o6pasom,
ecJI1 He0OXOAMMO OTKasaThCsa OT OZHOTO U3 paHee BBeJEHHBIX IIapaMeTPOB HY>KHO IIPOCTO eIle
pas3 BBI3BATH JAHHYI0 KOMAaH/y CO 3Ha4YeHHeM PaBHBIM 0, IIPH 3TOM, eC/IH IIOCTaBUThL paBHBEIM "0"
o6a mmapametpa ( 0/0 ), To mpaBUJIO YIAJIUTCI TaK >Ke, KaK IIPH HUCII0JIb30BAaHUU KOMaH/bI polling-
delete.

Eci B kauecTBe MAC afpeca 6ymeT mupokoBeraTeabHbId agpec: FF.FF:FF:FF.FF.FF - To naHHOe
IIpaBUJIO OYAET SIBJIATHCS IPABUJIOM 110 YMOJTYAHUI0 U OYZeT UCII0JIb30BaThCs /IS BCeX KJIIMEHTOB,
Yy KOTOPHIX He 3aJlaHbl JJaHHbIe IIapaMeTpHL.

IIpumep 175. YemaHo8Ka npaguaa no yMoA4aHuro

RAPIRA: interface wireless @ polling-min-rate FF:FF:FF:FF:FF:FF TM/0

Takum o6pasoM, Ij1 BCeX KJIMEHTOB, y KOTOPBIX OTCYTCTBYeT IIpaBUJIO Ha MUHHMAaJbHOE
OTpaHUYeHNe CKOPOCTH B IIPsIMOM HalpaByieHud (3HAYEHUE_IIP), ckopocTh 6yzeT He MeHee 1M.
Ha ckopocTh B 06paTHOM HallpaBJIeHUU KOHKPETHO JaHHAas KOMaH/ia He II0BJIUseT.

cM. Takke polling-max-rate

CM. Taxoke HacTpotika IToJInHra

polling-priority

polling-priority {MAC-address} {priority (integer [0:100])}

OnmcaHue. YCTaHOBKA IIPUOPUTETOB KJIMEHTCKUX CTaHIMM. KomMaHa M0)XeT OBITH BBIIIOJIHEHA
TOJIBKO Ha 6a30BOM CTaHIINU.

IIpropUTeT B NAHHON CHCTeMe SBJIIeTCS >KeCTKHMM, TaKMM 00pa3oM, eCIH Yy OJHOro KJIMeHTa
IIPUOPUTET XOTh Ha 1 BBIIIIE YeM Y IPYTOTo0, TO IIePBHIM KJIHMEHT II0JYYUT BECh PECYPC, eCJIN Y HEro
HeT OrpaHWYeHHM Ha MaKCHMaJbHYI CKOpPOCTb. KJIMEeHTHI ¢ paBHBIM IIPHOPUTETOM
PaBHOIIPABHEI.

IIpedpuxc NO. He ucrosb3yercs.

AprymMeHTEI.

MAC-address
MAC-agpec xkineHTa, HampuMep 00:15:6d:54:30:da.
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priority (integer [0:100])

3HaueHwue nnpuopurera ot 0 1o 100.

IIpumep 176. YemaHogKa npuopumemog KAUeHMCKUX CIaHyuil

RAPIRA: interface Wireless @ polling-priority 00:15:6d:54:30:da 2

Eciu B xagyecTBe MAC-azipeca OyzeT mupoKoBelaTeabHblil agpec: FF.FF:FF.FF:FF.FF - To faHHOe
IIPaBUJIO Oy/IeT ABJIATHCS IIPABUJIOM 110 YMOJIYaHUI0 U OYZEeT UCII0JIb30BaThCS /I BCeX KJIUEHTOB,
Yy KOTOPBIX He 3a/IaHbI JAHHEIE IIapaMeTpHL.

IIpumep 177. YemaHo8Kka npuopumema no yMoaA4aHuro

RAPIRA: interface wireless @ polling-priority FF:FF:FF:FF:FF:FF 1

cM. TakKe polling-tolerance-max
CM. TaxoKe polling-max-rate
CcM. Takke polling-min-rate

cM. TakKe HacTpoiika moJuiiHra

polling-percentage
polling-percentage {npoueHT BpemeHu [10:100]}

Omnmcanue. YCTaHOBKa COOTHOIIEHHUS BpeMeHH paboThl 6asbl B IIOJMHIE KW 0e3 IIOJIJIMHIA.
KomMmaHzia MO>KeT OBITH BBIIIOJIHEHA TOJIBKO Ha 6a30BOM CTaHIIUU.

Bpemsi pasbuBaeTcsi Ha IepUOJUYECKHEe HHTEpPBaJbl AJIUTENbHOCTHIO B 100 mc. KomaHza
ycTaHaBJIWBaeT IIPoreHT oT 100 Mc, B KOTOpoM 6asoBasg CTaHIMA paboTaeT C KINEHTCKUMHU
CTaHLUSAMMY, IOAJEPKUBAIOIUMU IIOJIMHL. OcTaBIlleecs BpeMs 6asa paboTaeT ¢ KJIMEHTCKUMU
CTaHIIUSIMU, He II0/IeP>KUBAIUMHU II0JUIMHT (JIN60 C OTK/II0UEHHBIM II0JUIMHTOM).

IIpedpuxc NO. He ucrosnb3yercs.
ApryMeHTEI.

IIPOIIEHT BpEME€HHU

nporeHT oT 100 Mc, B KoTopoM AP paboTaeT ¢ KJIMeHTaMU.

ITpumep 178. YemaHo8Ka COOMHOWEHUS 8peMeHU pabombl 6a3bl 8 no/1UH2e U 6e3 NoAUH2a

RAPIRA: interface Wireless @ polling-percentage 90

CM. TaxoKe polling-tolerance-max

cM. Takke polling-stations-max
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cM. Takke polling-max-rate
cM. Taxke polling-min-rate

CM. TaxKe HacTpolika II0JIIMHTa

polling-tolerance-max
polling-percentage {Bpems B munnucekyHpax [3:128]}

OnucaHue. [JaHHOe 3HAUeHUeE OIpejeiieT MaKCUMaJbHOe BpeMs, B TeueHHe KOTOpPoro 6asoBasi
CTaHITUS He OY/IeT IBITAThCS OIPOCUTH CTAHITUH, He Ilepefialoliue JaHHbBIX. He MeHsIHTe JaHHbBIH
ImapaMeTp, €CJIM Bbl He YBEPEHHI B CBOMX JeHCTBHAX! 3HAUEHHE 110 YMOTYaHUIO PaBHO 32 MC.
3HaueHHe M0 YMOJYaHHe He OToGpakaeTcsi B Qaiyie KoHPUTypaliuu. KomMaHIa MOKeT OBITH
BBITIOJTHEHA TOJIFKO Ha 6a30BOM CTaHITUH.

IIpedpuxc NO. He ucrosnb3yercs.

AprymMeHTEI.

MHIJIVTUCEKYH/IbI

BpeMd B MIJIJIMCEKYHIAX, B HHTepBaJie 3 - 128 Mc

IIpumep 179. YcmaHo8Ka MAKCUMA/TbHO20 8peMsl, 8 MeueHUe Komopo2o 6a3oeas cmaHyus He 6ydem
NblMamusCs ONPOCUMb CMAHUUU, He nepedarouiue 0aHHbLX

RAPIRA: interface Wireless @ polling-tolerance-max 64

cM. Taxke polling-priority
cM. Takke polling-max-rate
CM. TaxoKe polling-min-rate

CM. Tak>Ke HacTpoiika mmoJutiHTa

polling-delete

polling-delete {MAC-address}

OnucaHue. VhajgeHue BCeX IPAaBWJ IIOJUIMHIA I KJIMEHTCKOM CTaHIMU C 3afaHHBIM MAC-
azpecoM, a UMEHHO: MaKCUMaJIbHON CKOPOCTY, MUHUMAaJIBLHOM CKOPOCTH U IIpuopuTreTa. Ecii Ha
JaHHBIM MOMEHT CYILeCTBYIOT IIpaBHJIa II0 YMOJIYaHUI0, OHU IIPUMEHSIOTCA K JaHHOU CTaHITUN
aBTOMaTU4yecKy. KoMaH/ia MO>KeT OBITH BBHITIOJIHEHA TOJIBKO Ha 6a30BOM CTaHIIUU.

IIpedpuxc NO. He mcrionb3yeTcs.

AprymMeHTEHI.

MAC-address
MAC-azpec xiareHTa, HarpuMep 00:15:6d:54:30:da.
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ITpumep 180. YoaneHue npagua 011 KOHKpemHOU KAUEHMCKOU cmaHyuu

RAPIRA: interface Wireless @ polling-delete 00:15:6d:54:30:da

cM. Takke polling-clear

CM. Takke HacTpoiika IoJutiHTa

polling-clear
polling-clear

OnucaHue. YhajieHHe BceX IIPpaBWJI IIOJUIMHTA KM3 CHCTEMBEI. Komana yoaJiieT BCe IIpaBHJIA,
BKJIIOYas IIpaBHJIa II0 YMOJIYaHHIO. KomaHma MosKeT OLITH BEIIIOJIHEHA TOJILKO Ha 0as3oBOU
CTaHITHH.

IIpedpuxc NO. He ucrosnb3yercs.
AprymeHTHI. APTYMEHTBI OTCYTCTBYIOT.

IIpumep 181. YoasieHue 8cex npaguil nOAAUH2A U3 CUCTNEMbL.

RAPIRA: interface Wireless @ polling-clear

CM. TaxoKe polling-delete

CM. TakKe HacTpoiika IToJuTHHTa

shutdown

Onucanue: [IofHATHE yKa3aHHOT0 UHTepderica.
IIpedpuxc NO. ITogHATH YKasaHHBIM HHTePQerC.
ApPrymMeHTBI: ApTYMEeHTHI OTCYTCTBYIOT.

ITpumep 182. I[TooHsamue uHmepdgetica.

RAPIRA: interface Wireless no shutdown

speed

OnucaHue. HacTpoiika CKOPOCTH Ilepe/laul AAaHHBIX 110 6eCIIPOBOHOMY KaHasly CBsI3U. [laHHas
CKOPOCTBH SIBJIIETCS KaHAJTbHOM CKOPOCThIO epemaun. CKOPOCTH Tepelavi JaHHBIX IT0JIb30BaTEIS
OymeT ompenesATbC IHEPTeTUUECKUMHU IlapaMeTpaMH JIMHHU U XapaKTePUCTHKaMH II0TOKa
Ilepe/laBaeMbIX JTaHHBIX.

1. Onucanue KomMaHABI speed [JIsI YCTPOMCTB € MHOAAepP>KKOM mpoTokosa MIMO
(802.11a/b/g/n).
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interface {name} {index} speed {auto} | ckopoctb B M6ut/c {auto} | uHmekc MCS

IIpeduxc NO. He ucrosbsyeTcs.

ApryMeHTEI.

rate

[TapameTp MMeeT CMBICJI MEeHATH TOJIBKO IIPH HCII0JIL30BAHUU ITPOTOKOJIOB 802.11a 1 802.11g
(korma mapaMeTp mode BbICTaBJIeH B 3HaueHHe noht). CKOpocTh Iepefayud TaHHBIX
BBIpa’kaeTcs B Meraburax B cekyHay (Mbit/s). Ilo cranmapram IEEE 802.11a u IEEE 802.11g
IOIeP>KUBAKOTCS CJIeYIOIIe CKOPOCTH: 6, 9, 12, 18, 24, 36, 48 u 54 Mbit/s. Eciii UCII0/1b3yeTCs
npoTokos 802.11n(rmapamerp mode BeicTaBieH B 3HadyeHHe ht20/ht40+/ht40-), To mapameTp
IOJDKeH OBITH BBICTABJIEH B 3HaueHHUe auto. Ecii 3HaueHHWe yCTaHOBJIEHO B auto, TO OyAeT
BbIOpaHa O TUMaJIbHAas CKOPOCTH Ilepeiadyr JaHHBIX.

uHIaexkc MCS

HWHpeke Mopyanmuu U cxembl KogupoBaHusg MCS (Modulation and Coding Scheme)- 1mesoe
4uca0 B AuanasoHe oT 0 mo 15, mpurcBamMBaeMoOe Ka)kKIOMy BapHaHTyY MOZYJIAIMH. YHCIIO
oIpezessieT TUII MOAYJIAIIMHU PafH04acTOThl, CKOPOCTh KOAUPOBAaHUs, 3all{UTHLIM UHTEPBAl U
3HayeHUs CKOPOCTU IlepefauM HaHHBLIX. CoueTaHUe IIepeUYMCIeHHBIX (AaKTOPOB OIIpefesisieT
KaHaJIbHYI0 CKOPOCTH Ilepefayul TaHHBIX IIPYU UCII0JIB30BAHUM 2-X IIOTOKOB B JUaliasoHe oT 6,5
Mo6wurt/c 1o 144 M6wuTt/c (IpH IHUpPHHe 110JI0Cckl B 20 MI'1) 1 oT 15 Mo6wut/c go 300 Mout/c (mpu
IIMpuHe Ioockl B 40 MI1). Eciu 3HaueHHWe YyCTaHOBJIEHO B auto, To OyzeT BbIOpaH
OIITUMAJIbHEIN HHIeKC. CKOpoCTH, IofamepkuBaeMble cTraHzmapToM IEEE 802.11n metasbHO
IIpe/iCTaBJIeHb] B HIDKEIIPUBeJEHHOMU TabIulle.

Tabauua 10. [Iapamempsl npu 4UACMOMHOM pasHoce KaHano8 40 MI'y (ht40+ u ht40-

).

CKOpOCTh ITepegaun
Homep KosmmuecTBO P pen

cxeMuI MCS Mopyasiust roroxop | TAHHPIX, MG6uT/C (3aIMTHBIH
uHTepBaJ 400 HC)
0 BPSK 1 15
1 QPSK 1 30
2 QPSK 1 45
3 16-QAM 1 60
4 16-QAM 1 90
5 64-QAM 1 120
6 64-QAM 1 135
7 64-QAM 1 150
8 BPSK 2 30
9 QPSK 2 60
10 QPSK 2 90
11 16-QAM 2 120
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CKOpoCTh nepegauu

Homep Mopayasamust Komriecrso aHHBIX, MOHUT/C (3alITUTHEII
cxeMmsbI MCS Ay/oI IIOTOKOB a ’ "
uHTepBa 400 HC)
12 16-QAM 2 180
13 64-QAM 2 240
14 64-QAM 2 270
15 64-QAM 2 300

IIpumep 183. Asmomamuueckas Hacmpotiika ckopocmu (MIMO)

RAPIRA: interface Wireless @ speed auto auto

Speed is set to 'auto', mcs 'auto' in mode 'ht40+'.
2. OnmcaHue JJ1s1 yCTPOMCTB C HOAeP>KKOM MpoTOoK0J10B 802.11a/b/g.
interface {name} {index} {speed} {rate} | auto
AprymMeHTEI.

rate

CKopoCTh Ilepefayd JaHHBIX BbIpakaeTcsd B Meraburax B ceKyHAy (Mbit/s). ITo cranmapTam
IEEE 802.11a u IEEE 802.11g rmoamep>XKHUBaroTCsA CAeAyIoIe CKOPOCTH: 6, 9, 12, 18, 24, 36, 48 u 54
Mbit/s. IIo cranpmapty IEEE 802.11b monazep’kuBaroTcd ciaepyrolnye ckopoctu: 1, 2, 5.5 u 11
Mbit/s. Ecjii 3HayeHHe YCTAaHOBJIEHO B auto, TO OyjaeT BbhIOpaHa OIITHUMaJIbHAasi CKOPOCTh
Iepefavyy JaHHBIX.

ITpumep 184. YemaHo8Ka 3HAHEHUS KAHA/ILHOU cKopocmu npu pabome no npomoxkosty 802.11a/g

RAPIRA: interface Wireless @ speed 54
Speed is set to 54 Mb/s.

ssid

interface {name} {index} ssid {value}
Onmucanwue. YcraHoBKa SSID.
IIpedpuxc NO. He ucrosb3yercs.

ApryMeHTEI.

value

[ToJie SSID TOJDKHO coflep>KaTh He MeHee OJJHOTO CUMBOJIA U He JI0JDKHO COZlepsKaTh IIPo6eJIoB.
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ITpumep 185. Hacmpotika SSID

RAPIRA: interface Wireless @ ssid nsolod

Interface 'Wireless 0': SSID 'nsolod'.

RAPIRA: show interfaces Wireless 0

Wireless @ is up

Hardware address: 18fd.74b9.b311 VLAN: none

Internet address: 0.0.0.0 mask 0.0.0.0
broadcast: 0.0.0.0, MTU: 1500

Type: ap, SSID: "nsolod", Mode: ht40+

Speed: 270 Mb/s (auto), Access point: N/A

Channel: 152, Frequency: 5760 MHz, Tx-power: 26 dBm

RTS: off, Distance: 3000, WDS: on

WMM: off, Beacon: 100

Antenna: auto, IEEE 802.11g Protection: ?

cM. Taxoke Hacrporika SSID

traffic-shape group
traffic-shape group {access-list} {bit-rate} [burst-size]

OnucaHue: OrpaHUYeHNe IPOIYCKHOM CII0COGHOCTH I10 IPYIIIIaM.

ITpedpuxc NO. He mcrionb3yeTcs.

AprymMeHTBI:

access-list

MM crorcka KOHTPOJIA IOCTYyIIa.

bit-rate

MakcuMmasbHass CKOPOCThH Ilepemadu (6MUT/C), MOIIYCTMMO HUCIIOJIb30BaTh CYQPUKCHL: m
(MmerabuT) u k (kus1o6uT). lorrycTuMel 3HaueHUs1 oT 32000 mo 100000000 6UT.

burst-size

Bcmteck - o6beM [aHHBIX, KOTOPBIM OyJeT IlepefjaH B HayaJbHbIM MOMEHT BpeMeHU Ha
MaKCHUMaJIbHOM CKOPOCTU. MUHHUMaJIbHOe 3HaueHue - 128000 6UT.

Ecyii 3HaueHHe burst-size He yKa3aHO, TO OHO PACCUUTHIBAETCS aBTOMATHUYECKH U HAXOTUTCS B
ONTUMAJIHHBIX IIpejiesiaX. [laHHOe 3HaUeHHe He0OX0JUMO YKa3bIBaTh TOJBKO B KpalHEM CIydae.

HecKoJIbKO IIPUMEPOB HAaCTPOMKH pacCMOTPEHBI HIDKe:
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A. BriiesieHue 1oJiockl B 1 M6uTt/c Ha uHTepderice Wireless 0 I Ka)K[[oro U3 KJIWEHTOB C IP
anpecamu 192.168.0.2, 192.168.0.3 1 192.168.0.4.

ITpumep 186. BvidesieHue no10chl 015 Kaxcdo2o kaueHma no IP-adpecy

RAPIRA: access-list 101 permit any host 192.168.0.2
RAPIRA: access-list 102 permit any host 192.168.0.3
RAPIRA: access-list 103 permit any host 192.168.0.4
RAPIRA: interface Wireless @ traffic-shape group 101 1000000
RAPIRA: interface Wireless @ traffic-shape group 102 1000000
RAPIRA: interface Wireless @ traffic-shape group 103 1000000

B. BrifiesieHre CleAyroIUX II0JIOC Ha uHTepderice Wireless 0 g ykasaHHBIX IP-
azgpecon:192.168.0.2 - 1 M6uT/c; 192.168.0.3 - 512 Kéut/c; 192.168.0.4 - 3 Mout/c.

IIpumep 187. BvlOesieHue onpedesieHHOI N010Cbl 0151 Kaxcd020 KaueHma no IP-adpecy

RAPIRA: access-list 101 permit any host 192.168.0.2
RAPIRA: access-list 102 permit any host 192.168.0.3
RAPIRA: access-list 103 permit any host 192.168.0.4
RAPIRA: interface Wireless @ traffic-shape group 101 1000000
RAPIRA: interface Wireless @ traffic-shape group 102 512000
RAPIRA: interface Wireless @ traffic-shape group 103 3000000

C. BrigesieHHe oJI0CHl Ha nHTepdetice Wireless 0 B 7 MOUT/c 11 y3/10B 11ogceTy 192.168.1.0/24 u
10 M6uT/c n1s y3710B 11ogcety 192.168.2.0/24.

ITpumep 188. Bvide1eHUe NO0CHL HA KAXCAYr nodcems

RAPIRA: access-list 101 permit any 192.168.1.0 0.0.0.255
RAPIRA: access-list 102 permit any 192.168.2.0 0.0.0.255
RAPIRA: interface Wireless @ traffic-shape group 101 7000000
RAPIRA: interface Wireless @ traffic-shape group 102 10000000

D. Ziia HTTP u HTTPS Tpaduka orpaHUYUTH I10JI0CY Ha UHTepderice Wireless 0 1o 3 M6ut/c,
BcIwieck 5000 6auT (40000 61T)

ITpumep 189. OcpaHuuerue mpagpuxa HTTP(s).
RAPIRA: access-list 101 permit any eq 80 any

RAPIRA: access-list 101 permit any eq 443 any
RAPIRA: interface Wireless @ traffic-shape group 101 3000000 40000
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E. [lna ICMP-Tpaduka Ha uHTepderice Wireless 0 orpaHUUHUTE I10J10CY 10 3 MOUT/C.

ITpumep 190. Ozparuuerue mpagpuxa ICMP.

RAPIRA: access-list 101 permit icmp any any
RAPIRA: 1interface Wireless @ traffic-shape group 101 3000000

CM. Tak>Ke CIIMCKU KOHTPOJIA JOCTYIIa

traffic-shape rate

traffic-shape rate {bit-rate} [burst-size]
Onmcanue: OrpaHUUeHHe 0011l IIPOIYCKHOM CIIOCOOHOCTH.
IIpedpuxc NO. He mcriosnb3yeTcs.

AprymMeHTHI:

bit-rate

MakcuMmanbHasgd CKOpPOCThb Ilepefauu (6MT/C), SOIIYyCTUMO MCIIOJB30BaTh CYQOUKCBL: mm
(merabuT) 1 k (kus1o6uT). lorrycTuMbl 3HaUueHUs1 oT 32000 mo 100000000 6UT.

burst-size

Bcmteck - o6beM [aHHBIX, KOTOPBIM OyJeT IlepefjaH B HaydaJbHBIM MOMEHT BpeMeHU Ha
MaKCHUMaJIbHOM CKOPOCTU. MUHHUMaJIbHOe 3HaueHue - 128000 6UT.

Ecyi 3HadueHHe burst-size He yKa3aHO, TO OHO PACCUHTHIBAETCS aBTOMATHUYECKH M HAXOIUTCS B
ONTUMAJIHLHBIX IIpejiesiaX. /laHHOe 3HaUeHHe He0OX0JUMO YKa3bIBaTh TOJBKO B KPalfHEM CIIydae.

ITpumep 191. OcpaHuueHue NponycKHoOU CNOCO6GHOCMU HA NPOBOOHOM UHmMepdgetice do 512 kbumy/c.

RAPIRA: interface FastEthernet @ traffic-shape rate 512k

tx-power

interface {name} {index} tx-power {power}

OmnucaHue. YCTaHOBKA MOIITHOCTH Ilepe/iaun.
IIpedpuxc NO. BoccTaHaBIMBaeT 3HaUYeHHE MOIITHOCTH 110 YMOJIYaHUIO.

AprymMeHTEI.

power

3HaueHre MOITHOCTHU BhIpakaeTcd B dBm, B IiesibIX yncaax. IIprueMieMbId [uanasoH oT 1 1o
30.

7 [IpoCMOTpP [JONYCTUMBIX 3HAUeHUH MOIIHOCTH KOHKPETHOTO YCTPOMCTBa
- OCYIIIeCTBJIIETCS KOMaH/IOH tX-power-range.
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Obpamume gHUMAaHUe:

o VUuThIBasi HepaBHOMepHOCTh AYX Ilepe/jaroliero Kackaja Ha pasHbIX YacTOTaXx,
HEeoOXOJUMO IIPOBEPSITh MaKCUMaJIbHO BO3MOXKHOE 3HAUeHHe I KarKIou
YaCTOTHI.

ITpumep 192. Hacmpotiika MouiHocmu nepeoavu

RAPIRA: interface Wireless @ tx-power 29
The tx-power value is set to 29 dBm.

CM. TaK>Ke YcTaHOBKaA BBIXO,Z[HOfI MOIITHOCTH CHTHaJia

type

Onucanue. B Hacrodiee BpeMs RAPIRA RS3 paboraeT 1160 B pesxuMe 6a30BOM cTaHIMU (AP),
Jub0 B peXrMe KIHUEeHTCKOM CcTaHIIMU (Station). /i1 yCTaHOBKU OIIpeJeJIeHHOIO THIIA
HCII0JIB3YeTCd cileAyroliasd KOMaHIa:

interface {name} {index} type {ap | station}

ITpumep 193. Hacmpoliika muna 060py0o8aHus

RAPIRA: interface Wireless @ type ap

Interface '"Wireless 0': type 'ap'.
RAPIRA: interface Wireless @ type station
Interface '"Wireless @': type 'station'.

wds-mode

Omnmcanue. Eciiu 6ecipoBogHOM (wireless) nHTepdelic BKIOUEH B IPYIIy MOCTa, HEOOXOJUMO
yCTaHOBUTHL ¢yiar WDS, 4TOOBI BK/IIOUUTE IIPO3PaYHYI0 peTpaHcIdLuio ethernet-gpeiimMos.

IIpedpuxc NO. Cusatue ¢piara WDS.
AprymeHTHI: ApTYMEHTEI OTCYTCTBYIOT.

ITIpumep 194. Hacmpotiika WDS

RAPIRA: interface Wireless @ wds-mode
WDS mode 1is turned on.

CM. TaK’Ke COB/IaHI/Ie IIPpO3pavHOro MOCTa

wmm
Onucanue:BxiroueHue QoS.

IIpedpuxc NO. OtkiaroueHue QoS.
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AprymMeHTBI: APTYMEHTHI OTCYTCTBYIOT.

IIpumep:

RAPIRA: interface Wireless @ wmm

CM. Tak>ke QoS
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—>

RAFIRA RAPIRA RS3

Cnucoxk komaHa BeTBH SYSTEM

countrycode

1. CMmeHa countrycode B yCTpOHCTBaX C MOAJep>KKoi mpoTokosia 802.11n (MIMO)

countrycode {default | xx}

Onucanue: CMeHa countrycode.

ApI‘YMEHT XX IIO3BOJIAET HCIIOJIB30BATh paCLLII/IPEHHLIfI CITMCOK YacTOoT C marom 5 MI'1r.

o /1711 TIpUMeHeHUsI HOBBIX HacTpoeK B MIMO-ycTpo¥icTBaxXx HeT HeOOXOJUMOCTH
mmepesarpy’kaTb CUCTEMY.

[Ipy paboTe B pacIIMpPeHHOM CIIMCKE YacTOT PeKOMEHyeTCsI BBIIIOJHATH CKaHUPOBaHHE C
napaMmeTpoM freq, UTo 3HAUUTEJIFHO COKpaIlaeT BpeMsI BBIIIOJTHEHUS KOMaH/IbI.

o JUI1  HaCTPOMKU  IITUPUHBI
UCIIOJIb3yeTcsd KoMaHza mode.

4acTOTHOTO KaHaima B MIMO-ycTpoiicTBax

CM. Tak>Ke [[pOCMOTP CITMCKA AOCTYITHBIX YACTOT

cM. Taxoke OToGpakeHue TeKyIIero countrycode

2. CmeHa countrycode B yCTpoiCTBax ¢ IOAAEP>KKO# MpoToKosIoB 802.11a/b/g

countrycode {default | el | e2 | e3 | e4 | e5 | e9}

Onucanue: CMmeHa countrycode.

nopagepsxkoi TOJIBKO nporokosios 802.11a/b/g.

VKasaHHbBIe apryMeHTBl AaKTyaJbHBl [JII YCTPOMCTB C

JlaHHas QYHKIIMSA I103BOJIsIeT MEHSATh YaCTOTHYI0 CeTKY B COOTBETCTBHUHU C HIDKEIIPUBeJeHHOU
Tabsmmiten. Illar ceTku yactoT paBeH 20 MI'n,. IIpyu HeOOXOAMMOCTH BeJIMYUHA 1l1ara MOKeT OBITH

u3MeHeHa (CM. HIKe).

Tabauua 11. /JocmynHble HaCMoOMmMHble OUANA30HbL

countrycode

default
el
e2
e3
e4
e5

YacTOTHBIH JHANIa30H

S5SxXxX MTI'Ly
5180-5825 MI'1y
4920-6060 MTI'1y,
4925-6065 MTI'1y
4930-6070 MTI'1y,
4915-6075 MI'1y

2xxxX MI'ny
2412-2482 MI'1g

2312-2372 MI'1y
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e9 5900-6000 MTI1 ' -

1. loctymeH 21 xaHaJ ¢ marom B 5 MI'TIL

o JJi1 IIpUMeHeHHs HOBBIX HAaCTpPOeK B YCTPOMCTBAX C IOAJEPKKOM TOJIBKO
npoTokosioB 802.11a/b/g He06X0AMMO IIepe3arpy3suThb CUCTEMY.

ITpumep 195. Hacmpotika countrycode

RAPIRA: system countrycode default
The country code is set to 'default'.
Reboot the system to apply changes.
RAPIRA: reboot

HpI/I HCITIOJIb3OBAaHHWH BBINIEYKA3adHHBIX countrycode ITUPHWHA YaCTOTHOI'O KaHaJla COCTaBJIAET 20
MFH. IJTO 3HaUeHUe IIpu HEOGXO,ZLI/IMOCTI/I MOKHO USMEHHUTD Ha CJIeAyIoITre:

Tabauua 12. HlupuHa 4acmomHo20 OUanasoHa

countrycode IITupuHa yacTOTHOrO AUana3oHa (MI'x)
el-e5,e9 20
h1-h5, h9 10
ql‘q5: q9 5
date
OnucaHue:

cM. HacTpoiika faTel 1 BpeMeHU

password

OnucaHue:

cM. CmeHa I1apoJid O0CTYIIa B CUCTEMY

update
Onucaxue:

CM. 3arpyska 1 06HOBJIEHUE IIPOTPaMMHOI0 06ecIlieueHus

Criicok koMaH[ BeTBU SYSTEM - date | Ctp. 157



000 «HIIO PAITHPA» o RAPIRA RS3

COopoc mapaMeTpoOB MapuIipyTusaTopa B
CTaHJZapTHHIE 3HAYEHUS

C6poc Bcex mapaMeTpoB MaplipytusaTopa RAPIRA RS3 (xpoMe mapoJisi [OCTyIla B CHCTEMY)
BO3MO’KeH HeCKOJIbKUMHU CII0C06aMU:

1. IP-agpec MaplIpyTH3aTOpa U3BECTEH
BLIIOJTHUTE CyIeyollyie KOMaHbl:

ITpumep 196. CoOpoc Hacmpoek mMapuipymusamopa ¢ ROMOUb0 KoMaHObl COPY

RAPIRA: copy default-config startup-config
RAPIRA: reboot

2. IP-aipec MapuHIpyTH3aTOpa He HM3BECTEH M HET BO3MOJKHOCTH BBIK/IIOYHUTH HHUTaHUE
MapuIpyTu3aTopa

B KOHCOJIM OTIePaIfMOHHOM CHUCTEMBI 3aIlyCTHTh YTHJIUTY Power_soft_reset, pacIioio;KeHHYIO
Ha IIpHJIaTaeMOM KOMITaKT-IHCKe, C TapaMeTPOM scan:

IIpumep 197. [lostyueHue cepuilHbLX HOMep08 O0CMYNHbBLX pAOUOMAPUPYMU3AMOPO8

c:\Power_soft_reset scan

MAC Type Serial
00:0c:42:37:b5:e5 Ethernet 12570
00:0c:42:37:b5:e5 Bridge 12570

IIocie BBINIOJTHEHUSI KOMaHABI Scan CBSDKUTECh CO CIY»KOOM TeXHHYEeCKOM IOJIepyKKH Hallei
KOMIIaHMM U COOOIWTe pe3ysbTaT €€ BBIIOJHEHHS [ IIOJIy4eHWs YHHUKaJIbHOIO IIapoJis
MapIIpyTH3aTopa.

BHOBB 3amycTuTe yTUIUTY Power_soft reset, c mapamMeTpoM reset XxX:X:XX:xx:xx:xx [password],
ITe XX:XIXXIXX:XX:XX - Ethernet-MAC-azipec uM3 J1eBOro CTOJIOIIa pes3yJbTaTa BBIIIOJTHEHUS
KOMaH/bl scan. ITocie ITOsIBJIeHHs IIpHIVIAIleHUs BBeJUTEe I1apoJib, IIOJYYEeHHBIH OT CJIYKOBI
TEeXHUYEeCKON IOAJLEp>KKU (C y4eTOM perucrpa CHMBOJIOB). IIo coobparkeHHUAM 06e30I1aCHOCTH
peKoMeH/yeTcs yKa3bIBaTh IIapoJIb He B KOMaH/IHOM CTPOKe, a BBECTH €r0 II0CJIe 3a1poca:

ITpumep 198. Copoc ecex napamempog Mapupymusamopa 6e3 blKJAHUEeHUS NUMAHUS

c:\Power_soft _reset reset 00:10:00:00:01:29
Device password: QwErTyUiOp

c:\

[Iocjte 3TOTO YCTPOHCTBO OYAET Iepe3arpy>kKeHo; JJIT CBSI3H C MapIIpPyTH3aTOPOM HCIIOJIb3yHTe
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CTaHIAPTHBIN ip-azpec: 192.168.0.5

B HEKOTOpPHIX Cay4yasx paboTa JaHHOM YTHJIMTHI MOKeT BBI3BaTh CpabaThIBaHHUe [eTeKTopa
CeTeBBIX aTaK. PEKOMEH/yeTCsI OTK/II0UATh ero Iepe]] IIpoBeieHeM IIPOIeAyphI copoca.

CM. Takke CMeHa I1apoJIsi IOCTYIIa B CUCTEMY
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ITosryuenue IP-agpeca MapIipyrusaropa

CyIiecTByeT BO3MO>KHOCTD IToTyueHUs IP-apeca MapIIpyTU3aTopa B CIydae ero yTepH.

JlaHHasT BO3MOJKHOCTb OyZeT IIOJIe3Ha B CjIydae, Korma IP-afipec yCTpO¥CTBA He HM3BECTEH, a
IIPOU3BECTH COPOC HACTPOEK - HEMOMYCTHMO (HAIpUMep, MapIIpyTH3aTop PaboTaeT B PeXKUMe
OpHpKa U IOCTYII K HEMY BO3MO>KeH TOJIBKO I10 Pa[HOKaHaY).

/11 3TOro HeOoOXOAMMO 3apaHee IIOJY4YUTh CEePHHHBIA HOMeEP MaplIpyTH3aTopa M ero
YHHUKaJIbHEIN apoJib (cM. [ToslydeHre cepUMHBIX HOMEPOB JJOCTYITHBIX PaZiioMaplIpyTHU3aTOPOB),
a 3aTeM BBIIIOJIHUTH CJIe/IyIoIe AeHCTBUS:

B KOHCOJIM OIlepalfMOHHOM CHUCTeMBI 3allyCTUTh YTHIUTYy Power_soft _reset, pacrioiokeHHyI0 Ha
IIpujaraeMoM KOMIIaKT-ZUCKe, C ITapamMmeTpoM getip u MAC-aapecom ycrporicTBa (Device MAC), a
3aTeM BBeCTH I1apoJIb MapIIpyTH3aTOpa:

IIpumep 199. ITonyuerue IP-adpeca mapwupymusamopd, HaCMpOoeHHO20 NPO3PAUHLLM MOCMOM

c:\power_soft_reset.exe getip 00-10-00-00-01-29
Device password:

Device with MAC '00:10:00:00:01:29': Operation success.
Interface type: Ethernet
Device interface IP: 0.0.0.0

Device with MAC '00:10:00:00:01:29': Operation success.

Interface type: Bridge
Device interface IP: 192.168.0.251

cM. Takke COpoOC ITapaMeTPOB MapIIPyTU3aTOpPa B CTaHAAPTHBIE 3HAUEHUS

CM. Takoke CMeHa I1apoJid O0CTYIIa B CUCTEMY
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ViajieHHas mepe3arpyska MapIiiIpyTH3aTopa

CTaHapTHBIM Ipoliecc epe3arpy3kKy CUCTEMBI OIIUCHIBaeT pasfiest [lepesarpyska CHUCTEMEL.

Cy1iecTByeT TakykKe BO3MOXKHOCTBL YAAJIEHHOM Ilepe3arpyskyd MaplIpyTH3aTopa, Jaske ecau IP-
ajipec yCTPOMCTBA He U3BeCTEeH U HeT 0CTYyIIa K IMTaHUI0 YCTPOMCTBA.

JUIsT 3TOTO HEo6XOAMMO 3apaHee IOIyUYUTb MAC-ajipec MapUIpyTH3aTOpa M ero yHUKaJIbHBIN
rmaposb (cM. IlosydeHMEe CepUMHBIX HOMEPOB J[IOCTYIIHBIX PaJHOMapIIpPyTH3aTOPOB), a 3aTeM
BBITIOJTHUTD CJIEIYIOITHE TeHCTBUS:

B KOHCOJIM OIlepalfMOHHOM CHUCTEMBI 3allyCTUTh YTHIUTYy Power_soft _reset, pacIioiokeHHYH Ha
puaraeMoM KOMIIaKT-TUCKe, ¢ ITapaMmeTpoM reboot u MAC-agpecoMm ycTporictBa (Device MAC), a
3aTeM BBeCTH I1apoJIb MapIlIpyTHU3aTopa:

ITpumep 200. YoaneHHasa nepe3azpyska mMapupymusamopa

c:\power_soft_reset.exe reboot 00-10-00-00-01-29
Device password:

Device with MAC '00:10:00:00:01:29': Operation success.
Device rebooted.

cM. Takke COpoC ITapaMeTPOB MapIIIPyTHU3aTOPa B CTAaHAAPTHBIE 3HAUEHUS

CM. Takke CMeHa I1apoJIsi IOCTYIIa B CUCTEMY
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IIpumMepsl KOHPUTrypanuu

HacTpoiika 6a30B0ii CTAHIIUH B pe>KHMe IIPO3PavyHOro
MOCTa

cM. Takke Co3/laHMe IIPO3PavHOro MoCTa
[IprMep ITOKA3bIBaeT, KaK BBIIIOJHUTD CJIeYIOIIMe OTIePAIHH:
» Hactpolika 6a30Boro 6ecIIpoBOIHOTO COeIMHEHUS B JIoKaAbHOH ceT (LAN) Mexay 6a30BOH U
KJIMEeHTCKOH CTaHITUSIMHU.

* HacTporiika 6a30Boii cTaHITUU (AP) B pesKrMe IPO3pavyHOro MOCTa C OTKPBITOM aBTOpU3aliien.

* OmpefiesieHre IPYIIIBEI MOCTA, @ TakKyKe BKJIIOUEHHE B IPYIIly O6eCIIPpOBOJLHOIO M IIPOBOJHOIO
uHTepdericoB

* IIpoBepKy BO3MOYKHOCTH COeTHHEHUS MKy KIMEHTCKOU 1 6a30BOM CTaHIIUSIMU.
BriocseicTBUM, IS IIPOCMOTPa HACTPOEHHOM KOHQUIypanuu Bbl MO)KeTe BOCIIOIb30BaThCS
CJIeyIOIIMMU OCHOBHBIMH KOMaHJaMHU:

* show running-config - mpocMoTp Teky1e KOHPUTYpaITUU

» show interfaces - ipocMoTp cTaTyca HUHTEPdEHCcoB

* show interface wireless 0 associated - IpoCMOTp acCCOIIMHUPOBAHHBIX C 6a30M KJIIMEHTCKUX
CTaHIUN

» show interface wireless 0 signal - mpocMoTp XapaKTepUCTHUK IIPUHUMAeMOro CTaHIIMeN
curHaza

* show interface wireless 0 scan - npocMoTp HHpOpMarMu 06 OOHApPy’>KEHHBIX 0a30BBIX
CTaHIUSAX

» show interface wireless 0 statistics - TpocMOTp CTaTUCTHUKHU 6eCIIPOBOHOI0 UHTepderica

» show interface wireless 0 channel-list - IpocMOTp CIIMCKa AOCTYIIHBIX YaCTOT

14 TIpocMOTpa IIOJIHOTO IlepeyHsl KOMaH[, O0ToOpa’kawIux HWHOOpPMAI[UI0 O CHCTEME,
obpatuTech B Crivcok KomaH/ BeTBU SHOW
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ITpumep 201. Hacmpoiika 6a30801l cmaHyuu no npomokoay 802.11g 8 pexcume npo3pauHo20 Mocma 6e3
UCNO/b308AHUS WUUPPOBAHUS

RAPIRA: 1interface bridge 0
Bridge 0 is created.

RAPIRA: interface bridge 0

config-if: ip address 192.168.1.1
Device 'Bridge @' address 192.168.1.1 netmask 255.255.255.0.

config-if: no shutdown
Interface 'Bridge @' is up.
config-if: exit

RAPIRA: interface Wireless 0

config-if: type ap
Interface '"Wireless 0': type 'ap'.

config-if: ssid gsp1
Interface '"Wireless @': SSID 'EMSCH'.

config-if: speed auto
Speed is set to 'auto'.

config-if: fast-frame
Fast frame is turned on.

config-if: channel 2412
Channel is set to '2412'.

config-if: tx-power 28
The tx-power value is set to 28 dBm.

config-if: wds-mode
WDS mode 1is turned on.

config-if: distance 15000
A distance value is set to '15000'.

config-if: no shutdown
Interface '"Wireless @' is up.

config-if: bridge-group 0
Interface '"Wireless @' was added to the bridge group '0".

config-if: exit

RAPIRA: interface FastEthernet @ bridge-group 0
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Ecsim  ajpec IIpO3pavyHOTO MOCTa OTJHYaeTrca OT IP-afipeca, IIPUCBOEHHOMY HHTepdercy
FastEthernet, To 1mocjie BBIIIOJTHEHHUS BHIIIIeyKa3aHHOM KOMaH/IbI COeJMHEHHe C CUCTEMOU 6y/eT
yTepsiHo. Heo6X0I[MO He BBIKIIOYasi MapIIPyTH3aTOP 3aHOBO BOMTU B CHCTEMY, UCIOJIB3Ys IP-
aJZipec CO3/IaHHOTO IIPO3PavYHOro MOCTa M COXPaHUTh KOHQUTYPAITHIO:

RAPIRA: copy running-config startup-config
Running-config successfully copied.

ITpumep 202. Hacmpotika 6a3080li cmaHyuu no npomoxosy 802.11n 8 pexicume npo3paiHo20 Mocma ¢
ucnoav3osaruem wugposarus (WPA2)

RAPIRA: interface bridge 0
Bridge @ is created.

RAPIRA: 1interface bridge 0

config-if: ip address 192.168.1.1
Device 'Bridge @' address 192.168.1.1 netmask 255.255.255.0.

config-if: no shutdown
Interface 'Bridge @' is up.
config-if: exit

RAPIRA: interface Wireless 0

config-if: type ap
Interface '"Wireless 0': type 'ap'.

config-if: ssid gsp1
Interface 'Wireless @0': SSID "MVK'.

config-if:interface Wireless @ mode ht40+
The mode is set to 'ht40+"'.

config-if: interface Wireless @ speed auto auto

Speed is set to 'auto', mcs 'auto' in mode 'ht40+'.

config-if: channel 5800
Channel is set to '5800'.

config-if: tx-power 30
The tx-power value is set to 30 dBm.

config-if: wds-mode
WDS mode 1is turned on.

config-if: distance 5000
A distance value is set to '5000'.

config-if: no shutdown
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Interface '"Wireless @' is up.

config-if: authentication wpa-psk quwe!@57'~?asdZXC
WPA PSK enabled.

config-if: encryption ccmp
Interface 'Wireless @': CCMP enabled.

config-if: bridge-group 0
Interface '"Wireless @' was added to the bridge group '0".

config-if: exit

RAPIRA: interface FastEthernet @ bridge-group 0

Eciim azfpec IIpo3padyHOro MoCTa OTaIu4daeTcs OT IP-agpeca, IPUCBOEHHOMY UWHTepdency
FastEthernet, To mocjie BBIIIOJIHEHUS BBINIEYKa3aHHOU KOMaH[bl COeUHEHUe C CUCTEMOU OyneT
yTepsiHO. Heo6X0IMMO He BBIK/IKOYAas MapUIPyTU3aTOP 3aHOBO BOUTU B CUCTEMY, UCIOIb3ys IP-
ajipec CO3JaHHOTO IIPO3PAYHOr0 MOCTa U COXPAaHUTh KOHQUTYPALTUIO:

RAPIRA: copy running-config startup-config
Running-config successfully copied.

Obpamume 8HUMAHUe:

* MOIyCTUMas [JMHA BBOAMMOIO IIPU HACTPO¥Ke IIUGPOBaHUSA TApPOJId
o cocTaBJIdeT 9-63 cuMBoOJIa

* IIapoJid B KOMaH/je authentication wpa-psk HO/DKHBI HOJHOCTHIO COBIIAJATH
Ha COCTOLAIIUX B MOCTe MapIIpyTU3aToOpax

HacTpouka MapiupyTusaTropa B kauectse DHCP-
cepBepa

JlonlycTUM, KJIMEeHTCKUM CTaHITUSIM He0O6X0JMMO pas/iaBaTh

ip-agpeca u3 guanasosHa 10.1.1.5 - 10.1.1.25;

ip-azmpec default-gateway - 192.168.3.100;

ip-agmpec FastEthernet-unTepderica paguomapipyrusaTopa - 192.168.3.253;

ip-agpec Wireless-uHTepderica paguomMapuipyrusaropa - 10.1.1.1

ITpumep 203. Hacmpotika 6a3oe6o0il cmaHuyuu 8 kadiecmsee DHCP-cepgepa
RAPIRA: interface Wireless @

RAPIRA: interface Wireless @ ip address 10.1.1.1/24
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Device 'Wireless @' address 10.1.1.1 netmask 255.255.255.0.

config-if: type ap
Interface '"Wireless @': type 'ap'.

config-if: ssid KVG
Interface 'Wireless @0': SSID 'KVG'.

config-if: speed auto
Speed is set to 'auto'.

config-if: fast-frame
Fast frame is turned on.

config-if: channel 2412
Channel is set to '2412'.

config-if: tx-power 28
The tx-power value is set to 28 dBm.

config-if: distance 5000
A distance value is set to '5100'.

config-if: no shutdown
Interface '"Wireless @' is up.

config-if: exit
RAPIRA: ip dhcp pool p1

dhcp-config: network 10.1.1.0 255.255.255.0
Network pool: 10.1.1.0 255.255.255.0.

dhcp-config: range 10.1.1.5 10.1.1.25
Range added: 10.1.1.5 10.1.1.25

dhcp-config: default-router 10.1.1.1
Default router 10.1.1.1 has been added.

dhcp-config: dns-server 81.25.35.2 10.7.3.40
DNS server 81.25.35.2 has been added.

DNS server 10.7.3.40 has been added.
dhcp-config: exit

RAPIRA: service dhcp
DHCP service enabled.

RAPIRA: nat-list 123 snat any any to 192.168.3.253

RAPIRA:interface FastEthernet @ nat-group 123
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RAPIRA: ip default-gateway 192.168.3.100
Default route changed.

[Ipy 3TOM Ha KJIMEHTCKHUX YCTPOMCTBaX HEOOGXOMMMO BBHIIIOJIHUTH CJIEAYIONIYI KOMaHAYy U
COXPaHUTH KOHQUTYPAITHIO:

RAPIRA: interface Wireless @ ip dhcp
DHCP client enabled.

RAPIRA: copy running-config startup-config
Running-config successfully copied.

DHCP-kyineHT aBTOMAaTU4YeCKU mosydaeT IP-azpec, mMapuipyT 1o ymosyaHutro ¥ DNS-anmpeca ¢
cepBepa DHCP.
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ITpuio’xkeHue

CxeMa o0>XxuMa KabeJsisa

KoHTakT EIA/TIA 568B
1 benbii+OpaHyKeBhIN
2 OpaHyKeBbIH
3 Besbiii+3e16HBIN
4 CuHun
5 besnpiii+CuHU
6 3eJIEHBIN
7 besblii+KopryHeBBINA
8 KopuuHeBbIH ATET 256A - EIN TIA SeEF

CHsATHe repMeTH4YHOro CoertnuuTe s

[Iporenypsl COOPKU M YCTAHOBKU TE€PMETUYHOTO COEJIHMHUTEJSI OIHCAaHbl B
o pasfenax COopka BWJIKHM TepMeTUYHOIO COeIMHUTENSI UM YCTaHOBKa
repMeTUYHOIO COeJUHUTEJIS.

1 2 3 4

* OTKpyTUTE HaKHUIHYIO ravky (1)
* OcabbTe Ha 2-3 060poTa Kopiyc pasbséMa (3)

* [loBOpaurMBalTe HAKUAHYK YacTh Ha OalioOHeTHOM O0JioKe (4) IIPOTHUB YaCOBOM CTPEJIKH
IIPYMepHO Ha 45°C HakKaTHueM Ha Hero B CTOPOHY KOopIlyca paJruoMapllipyTU3aTopa.

BHumarue!
[IoBOpOTHI 6aliOHEeTHOM HAKWUAHOM TalKU [TOJDKHBI OBITH CBOOOJHBIE C
° He6O0JIBIIINUM yCUIMeM (BBIXOJ, YIIOPOB M3 3allléJIKK) IIPU pacKpydyuBaHUU. Eciu

rafika UjeT ¢ GOJILIIUM YCHJIMEM, TO 0CJIabbTe MU OTKPYTUTE KOPIyC pasbeéMa

3).
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* PazbeUHUTE Pa3bEMEI.

3amMmeHa pasbéMa RJ-45, ycTaHOBJIEHHOIO B
repMeTHYHOM COeJUHUTeJIe

* OTKpyTHTE HaKHUIAHYIO rauky (1)

* BoIHbTEe I11aHTOBBHIM  ¢QukcaTtop (2) U3
KopIryca pasdbéMa (3)

* VrannTe QUKCUPYIOIIUNA XBOCTHK pasbéMa
RJ-45, JUIs 3TOI0 pexoMeHayeTcs
HUCII0JIb30BaTh OOKOpe3bl mopenu PM-722F
HJIU aHaJIOTUYHEIE.

BHuMmaHue!

o [1JIaCTUKOBBIM XBOCTHUK [JO/DKEH OBITH Cpe3aH 3allo/IMII0, II03TOMY pacIiojiaramre
IJIOCKOCTB PesKYIIUX YyacTell 60KOpPe30B 110 KOPIIycy pasbeMa R]-45.

* BriTgHUTe KabeJsb ¢ pa3bémMoM RJ-45.

* CMOHTHpY¥Te IIIHYpP IMUTAaHUA U OJIOK IIMTaHUA CO BCTPOEHHBIM HMHIKeKTOPOM. IIofgKIrouunTe
Kabesib MapIlpyTU3aTopa K pasbeMy «PoE Out», KabesIb JIOKaJIbHOM CeTH - K pasdbeMy «Datar, a
LITHYP IIUTAHUA - K COOTBETCTBYIOIeMY pasbeMy IIUTaHUSA HHXKEKTOPa.

BHuMmaHue!

o HenpaBuibHOe mozcoefsuHeHre POE-MH)KeKTOpa MOXKeT IIPHUBECTH K II0JIOMKe
ceTeBOro 060pymoBaHus!

BHumaHue!

Hcrosib3yiiTe TOJIBKO CIIeIMaabHbIM He 9KpaHUPOBaHHEIN pasbeM RJ-45 maa FTP

é KabeJisi IIpU OKOHIIOBKe KabeJisl CHIDKeHHs C HMJKHel CTOpPOHBI. 3allpelaeTrcs
IOJK/IIYATh [ApeHa)KHBIU IIPOBOJHUK Kabessdl K 3a3eMJIEHUIO CTOMKH, Ife
pacrioyio’keH MCTOYHHUK IIMTAaHUs, IIOCKOJIBKY 3TO MOXKeT IIPHUBeCTH K
00pa3oBaHUI0 TOKOBOU IIET/IN U IIOBPEXKIeHUI0 KabeJs.

BHumaHue!

o HacTosiTeTbHO peKOMEeHyeTcs JOIOJTHUTEJIbHO TepMeTHU3UPOBaTh MecTa BBOJA
U CouwIeHeHUs Kabesel (KabesbHasd My$Ta, KabeJbHbIe BBOZBI).

Copyright © OO0 «HIIO PAITMIPA», 2024 T.
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